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Thought of the day

• “Computer insecurity is inevitable. 

Networks will be hacked. Fraud will 

be committed. Money will be lost. 

People will die”. 
(Bruce Schneier, Master Cryptographer, 1989)
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More recent …

• " Most of today's Internet is a combination shopping mall, 
USA Today, multiplex cinema and amusement park. Browsers 
and search engines are populated with cartoon characters 
and decorated with pretty pictures (plenty of those damn ads 
too). The point and click technology of the mouse can be 
mastered by a three year old. Simpleminded Help menus 
await at every new window. This is the Internet as packaged 
for the public through the glossy facade of the 
commercialized World Wide Web.

• But the REAL Internet - the Internet of the true hacker, 
lurking behind the Web - is a wild, raw place, where hackers 
use complicated commands, telnet utilities and 
communications software stripped bare as a dragster to sail 
throughout the world at, literally, the speed of light. ”

(Jeffery Deaver - The Blue Nowhere - pgs 97/98)
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Codes … Did you know?
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Management priorities

• "The best way to get 

management excited 

about a disaster plan 

is to burn down the 

building across the 

street." (Dan Erwin, 

Security Officer, Dow 

Chemical Company –

2008)
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The Hype Around eCrime
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$5-15 on eBay
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Why eBanking?

5/30/2013 eBanking for ICPAK 9



Constraints

• Availability and growth of telecommunication 

infrastructure

• ICT penetration in electronic banking sectors

• Culture of using electronic banking

• Legal and regulatory framework

• Security
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Internet and Mobile Banking 

Demystified

Over the counter transactions Core banking application
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Internet and Mobile Banking 

Demystified

Mobile Banking transactions

Core banking application

Mobile banking application

USSD
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Internet and Mobile Banking 

Demystified

Internet Banking transactions

Core banking application

Internet banking application

InternetInternet
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Internet and Mobile Banking 

Demystified

Internet/Mobile Banking categorization

Inquiry Based Transaction based 

• No transaction takes place

• Checks on bank balances 

• Checks last transaction amounts 

etc.

• Full transactions rights

• Can transfer money 

• Can give the bank instructions
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Internet and Mobile Banking 

Demystified

Internet/Mobile Banking categorization

Retail Corporate

• Normal customer account

• Usually small amounts 

transacted

• Transaction limits

• Single user

• Corporate account

• Multiple large amounts  

Transacted

• No transaction limits

• Multiple users

• Maker / Checker
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Internet and Mobile banking 

Demystified
Internet/Mobile Banking categorization

CIB

Inquiry based Transaction based

RIB
LOW

Medium 

High 

Very High 
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Common Security Objectives

C – Confidentiality

I – Integrity

A– Availability
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Common Security Objectives

Availability
“Availability is the proportion of time a system is in a functioning condition. 

This is often described as a mission capable rate” Wikipedia

Based on business model:

•Disaster recovery – Based on RTO

•Fault tolerance 99.999 – 100% uptime
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Common Security Objectives

Confidentiality
“the state of being secret; spoken, written, acted on, etc., in strict privacy or 

secrecy;”

•Bank transactions details

•Salaries/payroll

•Bank balances

•Credit worthiness
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Common Security Objectives

Integrity
“the state of being whole, entire, or undiminished; a sound, unimpaired, or 

perfect condition”

From an information security perspective it is the assurance that:

(a)Information has not been altered either in transit or at rest without proper 

authorization.

(b)The claim to be the authorized individual is factual.

�Repudiation/None repudiation
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Common Security Objectives

You can never tell whether the person on the other side is a dog
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Fraud Triangle
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Threats to Security Objectives

Banks Point of view
1. Usual insider fraud 2.0:

•Dormant accounts suddenly being registered for Internet/Mobile banking

2. User fraud

•Repudiation of transactions

3. Attacks on the internet banking/mobile banking application itself 
(Hacking)

•Attack on the application to cause a denial of service/defacement 
(Hactivism)

•Attack the application to gain access to the core banking application-to 
transfer money
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Threats to Security Objectives

User Point of view
1. Theft of user credentials

•Key loggers

•Man in the middle attacks

•Social engineering 

•Shoulder surfing

•Phishing

•Application vulnerability (credential harvesting)

5/30/2013 eBanking for ICPAK 24



Threats to Security Objectives

User Point of view
Denial of service

•Account lock out
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Achieving Security Objectives
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Control requirements

• Internal Audit
– Independent

– Audits IT

• Defined RM Framework
– Annual assessment

– Risk Treatment Plan

– Investigation of all significant incidents

• ICT Strategy and Head of ICT

• CISO insourced or outsourced

• Regular VA and Pentesting

• Segregation of Duties documented

• BCM (processes, systems, succession) and IR

• Logging and Monitoring – 1 Year! Correlated

• Purchased Software only

• Sandboxing of new Products 

• Security Policy of accepted standard (PCI DSS, ISO27002)

• Outsourcing Controls and Regulator approves of any contract
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Achieving Security Objectives

Availability
•Redundant systems

•Traffic Filtering

•Secure coding practices
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Achieving Security Objectives

Confidentiality
•Secure protocols (encryption)

•Secure coding practices

•Secure network design
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Defence in Depth
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Achieving Security Objectives
Integrity
Use of secure protocols and file transfers
�encryption and hashing

Proper site authentication 
�Digital certificates
�Unique Identification

Proper backend management (administrator management) 
�Access controls over critical tables
�Multi factor authentication
�User maintenance audited

Secure process design

Customer and helpdesk education
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Achieving Security Objectives

Integrity
Proper authentication mechanisms (Multifactor authentication)

Username and passwords are no longer adequate.

Consisting of:

�Something you know

�Something you have

�Something about you
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Achieving Security Objectives

Integrity
•Something you know

5/30/2013 eBanking for ICPAK 33



Achieving Security Objectives

Integrity
Something you have

�Tokens

�Tan Lists
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Achieving Security Objectives

Integrity
•Something about you
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Achieving Security Objectives

Integrity
Logging and monitoring
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QUESTIONS

Thank you!
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