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What is ERM?

• A process

• implemented by management

• to optimize its risks 

• to maximize achievement of its 

objectives.
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What is ERM?

Enterprise Risk Management (ERM) is defined by the Committee of 

Sponsoring Organizations (COSO) as:

“a process, effected by an entity’s board of directors, management and 

other personnel, applied in strategy-setting and across the enterprise, 

designed to identify potential events that may affect the entity, and 

manage risk to be within its risk appetite, to provide reasonable assurance 

regarding the achievement of entity objectives.”
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COSO Framework
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ISO 31000

Defines Risk 

management principles 

as well as providing a  

framework/model
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Why implement ERM?

• To achieve corporate objectives more efficiently and effectively?

• https://www.youtube.com/watch?v=r1g8A--D4I0
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What do we need to get right?
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Risk Management Governance

TONE AT THE TOP

• Awareness

• Philosophy

• Tolerance/Appetite

• Organisation

• Policy
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Awareness and Philosophy

Proactive 

management

Versus 

Wait and see
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Risk appetite & tolerance

• The ERM framework introduced the concepts of risk appetite and 
tolerance. 

• Risk appetite is the broad-based amount of risk an entity is willing to 
accept in pursuit of its mission/vision.

• Risk tolerance is the acceptable level of variation in performance 
relative to achievement of objectives. 

• In setting risk tolerance levels, management considers the relative 
importance of the related objectives and aligns risk tolerance with 
risk appetite.

RISK RATING RISK TOLERANCE

C We are not sufficiently prepared and immediate action is required

B We believe Safaricom can or should do more.

A We don't believe Safaricom can or should do more
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Policy
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Risk appetite statement
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Introduction to Risk Management Process

Enterprise Risk Management carries out Risk assessments twice every year in conjunction with business units and other stakeholders to determine the risk

landscape of the business. The assessments identify various risks, their probability of occurrence, potential impact and the adequacy of controls put in

place to manage these risks. Furthermore, planned mitigations are tracked for implementation and reported to the Board Audit Committee. The risk

management process is based on International best practice standards i.e. ISO31000 and the Committee of Sponsoring Organizations (COSO)

framework.

Identified risks are evaluated and rated by determining the likelihood of occurrence and impact of loss to the business in accordance to our risk

tolerance levels as identified by senior management and documented in the table below. The likelihood of occurrence and impact are rated

according to the rating tables below and in cognizance of the effectiveness of the existing controls. The measures of impact table is included in

Appendix 1.

RISK RATING RISK ACCEPTANCE

C We are not sufficiently prepared and immediate action is required

B We believe Safaricom can or should do more.

A We don't believe Safaricom can or should do more

Level Descriptor Likelihood Description

5 Certain Is expected once a week

4 Likely Will probably occur once a month

3 Possible Might occur once a quarter

2 Unlikely Possibly once a year

1 Rare Extraordinary event  - might occur every 1-5 years

Level Impact Descriptor

5 Extremely serious harm

4 Very Serious Harm

3 Serious Harm

2 Minor Harm

1 No significant Harm

Risk Management Infrastructure
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Risk Universe
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Scope
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Risk Universe
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Risk Management Process - Exercise

• Sources of information –

annual report, interviews, 

workshops

• Gross versus net risk

• Likelihood and impact

• Adequacy of current 

controls

• Additional mitigations 

required

• Frequency of follow up
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Maturity Assessment

• Continuous awareness

• Training and regular reading (CERM)

• Culture - To what extent is Risk discussed 

at Management decision making

• People and tools; budget to mitigate 

risk

• RISK ATTITUDE
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Risk Management is everywhere!
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Q & A
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