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(JOrganizations that deny the true possibility of
fraud are at the greatest risk

J“A good plan executed today is better than a
perfect plan executed at some indefinite point
in the future”
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Definition

Adopted the Association of Fraud Examiners
(ACFE) definition of fraud as being all those
activities involving dishonesty and deception
that can drain value from a business, directly or

indirectly, whether or not there is personal
benefit
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Fraud Schemes

Misappropriation of Assets Fraudulent Statements Schemes Corruption Schemes

* Theit or misuse of tangible and intangible * Misstatement or omission of material = Utilizing influence in business transctions to
assets :nﬁlrmut:u'nn-'nu'.'m;nﬁr.é_{ records from Hnancial abtain a personal bhenefit.
* Fraudulent expenditures. staternents. L] Hn'ltu:rg and,/or extortion.

. A.'il:li.TIE and abetting fraud.
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Recognition LI Entries
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WHO COMMITS FRAUD?
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Why and How

The person with Capability s
e person with Capability Rationalization
Position and authority in the organization

High level understanding of system :
The Fraud Diamond

Egoisticc nature

Persuasive & deceptive nature
Pressure

Hesilienca to stress
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The Cost of Occupational Fraud

» Fraud is ubiquitous; it does not discriminate in its occurrence

» While anti-fraud controls can effectively reduce the likelihood and potential
impact of fraud, the truth is that no entity is immune to this threat

» Typical organizations lose 5% of their revenues to fraud

» All organizations are susceptible to occupational fraud, but different forms
of fraud present different levels of risk

» The ACFE study analyzed 1,483 cases that caused in excess of $3.7 trillion in
losses due to fraud

» The median duration for the frauds was 18 months

S . . o

Interactive 24h chat on 0 sws: ' ~ co 0




Banking and Financial Sarvices

Gowvarnmant and Public Admanistratson

Manufacturing

Health Cara

Education

HRetal

Insuramce

Oty

il and Gas

Transportation and Warshousing
Services [(Dthar)

Constructnn

Raligrous, Charntable or Social Sarvicas
Tachnology

Servicaes [Professional)
Telacomimunicatons

Wholesale Trade

Agriculture, Forestry. Fishing and Hunting
Utitias

Raal Estate

Arts, Entertainment and Raecreaton
Communications and Publishing

Muining

16% 18%

Interactive 24h chat on \



Tip

Managemeant Review

Internal Aosdat

By Accident

Account Reconcihation

W

Document Examination

I e
i
&

A%
10%

Extamal Ausdat

SurvaillanceyMomtonng

"
540

;

Motified by Law Enforcemmant

-

=
=
*

IT Controls

=

Confession

= pm g
s gy —
¥ a-%

Oeher®

=
.

#Ditfwar ~ categony was aod inchuoien’ in dhe 2000 Bapart

Interactive 24h chat on www.kcbbankgroup.com D SMS: 22522 0711 087 000/ 0732 187 000 >~ contactcentre@Kkcb.co.ke E ﬁ



Fraud By Department
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Profile of a Fraud Perpetrator

POSITION

The majority of occupational frauds were
committed by staff at the employee or
managerial level.
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Profile of a Fraud Perpetrator
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Profile of a Fraud Perpetrator
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Profile of a Fraudster
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25.2%
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Profile of a Fraud Perpetrator

When collusion is involved, median losses
due to fraud increase substantially

Lo e

one perpetrator

e R

two or more perpetrators
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Lo BJ | Difference
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Profile of a Fraud Perpetrator

Other
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Lack of
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Why Fraud Risk Management

A proactive fraud risk management program:
1Sends a clear anti-fraud message
JdDemonstrates a sound business strategy

(JEnhances the organization’s image and
reputation

JdPromotes goodwill
JEnsures compliance with laws and regulations
ADirectly increases the bottom line
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Components of an Anti-Fraud Program

Setting the Proper Tone
Elements of
a successful

corporate Fraud ' L i Incident
anti-fraud Prevention Communication Fraud Risk Monitoring Response

program Policies S L L e and Analytics Plan

+— Management Ownership and Involvement —»

Anti-fraud .
key activities » Corporate compliance ™ VWho owns fraud? » Fraud risk assessment » Investigations
program design » Assign roles and

» Corporate compliance responsibilities -
AecEeeee » Eraud and risk committee ™ Internal control monitoring » Discovery and

» Gap analysis formulation » Internal control testing document review
» Future state design » Customized training » Forensic data
session - Corporate governance analytics
» Discovery response > Design sessions
planning > Corporate anti-fraud
» Records and roadmap
information
management

» Targeted anti-fraud analytics » Response plan

P Assessment &
remediation

» Continuous
improvement
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Responding to Fraud Risks

Brainstorming

Documenting Obtaining Risk Info

-~ Communicating o, ' Identifying Risks

Evaluating Evidence Assessing Risks

Respnnding to
Risks

Making the
Diflerence
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