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Internal Audit Failures
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Effective Internal Audit Function
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Internal audit is most effective when its resource level, competence, and

structure are aligned with organizational strategy, and it follows IIA standards.
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Positioning of Internal Audit
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Role of Audit: Help the Board and Executive Management to protect the assets, reputation
and sustainability of the organisation.

Key considerations on the Positioning of Internal Audit

Positioning &
Independence of
Chief Internal Auditor
(CIA)

Appointment of CIA

Appraising
Performance of the
CIA & Audit Function

Budgeting & Funding
of Internal Audit

Remuneration
Access to information
Quality Assurance

Improvement Plan

Reporting

v' Primary reporting line of CIA should be to the Chair of the Audit Committee & Secondary reporting
line to the CEO.

v The CIA should be at a senior enough level within the organisation (normally expected to be at
Executive Committee or equivalent)

v'Internal Audit Function should be independent of Risk, Compliance & Finance Functions

v Right to observe & attend all Executive Committee meetings

v The Audit Committee should be responsible for appointing the CIA and removing him/her from post.

v Audit Committee Chair sets objectives for the CIA and appraising his or her performance in
consultation with the CEO.

v The Audit Committee should be responsible for approving the Internal Audit budget and, as part of
the Board’s overall governance responsibility,

v' The Chairman of the Audit Committee should be responsible for recommending the remuneration of
the Chief Internal Auditor to the Remuneration Committee.

v Timely & Unrestricted Access to all key management information based on audit charter.

v Internal Audit functions of sufficient size should develop a quality assurance capability, with the work
performed by individuals who are independent of the delivery of the audit.

v Internal Audit should be present at, and issue reports to the appropriate governing bodies, including
the Board Audit Committee, the Board Risk Committee and any other Board Committees as
appropriate.



Stakeholder Alienment
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Value of Internal Audit to Stakeholders

Internal Auditing provides assurance

Governon on the organization’s governance, risk
management, and control processes.

Internal Auditing is a catalyst for
improving an organization’s
effectiveness and efficiency.

Internal Auditing provides value
Independ ’rhoggh objective and independent
ence advisory

Key Challenges / Questions
Profit or Conftrolse
+  Compliance or Partial Compliance?
» Ethics orrevenue?
* Purpose or Intersestse
» Political Perception or Defiance of Powers?




Combined Assurance
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“one language, one voice, one view”

Audit focuses on “providing assurance concerning the adequacy and effectiveness of
controls”.

“Only looking at controls and providing assurance concerning the adequacy and effectiveness of these
controls to the board is no longer sufficient; assurance should be provided on effectiveness of risk
management. Thus the need for a redefinition of Internal Control as risk management” - Spira and Page

“Audit opinions should be on the effectiveness of risk management processes not control effectiveness. The US
Sabarnes Oxley act of 2002 should be revised to shift more emphasis in audits from controls to risk
management” - Leech and Leech

Why Combined Assurance? Coordinating Combined Assurance Activities
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Internal Audit Strategy
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Key considerations in Developing a Short &

N Cjﬂ\ tx@Cu ion SUC CSS Long-term Strategy

Organizational
Strategy & Key Initiatives
Culture

Resourcing —
Training, Co-
sourcing &

Outsourcing

Stakeholder |

Expectations &
Feedback




Performance Metrics
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“Bottom-Up Performance Monitoring and Evaluation”

Performance Metrics should be established and progress of performance reported to
the board and executive management. Examples of perfformance metrics:

Satisfaction Surveys — Audit

Completion Rate of the Audit Plan & Committee, Executive Management
Timelines for reporting & Process Owners Audited

Quality of Recommendations made ‘ Staff Absorbed by the Business —

in the Audits Trusted Advisors

Implementation Rate of .
. recommendations (Aging of Quality Assurance Improvement
recommendations) Plan (Internal and External)

Revenue Optimisation & Cost Saving
Opportunities (Quantified)
ldentification



Competence & Skill
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« Subject Matter Experts (SME’s) Identfified

and used.

< <t 47!.' oy ® . . o
T2 /\/' Audit involvement in Innovation & Project

KNOWLEDGE ~ SKILLS  PERFORMANCE Management

COMPETENGE?
g E@ @m :;g:;’;er:dT.rommg & Development that is

EXPERIEENCE LEADERSHIP POTIENTIAL

Robust Succession Planning.

Resource Skills Match Requirements.

« Confinuous Professional Development.

«  Complementary Skills Mix e.g. Data Mining,
Technology, Processes, Financial reporting,
Tax as well as business experts.

« Recruitment baseline defined and ensures

right mix of skills.
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Board
Organizational culture eats strategy for independence
breakfast, lunch and dinner and risk
- appetite
= o o' - Organisational
: value system
Board and
audit executive
relationship
Management
interests

Culture binds strategy to outcomes and poor organisational culture
contributes to corporate failures and limits internal audit effectiveness.
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Internal Audit Function Maturity Model

Continuous Continuous SMEs identified and Extensive use of data Communication and .
monitoring and monitoring and used; training and mining and reporting highly Realization
s updating for updating for development analytics; continuous effective; high level Of Value
GptlmIZEd necessary changes necessary changes maonitored; robust audit and monitoring of quality Proposition
and emerging and emerging succession planning processes in place demonstrated in
leading practices leading practices in place driving value timely reports
Policies are Methodology and All resources have Data imtegrity is high; Communication and
communicated to processes are appropriate skills automated reports reporting highly
personnel and communicated to and credentials; are reliable; key data effective; quality and |
Managed training ocours as personnel and targeted training and is monitored timeliness metrics /
necessary training ocours as developmentin continuwouslhy defined and f
necessary place maonitored /
Policies are defined, Uniform Appropriate skills Stable systems in Communication and /
in place, and methodology and and credentials in place; information reporting processes
. dooumented processes are place; training generated is reliable are defined, in place, |
Defined defined, in place, requirements and relied upon and documented; &
and documented documented and effective use of |
executed reporting templates [}
Policies are defined Uniform Some specialized Fairly effective Communication and I."
and in place but may methodology and technical skills and systems are in place; reporting processes !
not be documented processes are credentials; training low reliance on data are defined and in |
Re PE‘HtHhIE defined and in place and development and information place but may not be f
but may not be defined but may not generated from documented /
documented be documented systems
Policies are mot Methodology and Resource skills and High reliance on Communication and
processes are not credentials do not manual systems and reporting done on an
defined or in place match process spreadsheets; ad hoc basis; no
reguirements; critical information validation of results Risk of
training programs not readily awvailable or focus on guality I .
X | Failure
not defined |
Source: www.theiia.org

defined or in place

Initial
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