IT Tools, Techniques and use of
Technology as drivers for Fraud Detection
and Investigation
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Detection

* Network Forensic

* Net Detector

¢ Intelligence analysis-i2, B
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* Monitoring-log tools, IDS, fikewall,
antivirus, loglogic, Employee Internet

I
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Importance of IT Forensic
Techniques




Using Data Analytics for

Fraud Auditing




Data Analytics- Types of

Data That Can Be Analyzed




Data analytics
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Benefits of Data Analytics




Audit Command
Language(ACL)

Clientele includes



Audit Command Language
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Data Analytics —=Specifics




Data Analytics —Accounts
Payable




Data Analytics — Purchasing




Data Analytics —Time and

Expense




Benford Analysis
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Auditor’s Knowledge, Skills,

Abilities




Digital Crime Scene
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Investigation

IT Forensic Techniques



Digital Crime Scene

Investigation




Digital Crime Scene Investigation

Extract, process, interpret
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Free Log Tools
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Name Type URL
fwlogwatch Log analyzer http://fwlogwatch.inside-security.de/
Log Parser Log parser http://www.microsoft. com/downloads/details. aspx?FamilylD=830cd
06b-abfi-4c25-91b2-f8d97ocfacO7&displaylang=en
Log Tool Log parser http://xjack org/logtool/
LogSentry (formerly Log analyzer http://logcheck.org/.
known as Logcheck) http-//sourceforge.net/projects/logcheck!
Logsurfer Log analyzer http://www.cert din.de/eng/logsurf/
Logwatch Log analyzer http://www.logwatch.org/
Project Lasso Windows event log | htipJ//sourceforge. net/projectsilassolog
management
Swatch Log analyzer http://swatch.sourceforge.net/




Employee Internet Activity

Spector



Data Capture : Key Log Hardware

KeyKatcher
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» Records chat, e-mall, internet &
more

= |s easler to use than parental
control software

» |dentifies internet addresses

= Uses no system resources

= \Works on all PC operating
systems

» Undetectable by software




Background Checks




IT Forensic Investigative Skills Can ...

* Decrease occurrence of fraud

* Increase the difficulty of committing
fraud

* Improve fraud detection methods

* Reduce total fraud losses
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Questions or Comments?

mike.wanguru@gmail.com

+254702898434


mailto:mike.wanguru@gmail.com

Resources
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http://www.acl.com/Default.aspx?bhcp=1

http://www.heidi.ie/eraser/

http://www.private-disk.net/

http://www.slavasoft.com/hashcalc/index.htm

http://www.download.com/3000-2242-10066144.html

http://www.verisign.com

http://www.handybits.com/

http://www.handybits.com/

http://www.whatismyipaddress.com
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http://www.spectorsoft.com/

https://www.stolenidsearch.com/

http://www.abika.com/

http://csrc.nist.gov/publications/nistpubs/800-92/SP800-92.pdf

http://www.netwitness.com/

http://www.bsa.org/usa/antipiracy/Free-Software-Audit-Tools.cfm

http://www.cybercrime.gov/searchmanual.htm

www.piriform.com/recuva

www.websense.com
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