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Just a thought x CPAK

“To think, we know and understand all risks
around us is misleading, to think we can manage
all of them, if they hit us, is an illusion, and to
turn a blind eye to them is sheer foolishness.”
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WHAT IS FRAUD?
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Adopted the Association of Fraud
Examiners (ACFE) definition of fraud as
being all those activities Involving
dishonesty and deception that can drain
value from a business, directly or indirectly,
whether or not there is personal benefit
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Who Commits Frauds
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Comprehensive Evaluation
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» Organizations need to realize the growing importance of
addressing / controlling the risk of fraud in a comprehensive
and integrated manner, which would in turn benefit them in a
number of ways

» Evaluating anti-fraud programs, controls, ethical conduct and
compliance with policies and procedures in the business
process by assessing its vulnerability to fraud is the
foundation on which effective anti-fraud processes are built

» Does the management conduct, document and update fraud
vulnerability assessment periodically (typically annually)?

» Can the management explain key fraud risks that may affect
the company’s brand, reputation and assets?



In @ Nutshell
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Governance
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FRM is Everybody’s business
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How do you check?

Fraud risk oversight- to what extent has your organization established a
process for oversight of fraud risks by the board of directors or others
charged with governance

Fraud risk ownership- to what extent has your organization created
“ownership” of fraud risk by identifying a member of senior management
as owner

Fraud risk assessment- to what extent has organization implemented an
ongoing process for regular identification of significant fraud risks to
which it is exposed

Fraud risk tolerance and risk management policy- to what extent has the
organization identified and had approved by the board of directors its
tolerance for different types of fraud risks
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= Process level anti-fraud controls/ reengineering- to what extent has
the organization implemented measures to eliminate or reduce
through process reengineering each of the identified fraud risks and at
process level

= Environment level anti-fraud controls- to what extent has the
organization implemented a process to promote ethical behaviour,
deter wrongdoing and facilitate two-way communication on difficult
Issues

» Proactive fraud detection- to what extent has your organization
established a process to detect, investigate and resolve potentially
significant fraud



IN CONCLUSION....

[ CPAK

Uphold Public Interest

Changes in the environment spawn new capabilities that
drive different behavior

Organizations must constantly adapt their strategies for
managing fraud risk to the changing relationship between
the drivers (motivation, opportunity and rationale) and
behaviors and capabilities.

The dynamic opportunity of the day, relationships on an
organizational and global scale, the latest technologies,
and socio-political and economic issues will shape the
fraudster’s profile timelessly.

One must also not forget the typical fraudster may likely
remain the tenured, trusted employee. The one you may
never have suspected...because we do not look
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Phases of a Fraud Risk Assessment

|. Record and define the different frauds that impact the organization

2. Analyze the different fraud schemes 3. Perform fraud health check

4. Input information obtained into fraud risk matrix

5. Select areas where fraud risk review will be
conducted

6. Conduct initial meeting with relevant parties

A 4

7. Link fraud risks with control

9. Implementing mitigation action plans and report
on findings

8. Control assessments

10. Update risk register and monitor




Plant an Alternative Fragd Tree

Tt plo SR it

e

Fraud Risk Framework Fraud Response Plan
Create Tone from Top |

Whistleblower Hotline
Realistic Policies and Codes '

Employee Due Diligence
Communications

Fraud Data Analytics

Fraud Risk Assessments

Fraud Health Checks

Fraud Awareness Programme ~ | .
Benchmark and Review




I CPAK

Given your role, how would you steal Kes100
Million or more in the next month?






