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TODAY’S DISCUSSION TOPICS 

1) Financial crime compliance: protecting the financial system 
from criminal abuse 
2) The global drivers: combating money laundering, terrorism 
financing and other serious threats to the financial system 
3) Case studies: international money laundering and terrorism 
financing vulnerabilities 
4) Identify, mitigate and manage: preparing for “tranche two” of 
the Australian AML/CTF regime 
5) Global sanctions compliance: don’t get caught out! 
6) Enforcement action: where the rubber hits the road 
7) Penalties regime: the cost of non-compliance 
7) Offshore banking: the global crackdown on tax evasion 
 
 
 
 



1) Financial crime compliance 
“Protecting the financial system from criminal 
abuse.” 



Money laundering: the global landscape 





Financial crime: a global challenge 



The human face of financial crime 



2) The global drivers 











3) Case studies: International 
money laundering operations 



PLACEMENT 

LAYERING: The second stage 

 

 

 
INTEGRATION: The third stage 

THE MONEY LAUNDERING CYCLE 
 

PLACEMENT: The first stage 

AML for accountants: three-stage model 

• Complex business arrangements 
• Trade-based laundering activity 
• Purchases and movement of funds (no apparent reason) 

 
 

• Investments, move funds offshore 
• Real-estate and other real property purchases 
• Intellectual property, investments, superannuation, etc 

• Paying cash for accounting services 
• Setting up cash-intensive businesses 
• Moving funds from high-risk sectors (e.g., casinos, bullion) 

 





Crytocurrency regulation: the global landscape 

Source: The Law Library of Congress 



ML/FT in securities markets: an old story 



4) Identify, mitigate and manage 
Complying with the Australian AML/CTF 
regime 









The financial crime compliance regime 





5) Global sanctions compliance 
An arm of foreign policy: Don’t get caught out! 



Sanctions: Don’t get caught out! 

DISCUSSION TOPICS: 
1) Overview of sanctions laws: who’s on the list and why does it matter for 
accountants? 
2) What constitutes a breach  
3) The penalties regime 
4) How can organisations conduct risk assessments to determine their 
exposure to sanctions-related issues? 
5) What are the best methods for developing protocols for the escalation and 
investigation of sanctions risks? 
6) What are the best ways to create objective metrics to mitigate sanctions 
risks (client profile, geography and business activity)? 



Sanctions: Blunt tool, or guided weapon? 



Iran: “The strongest sanctions in history” 



In pictures: Visualising a geopolitical tool 



     Australian sanctions laws 

•  Australian autonomous sanctions are implemented under the 
Autonomous Sanctions Act 2011 and the Australian Autonomous 
Sanctions Regulations 2011.  
•  DFAT administers the United Nations Act, the Autonomous Act and their 
regulations. 
 





Sanctions: What is an offence? 

The Australian and international sanctions regimes include general 
prohibitions on: 

• making a sanctioned supply of export sanctioned goods 
• making a sanctioned import of import sanctioned goods 
• providing a sanctioned service 
• engaging in a sanctioned commercial activity 
• dealing with a designated person or entity 
• using or dealing with a controlled asset 
• the entry into or transit through Australia of a designated person or a 

declared person 

SOURCE: The Department of Foreign Affairs and Trade 
http://dfat.gov.au/international-relations/security/sanctions/Pages/about-sanctions.aspx#permits 



Sanctioned goods and services 
Targeted sanctions cover the supply, sale, transfer, maintenance, 
provision of training etcetera of sanctioned goods, services and 
commodities. Examples may  include: 

• Funds transfers related to trade (goods, services and commodities) 
• Trading in weapons 
• Aviation fuel 
• ‘Rough’ diamonds 
• Higher education  
•  Dual-use goods —  e.g., washing machine parts (same international 

code for centrifuges), and aluminium tubes 
•  Helicopters and boats 
•  Wheat and other food products 
•  “Luxury goods” — e.g., North Korean sanctions 
 
 
 



OSAS: Online Sanctions Admin System 



FATF Mutual Evaluation: Australia 

SANCTIONS SCORECARD: 
1) Australia demonstrates a number of characteristics of an effective system 
for targeted financial sanctions (TFS) both for TF and PF.  

2) However, the effectiveness of the overall framework for targeted financial 
sanctions both for TF and PF is heavily impacted by the lack of financial 
supervision of the financial and DNFBP sectors, to ensure compliance with 
the domestic framework.  

3) Due to the lack of financial supervision or monitoring, the lack of practical 
examples of implementation issues from the financial sector, and the lack of 
frozen assets, assessors were unable to establish that the framework is 
effectively implemented by the financial sector and DNFBPs.  

SOURCE: The Financial Action Task Force, Fourth Round Mutual Evaluation on Australia 
http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-Australia-2015.pdf 
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Sanctions: The Australian penalties regime 

SANCTIONS: STRICT LIABILTY 
Sanctions breaches are strict liability offences for companies. There is no 
need to establish a fault element (intent, knowledge, recklessness or 
negligence) for a body company to be found guilty. 
 

PENALTIES: 
Individuals: up to 10 years‘ jail, $450,000 fines or three times the value of 
the transaction 
Companies: $1.8m fines or three times the value of the transaction 



“Assessors were unable to establish that the 
framework is effectively implemented” — FATF 

7) The costs of non-compliance 









Inside the global crackdown on offshore tax 
havens 

8) Tax evasion as a predicate crime 



Panama Papers: The data 



Panama Papers: The main tax havens 



REUTERS / Athit Perawongmetha 

 

Database: 
offshoreleaks.icij.org 



Proposals to prevent the abuse 
of offshore financial centres 

REUTERS / Athit Perawongmetha 

1) Global blacklist of tax havens (with strong 

“countermeasures”). 

2) Country-by-country reporting for multinational 

companies. 

3) Central public UBO register for shell companies, trusts and 

foundations. 

 4) Ensure tax treaties do not exploit developing countries. 

5) Global taxation body to coordinate tax reforms. 

 



Some legitimate reasons to use 
offshore financial centres 

REUTERS / Athit Perawongmetha 

• Lawfully benefit from more favourable taxation regime 

• Access a regulatory framework that is simpler or more attractive 

• Benefit from simpler company formation and ongoing compliance 

• Access legal frameworks that protect principal-agent relations 

• Geography — proximity to major economies, capital outflows 

• Take advantage of reputation and specialist services or skills  

• Freedom from exchange controls 

• Safeguarding assets from perceived risk of litigation, etc. 

 

 

 



FUTURE-PROOFING YOUR FINANCIAL 
CRIME & SANCTIONS CONTROLS 





What does white-collar crime look like? 



What does white-collar crime look like? 



What does white-collar crime look like? 



What does white-collar crime look like? 



What does white-collar crime look like? 
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