Anatomy of an Internal Fraud
Investigation

(Tips , Successes and Failures)

ELDORET




NASUMBA KIZITO KWATUKHA -

CPA,CIA,CISA,CFE,CISM, CISSP,CIS,CRM

ALK

Executive Director - JARC

Strathmore University




Presentation agenda

[ CPAK

Uphold Public Intenest

dIntroduction

JCarrying out an Investigation - Emphasis on High Risk
Assignment

JConducting Interview- Emotional intelligent

dIssues around gathering of evidence and Investigation
risks

dLitigation and court support- All fraud cases end in
court



Books to Read

7 Habits of Effective People

Yellow Weil

The Prince

48 Laws of Power

How to win friends and influence People
Emotional Intelligence

Why you behave the Way you do



Introduction x CPAK

“You can be forgiven for killing but
generally human beings will not forgive you
for stealing their property”

Nicollo Machievelli (18 Century)

Yellow Weil — Life and tells of a con man



Fraud Diamond Kenyan Context [ CPAK

Uphold Public Interest

THE FRAUD DIAMOND

Incentive Opportunity

A

Rationalization HHHMHHRH Capability



Fraud Diamond Kenyan
Context I CPAK

Study in Italy by Lombroso emphasized on Physical attributes

Still applicable today especially by the Millennial-80% want to
study procurement.




Fraud Context J CPAK

Uphold Public Intenest

The reported rate of economic erime has increased across all territories
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Fraud Context ] CPAK

Uphold Public Interest

Assel misappropriation

Fraud committed by the consumer

Bribery and Comuption

Accounting Fraud

Procurement Fraud

Cybercrime

Business Conduct/Misconduct

=
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HYPOTHESIS Scenario /
Scheme, Investigation
Request

COMMUNICATE
Investigation Team,
Management Report,
Lawyers, Police / Court

ANALYSIS
Compare
Evidence vs.
Hypothesis —Do
facts lead to a
conclusion?

EVIDENCE
Identification,
Collection, Validation

I

CPAK

Uphold Public Interest
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Types of High Risk Assienment ] CPAK

Uphold Public Interest

Application depends on:

dWitness and subject matter expert
JForm of evidence

JRole and Litigation

I Nature of assignment



Methods of Investigation [ CPAK

Uphold Public Interest

Assignments can be either:
dCovert

JOvert

JHow you frame your Terms of reference

dUse decoy and multiplicity of approach- King
Solomon



Conducting Interviews- Personalities

EXPRESSIVE
Unstructured

Wants Recognition
Impulsive
Outgoing

PEOPLE-ORIENTED

Agreeable

Wants to be Liked
Values feedback
Artistic

Personality

OUTGODING

DRIVER
Results-oriented
Wants to Win
Calculated risks

Impatient
Common

TASK-ORIENTED

Types

ANALYTICAL
Logical
Wants to Be Right
Careful

RESERVED FDrma[
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Conducting Interviews

1Self Awareness

JSocial Awareness

dRelationship Awareness

dSocial Relationship
Concept by: Daniel Goleman



CPAK
Conducting Interviews X

Emotional Intelligence: There are four
Personalities:

JRed(Chlo)
dGreen(Mels)
dYellow( San)

dBlue (Phlegs)



Interviewing Questions

* Introductory and Information Questions

* Assessment Questions

* Admission Seeking Questions



[nterviews- What to consider

* Expression

e Ritual

* Therapy

 Persuasion



Inhibitors of Interviews

Time

Ego threat
Disapproval
Loss of status
Regression
Altruism
Avoid titles
Sympathy



* Forgetfulness

* Trauma

* Confusion

* Be Hostile

* Limited and Selective Knowledge
* Busy/ No time



Stm'ld:n'd

VIP graft case stalls
as Icey flles vamsh




Dealing with Hostile Witness

You're hostile witness, PIC tells Kimunya

Feb. 18, 2014, 12:00 am | By DAVID MWERE




Ouestions and What to avoid

Closed Questions

Leverage on Continuous Discussion
Use hypothetical Questioning

Body emotions

Correct and good

Reluctance to end an interview
Overly good titles

Emotions and Opinions



Factors to be careful of

* Legal Requirements

* Deal with deception

* False imprisonment

* Recording

* Dealing with resistance

* Dealing with your Own emotions



Words to Avoid

Investigate
Audit
Embezzlement

Are you sure?
Why did you do 1t



Conducting Interviews

[ CPAK

Uphold Public Intenest

Be good at understanding human
behaviour :

J Kinetics;
J Proxemics;

J Chromatics;

1 Use of therapy and cathesis is important



Conducting Interviews

 Increase altruism effects and reason out
JCheck out on the space and meeting area
dChanges in behaviour- sweating; crying;

dSelective amnesia
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Form of Evidence

dManual or Digital — all are MFIs

dManual is easily observed; examined;
found; traced

dDigital : Needs imaging; tracing source
and analytical tools



Admissibility Test

[ CPAK

Uphold Public Interest

(] Admissibility of the Subject matter Expert

J Admissibility of your Evidence

1 Spring Board and Cross Examination

1 Security and Creation of decoys

] Use of encryption
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