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Presentation agenda

Session Agenda
❑Interpreting and applying the outcome of your fraud 

risk assessment

❑Applying targeted fraud risk mitigation initiatives to 

high risk areas.

❑Integrating anti-fraud controls with control framework



What is a Fraud Risk Assessment?

• Systematically identify where and how fraud may occur. 

• Identify who may be in a position to commit fraud. 

• Creates a structured process that identifies fraud risk schemes and 

respective controls that may prevent or detect these schemes. 

• Measures detective and preventative controls to ensure they are designed 

and operating effectively
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• Crucial part of an entity’s Enterprise Risk Assessment (ERM) process. 

• Key element to any Anti-fraud Framework. 

• Strengthens an organization’s ability to evaluate, mitigate and monitor 

risks arising from fraud, corruption and misconduct.

• Proactively identifying and addressing fraud in an organization. 

• Considers both internal and external threats. It is tailored to the 

organization and industry. 

• It is an ongoing continuous process that never ends.
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• Where was Audit in all this?
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Common Theme or Issues?

List as many common issues as you can think of. 

1. Pressure to perform from Shareholders/Members. 

2. Tone at the Top - Arrogance & Greed. 

3. Lack of appropriate controls. 

4. External Auditors not exhibiting professional skepticism and due care. 

5. Where was Internal Audit
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Why Conduct a Fraud Risk Assessment?

❑ A Fraud Risk Assessment helps Management understand risks that are 

unique to its business activities, identify gaps, weaknesses in controls and 

priorities of controls to manage those risks and develop a realistic plan for 

targeting the right resources and controls to reduce fraud risks
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Why Conduct a Fraud Risk Assessment?

❑ Improve communication and awareness about fraud. 

❑ Identify where the company is most vulnerable to fraud and what activities 

put it at the greatest risk. 

❑ Develop plans to mitigate fraud risk. 

❑ Develop techniques to monitor and  investigate high-risk areas. Assess 

internal controls. 
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Why Conduct a Fraud Risk Assessment?

❑ Fraud exists in EVERY organization. 

❑ Fraudsters are becoming more and more sophisticated. 

❑ And estimated 95% of fraud goes unnoticed  unless you are actively looking 

for it.

❑ Should be a component of larger ERM.

❑ Comply with regulations and professional standards 
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Pitfalls & Obstacles

❑ “No Fraud here” mentality. 

❑ “He / She would never.” Believing an individual is a control. 

❑ Assessment is not risk-based. 

❑ FRA is too broad, not focused. 

❑ Approach isn’t aligned with corporate culture.

❑ Organization does not have appropriate skill sets to perform assessment 

properly 

❑ Not systematic and reoccurring.
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⚫ The best way to prevent and detect fraud is by first of all 
understanding the threats of fraud relevant to your organization.

⚫ We must identify risks relevant to internal business and the potential 
threats from outside your business.

⚫ When an assessment is being done questions are asked, questions 
such as:

1) How might a fraud perpetrator exploit weaknesses in the system of 
controls?

2) How could a perpetrator override or circumvent controls?

3) What could a perpetrator do to conceal the fraud? (never leaving 
their work station, clearing logs or never enabling logging, using 
other peoples credentials, using generic usernames)
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⚫ A fraud risk assessment generally includes three key elements:
Identify inherent fraud risk —

⚫ Build a repository of fraud risks that could apply to the organization. 
Included in this process is the explicit consideration of all types of 
fraud schemes and scenarios, incentives, pressures, and 
opportunities to commit fraud and IT fraud risks specific to the 
organization.

⚫ i.e cheque fraud .. likely scenarios being altered values , stolen blank 
cheque, Altered paye, Forged signatures
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Assess likelihood and significance of inherent fraud risks —

⚫ Assess the relative likelihood and potential significance of identified 
fraud risks based on historical information, known fraud schemes, 
and interviews with staff, including business process owners

Respond to reasonably likely and significant inherent and residual fraud 
risks —

⚫ Decide what the response should be to address the identified risks 
and perform a cost-benefit analysis of fraud risks over which the 
organization wants to implement controls or detection procedures.
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⚫ There should be a prioritization of risks based on their significance 
and likelihood of occurrence and labeled as High, medium or low.

⚫ This should give you an idea of where to start or what needs to be 
handled immediately. 

⚫ This does not mean that items with a low significance and low 
likelihood of happening should be thrown out the window, we still 
need to keep an eye on them. 

⚫ Risks always change and thus the need to reassess frequently comes 
into play whether annually or twice a year.
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❑ What are the high risk areas (fraud areas) for the following industries 

(What avenues for fraud exist within the following industries):

 Insurance

Banking

Manufacturing
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❑ Employing Risk Quantification and  Cyber Security Visibility 

Framework for Fraud Assessment
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Cyber Risk Visibility and Exposure

What is Cyber Visibility and Exposure Analysis?

The process of adequately measuring the effectiveness and efficiency of 

implemented cyber security controls to safeguard the organization.

What is Cyber Risk Exposure?

Cyber risk exposure refers to the potential loss an organization faces based on 

security controls implemented to safeguards its assets
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The Serianu Visibility monitoring framework is designed to provide visibility on the 

following aspects of cyber security planning:

1. What devices are on the network?

2. Who is on the network?

3. Who manages  the configurations on these devices?

4. Who can access what devices in the network?

5. How can they access these devices on the network?
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The Visibility controls testing considers the following

❑ Existence of control: The assertion is that a control exists.

❑ Completeness of control: The assertion that the existing control covers all the 

requirements and is therefore complete. In other words there has been no 

understatement of controls implemented.

❑ Timeliness of control: The time that elapses between identification and 

notification of an incident.

❑ Reporting: Does the system provide reports on the incident?

❑ Visibility Score: This is the average of Existence, completeness, timeliness and 

reporting.
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Breach Scenario Analysis

What can go wrong in with our current business processes?

Which systems are most likely to be used to leverage the attack?

Who is most likely to attack us? Insider?

How will the attack us?

Breach Scenario Analysis entails understanding what can go wrong and putting 
measures in place to ensure you adequately anticipate, detect, respond and contain 
any threats that may arise thereafter.
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Potential Gaps with Traditional 
Security Operations:

• Correlate risks with degree of data sensitivity

• Appreciate the impact of users and identity protection

• Consider infrastructure outside of security

• Visibility into emerging threats

• Optimize resources for compliance

• Keep pace with changing landscape

Increased Complexity and Risk



INFORMATION ASSURANCE QUALITIES

Integrity Confidentiality Availability

Data stream could be intercepted. Insecure e-mail could contain 
confidential information.

Files stored in personal directories 
may not be available to other 
employees when needed.

Faulty programming could 
(inadvertently) modify data.

Internal theft of information. Hardware failures could impact the 
availability of company resources.

Copies of reports could be diverted 
(written or electronically) to 
unauthorized or unintended 
persons.

Employee is not able to verify the 
identity of a client, example: phone 
masquerading.

A failure in the data circuit could 
prohibit System access.

Data could be entered incorrectly. Confidential information is left in 
plain view on a desk.

Act of God - Tsunami/hurricane

Intentional incorrect data entry. Social discussions outside the office 
could result in disclosure of 
sensitive information.

Upgrades in the software may 
prohibit access.



IDENTIFYING CONFIDENTIALITY REQUIREMENTS

What would happen if everyone knew about this information/system?

• It would seriously affect the way we do our job.

• It would impact us, but we could easily continue to do our jobs.

• It would not significantly impact the way we do our job.

What would be considered a confidentiality breach?

• If it leaked to an individual outside of a tightly restricted group.

• If it leaked to an individual outside of our company and partners.

• If it becomes widely known.



IDENTIFYING THE INTEGRITY REQUIREMENTS

What would happen if information/transaction/system were inaccurate or 

corrupted?

• It would seriously affect the way we do our job.

• It would impact us, but we could easily continue to do our jobs.

• It would not significantly impact the way we do our job.

How inaccurate can the information/transaction/system become before it 

causes issues (or can be caught by other means)?

• If it is in any way inaccurate, it is useless.

• As long as it is in the ballpark, then it is still useful.

• Its accuracy is not of paramount importance.



IDENTIFYING LEGAL REQUIREMENTS

Regulatory requirements

• CBK, Insurance, Privacy, CMA, NSE, ICT Authority, Communications 

Authority 

Third Party requirements

• Contractual agreements, NDA etc..

Other internal or international agreements



Addressing User Security

Who has

access?

Broader, More Complete View 

HOW
did you get access?

WHO
are you, really?

WHAT
are you doing?

monitor correlate consolidatemanage process



Lack of metrics

❑ Financial statements vs Cyber-risk Matrix
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Developing metrics for cyber security

Business Reporting

➢ High VULNERABILITIES 

➢ TOOLS needed by IT department

➢ AUDIT findings for the year

➢ What the company OWNS (Assets)

➢ What the organisation OWES

➢ Total PROFIT made that year

➢ How the organisation COMPARES with 

competitors

➢ PROJECTIONS in revenue

CURRENT _ IT/Security Reporting
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Developing metrics for cyber security

Business Reporting

THE RIGHT APPROACH - FUTURE

Visibility – ASSETS

Exposure – LIABILITIES

Profit – GAINED VISIBILITY

Loss – GAINED EXPOSURES

Cash Flow – INCIDENT TRENDING

➢ What the company OWNS (Assets)

➢ What the organisation OWES

➢ Total PROFIT made that year

➢ How the organisation COMPARES with 

competitors

➢ PROJECTIONS in revenue

IT/Security Reporting
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Lack of metrics

Inherent Risk management

Controls management

visibility management

Residual Risk 

management



Inherent Risk Profiling 

• Inherent risk incorporates the type, volume, and complexity of the 

institution’s operations and threats directed at the institution. Inherent risk 

does not include mitigating controls. 

Process

• Mergers and Acquisitions

• Change management

• Policies

People

• Staffing

• Training

• Culture

Technology

- External connections

- Wireless connections

- Third parties

- Applications

- Asset inventory

- Channels

- External Threats
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