
Global Cyber Security Trend



• Born & bred, schooled and educated in Kenya..

• An Experienced Banker.

• 10 Solid Years in IT Security.

• IT Security Specialist with a few Security. 

Certifications;
Computer Hacking Forensic Investigator – (CHFI)

Certified Ethical Hacker – (CEH)

EC – Council Certified Security Analyst – (ECSA)

Certified Information Systems Security Professional – (CISSP)

Certified Information Security Manager – (CISM)

Certified Information Systems Auditor – (CISA)

Quick Intro
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The fortunes are Changing
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The world’s most valuable resource is no longer 
oil, but data. {The Economist May 6th 2017}



Only Two things;
• It’s  a Money minting business.

• The Situation will only get worse...

Information is beautiful

Checkpoint threat map

Have I been pwned?

Global Trend
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://threatmap.checkpoint.com/
https://haveibeenpwned.com/


•Brands are getting hacked.

•Media organizations are getting hacked.

•Tech companies are getting hacked.

•“Dating” websites are getting hacked.

•Small companies are getting hacked.

•Critical infrastructure is getting hacked.

•National political parties are getting hacked.

•Elections are getting hacked.

Everything’s getting hacked
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Fin7 Hacking Group makes USD 50 Million per month.

wired.com

Motivation???
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https://www.wired.com/story/fin7-carbanak-hacking-group-behind-a-string-of-big-breaches/


•Reuters.com

Motivation???
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https://www.reuters.com/article/us-northkorea-cyber-un/north-korea-took-2-billion-in-cyberattacks-to-fund-weapons-program-u-n-report-idUSKCN1UV1ZX


•bankinginfosecurity.com

Motivation???
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https://www.bankinfosecurity.com/fbi-arrests-nigerian-suspect-in-11-million-bec-scheme-a-12932


Bonus: Personal Security
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When Everything was Secure

Vision: A world class Professional Accountancy Institute.



Beginning of Chaos…
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Here we are…
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•What data is available about me, and where is it stored?

•What are the risks that I’m going to guard against?

•What are the impacts to my privacy?

3 Points Only…
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•Scenario: You use a password at a mom-and-pop 
website to create an account. That website gets hacked, 
and it turns out the company stored your password in 
plain text in their database. If you re-use that password 
for another sensitive account (bank, social media, email 
, etc.) an attacker can use it to access your other 
accounts.

•Solution: Use password managers.

1  Passwords: Secure your Logins
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•Location Data Leak: home address, work address, 
routine, when your home is unoccupied, child’s school, 
“second home”, …

•Apps: Do you really need those functions and apps.

•Hot-spots: They may not be legitimate

•Social-Media: internet never forgets, do you really 
need to broadcast all that?.. An account gets hacked you 
are all gone…

2  Mobile: Some hygiene
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•Social-Media: Internet never forgets, do you really 
need to broadcast all that?.. An account gets hacked you 
are all gone…

•Wild trap: Hunting ground for criminals

•The geolocation embedded in your posts, combined 
with other subtle cues, allows people to identify you.

•What does the providers gain in return? Are they really 
for free?

3  Social Media: Use wisely
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•Cloud is simply someone’s computer.

•Decide what you want in cloud and what you don’t. An 
encrypted and backed up personal hard-drive may still 
be a choice.

•Forget about urls and attachments from unknown 
senders.

•Set-up recovery emails.

•Discern between what to put on email, voice and one-
on-one.

4  Email & Cloud: 

Vision: A world class Professional Accountancy Institute.



•What happens when your computer, external hard 
drive, smart phone or tablet are stolen?

•What do you stand to lose in those instances, just the 
hardware or more?

•Would you consider encryption?

5  The rest: Extra mile…
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Impact to Business
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Total closure
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•Loss of Business During the breach.

•Cost of recovery

•Reputational damage

•Heads rolling…

•Basically, it will never be the same again

Losses to Business
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Things will only get worse for now….

• This is where the money is currently.
▪ Gold Mine for cyber criminals.

▪ Cash cow for Governments.

▪ Money tree for IT Security Technology companies.

▪ A jackpot for Security services vendors “conmen”.

• Extremely unskilled IT Security staff.

• Borderless/perimeter-less Organizations.

• The executives walking in the Dark.

• Poor Security Investment.

Curbing Cyber threats
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But there is still Hope

• Know thy Assets (Asset Inventory).

• Security Awareness & Training.

• Get skilled / Upskill your IT Security Staff.

• Fund Security projects adequately and 

Demand ROSI

• Have a security Framework and be true to it.

Curbing Cyber threats…
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Questions?
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