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Using Data Analytics and Artificial Intelligence 

to Combat Fraud 



Fraud & Data

Crime and state-sponsored 

fraudsters are increasing the 

sophistication, scale, and 
speed of their fraud attacks.



4



5



Who is committing the fraud?
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Internal, external, or ‘in between’? 

Know your ‘frenemies’
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If you don’t know it’s there, you don’t 
look for it. If you don’t look for it, you 
don’t find it. If you don’t find it, you 
can’t make the business case to look 
for it
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Invest in People not JUST machines
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The ever-faster, ever-bigger 
cycle of attacks

• Magnitudes of attacks are exponentially higher Fraudsters 

are employing distributed networks, internal knowledge, big 

data, and even machine learning to easily detect vulnerability 

and maximize the size of the attacks.

• Weakest links create the most exposure to Financial systems

• Unexpected attacks can be unsettling, and disruptive 

Organizations can go from not having a fraud problem to being 

devastated in just a few days (e.g., Target)



Big Data

The world’s most valuable resource is no longer oil, 

butdata.



Big Data

“Big Data” is data whose scale, diversity, and 

complexity require new architecture, techniques, 

algorithms, and analytics to manage it and extract 

value and hidden knowledge from it…
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Some Make it 4V’s

Characteristics of Big Data



Machine Learning

“Machine learning” is the science of designing and 

applying algorithms that are able to learn things from 

past cases.



AI

Machine learning uses artificially intelligent 

computer systems to autonomously learn, predict, act 

and explain without being explicitly programmed.
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Customer – your friend and foe
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Fraud Detection Techniques

• Reputation List

• Rules Engines

• Supervised Machine Learning

• Unsupervised Machine Learning  



Reputation List



Rules Engine



Supervised Machine 
Learning



Unsupervised Machine 
Learning



Data Enrichment
24



Data Enrichment

Supervised machine learning excels at examining events, 

factors, and trends from the past.

Historical data trains supervised machine learning models to find 

patterns not discernable with rules or predictive analytics

Unsupervised machine learning is adept at finding anomalies, 

interrelationships, and valid links between emerging factors and 

variables.

Combining both unsupervised and supervised machine learning 

defines the future of AI-based fraud prevention



Data Enrichment

Data enrichment is a process of enhancing, refining or 

otherwise improving raw data..



Mastercard

• Mastercard is fighting back against fraud every 

second of every day

• Mastercard has 2 billion cards in use in more than 

210 countries and territories.

• It processes 165 million transactions per hour, using 

machine-learning algorithms and applying 1.9 million 

rules to examine each transaction. 

• It all happens in a matter of milliseconds.



Data Enrichment

With every transaction, the machine-learning algorithms examine 

things like 

❑ a cardholder’s buying habits, 

❑ geographic location 

❑ travel patterns

Along with real-time data on card usage —

❑ such as what they are trying to buy, 

❑ where they are trying to buy it 

❑ what else they bought in the same day. 

Each transaction is analyzed in terms of the rules that relate to 

what a valid transaction looks like and what a fraudulent 

transaction looks like. 
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Many organizations are still under-
prepared to face fraud, both from 
internal and external actors. 
Many approach risk management, 
fraud investigations and reporting as 
distinctly different functions of the 
organization.
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Data & AI

Data Analytics & AI Is a Perfect Match For the 

Challenges Of Battling Fraud



Data & AI

• Using AI one can examine years and, in some 

cases, decades of transaction data in a 250-

millisecond response rate to calculate risk scores

• Taking this more integrative, real-time approach to 

AI across a digital business yields over 200% more 

predictive results

• Increased risk score or transaction safety rating



Data & AI – Fraud Prevention

• Taking into account emerging activities, behaviors, 

and trends in transaction anomalies

• Detect fraud attacks in real-time

• It’s now possible to thwart more sophisticated, 

nuanced abuse attacks

• Provides fraud analysts with real-time risk scores 

and greater insight into where best to set threshold 

scores to maximize sales and minimize fraud losses



Data & AI – Fraud Prevention

• The ability to instantly customize and change business 

outcomes specific to the entire business, separate 

products lines, departments, and selling seasons.

• Enables digital businesses selling virtual goods to 

provide a more consistent, high-quality user experience 

on a 24/7 basis

• Staying in compliance with internal business policies, 

those from regulatory agencies and agreements with 

distribution partners is where AI-based fraud prevention 

is contributing today
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