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Headlines ICPAK

Credibility. Professional

Cyber Threat Jan-Mar 19 Apr-Jun 19 Kenyan(s) hack into London company’s systems and import
excavators worth sh. 43m.

Malware 8,883,862 21,137,458 0445 i | 1 | @Pint | mEmai | Q
DDOS/Botnet 1,133,893 2,353,460

Web 1,222,237 3,084,687

Application

Attacks

System 13,319 28,597

vulnerabilities

Totals 11,253,311 26,604,202

Latest Kenya Power postpaid billing
scandal linked to cybercrime

By For Citizen Digital
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The changing landscape

set to be an automatic task.
An increasing challenge
at home is the access of
harmful content. Most
parents will struggle with
content that is inappropriate
for their children. One way
to handle this is through
parental control features,
which are available as an
opt-in with most devices
Separately, one can
download so!

gh smartphones
optic connections.
that all our
= computers,

From the recent
cyberattacks, we
have learnt that

end users could be

the weakest link
any org

n

anisation.”

ymputer

Misuse and Cybercrimes
Act provides for a fine of
Sh20 million or 10 years
imprisonment or both for
online bullies on conviction.
Traditionally, the task of
securing an organisation
fell to the IT team. But from
the recent cyberattacks, we

ns of all

sources to

levices
smart TV, nanny
mart locks in our

offices and at home and
smart vehicles — are all
over the place. These items
il\LrL‘d\'U the attack surface
always important
about security
considerations before
lumpmx’ into the latest fad.
ing cybersecurity
hygiene can help you to be
safer while on the internet
This includes having

data backups and, for
smartphones, this is usually
provided by companies

such as Google and Apple,
changing de

for your online accounts,
For social media, in
addition to using a strong
password, one can e
two-factor authentication,
which ensures that one
a verification code
allowed to
* account
1et will remain
part of our daily lives, and
fraudsters will always try to
exploit our online accounts,
but we need to stay ahead
of the crooks and secure our
online presence
Stay safe out there!

Mr Bett, a principal cyber-
security consultant at Stract
Consulting Ltd, is the presi-
dent of ISACA Kenya Chapter.
raymond.bett@stractconsult
com
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Incomplete implementation of
systems

Unlicensed systems

Insecure connectivity with third
parties for mobile, ATM, Agency
banking

Fraud committed by insiders or
through collusion between insiders
and professional cybercriminals
Inadequate disaster recovery
mechanism

Inadequate awareness of users on
cybercrime

Increasing spotlight from
regulators, CBK, SASRA, IRA, CMA

New Laws
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Traditional Crime Vs

Cybercrime
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Types of Cybercriminals CPAR
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Young, Unskilled Script Kiddies

Low Lcl;::rv]“’v‘iT:;iI:fm Online Social
. i Soft Skilled
Hostile Capability Expertise ° re Hacker
Friendly (Threat Agent) /"*
Research
i Internal,
Researcher Community Low-Medium Skilled Employee PRI
Ethical Hacker Market_/ ------------ :“‘
Provider/ LT N

Higf}l .High Tech,.’ Infrastructure Developer/ R AAEEELL L “:\ .

Security Agent Natior_\al Capability High Expertise Delivery Operator “::::_ - National "‘l‘_“.
Security Mission State “JE
Paid ) "
Nonchalant Espionage ,"; H

Mission Corporatiol

Socially

Law
Enforcement Law
Agent Enforcement
Infrastructure Tools User/
Motivated

U Depl ..
i i Citizens Hacktivist :
f

Cyber-Solider Military
Ideologically o

N_Motivated Cyber Terrorist BRI
-t~ 0

Profit ;e

" .

Group/Category k(_)r_iented Cyber Criminal &
Nationally
Individual Agent Motivated
itizations <yber Fighter

Sector, Capability, Motive

Source: ENISA Threat Landscape
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Types of Cybercriminals

e Young and blessed with merely basic hacking
skills,

e Curious, keen to learn, and impress peers

e Might not understand the consequences or
illegality of their actions.

Script Kiddie
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Types of Cybercriminals

-

e A burning cause and takes political, religious or
social cause on to the Internet. The Activist
targets adversaries with data theft, reputational
damage and the defacement of web sites and
social media accounts E.g. WikiLeaks, local

bloggers

~

Index of /dump/KenyaMinistryOfForeignAffairs/
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Types of Cybercriminals
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-

e They work at what looks like a legitimate ‘8

~

to 5’ job — but it’s anything other than law
abiding. The Professional has built a career
out of committing or supporting cyber
crime. They target customers of financial
institution through social engineering.

DAILY 4 *NATION

Professional

222222222

Mulot, the unlikely hotbed of risin
telephone fraud

Yy f in 8 &2
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Types of Cybercriminals

e These attackers are considered to be the highest risk.

e Could be current employees, former employees,
employees of related organizations.

e The threat comes in because they know how the
company operates, which are the weak points and so
on.

Airtel Kenya scammed Sh670m by its

staff
‘ w "\oge‘ A\
In

Share this o o @ @ @
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Types of Cybercriminals

~ )
e Responsible for highly targeted attacks carried

out by extremely organized state-sponsored
groups.

e Their technical skills are deep and they have
access to vast computing resources.

Nation State Actor

Facebook discloses obérations by Russ:
and Iran to meddle in 2020 election
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Ubiquity of Mobile

= Growth of Mobile Payments

e M-PESA 26.9M, Airtel Money 3.7M, Equitel
1.8M Subscribers

== Growth of APIs

e I[nstantaneous connection between Mobile
payments and traditional banking platform

e Bigger role played by intermediaries
“FinTech's”

S.
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Mobile Payment Risks

Money Laundering/Terrorist financing

Fraud to Customers/Agents

Insider fraud
Cyber-attacks
Service Availability
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Mobile Payment controls

* System Controls
* User Access rights, SoD, Multi Factor
Authentication, Customer limits enforcement,
Cyber-security and network protection
* Operational Controls
e KYC validation, Training of partners/customers,
Reversals process, Whistleblowing channels,
Revenue reconciliations
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Mobile Payment controls

Continuous reviews
* Reconciliation of e-money to cash money
* Vulnerability/Penetration tests
* User access monitoring
* Transaction/logs monitoring
* Business Continuity testing
* |ndependent audits
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Social Media

Benefits of Social Media are:

Increasing brand recognition

Increasing sales

Immediately connecting with customers
Exploring new advertising channels
Monitoring competition

Researching prospective employees

X Credibility. Professionalism . Accountability
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Social Media Risks

X Credibility. Professionalism . Accountability

* Data Privacy Concerns
* Negative brand image

* Data loss

* Distribution of malware
* Imposter accounts
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Social Media Controls

* Social Media Policy

* Social Media Training and Awareness

* Social Media Alignment With Business Processes
* Social Media Brand Protection

* Social Media Monitoring

* Social Media Branding Enforcement

* Access Management of Social Media Data
'Sialaam



Cloud Computing

Cloud computing has the advantage of lower IT costs,
less complex infrastructure, better flexibility and
increased operating efficiencies but its challenges are:

e Data privacy in the cloud: inability of the cloud
provider to enforce data privacy guidelines

* Data might be shared with other companies

e Data stored in different jurisdiction with
different set of laws and regulations

* Cloud service availability
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Cloud Computing

To manage risk in the cloud the following should be
addressed:

* Contractual agreements:

* Access controls

e Certification and third-party audits:

* Compliance requirements

* Availability, reliability, and resilience

* Back-up and recovery

* Decommissioning
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Consumerization of IT

Consumerization of IT is the reorientation of
technologies and services designed around the
individual end user. Examples include:

* Smart devices such as smartphones and tablets
* Bring Your Own Device (BYOD) strategies

* New, freely available applications and services
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Consumerization of IT

CONS

e Shifts costs to user e |IT loss of control

e \Worker satisfaction e Security risk

* More frequent e Acceptable Use
hardware upgrades Policy difficult to

e Cutting-edge enforce
technology with the e Unclear compliance
latest features and and ownership of
capabilities data
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Internet of Things

loT is a world where virtually everything is imbued
with one or more tiny computers or smart sensors,

all transmitting a flow of data onto the Internet.
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Internet of Things

THE INTERNET OF THINGS ATWORK %% ... _L1e/1r/

woressen seconmyeests— BIG CHALLENGES D RS o T on
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; owtapwAGY — 2506 /Y , 6% 6%
| | 8% .

% 0 0/ ¢ D
T VS U
43 A) 60% -
SAY ORGANIZATION ALREADY HAS BELIEVE “BRING YOUR OWN WEARABLE"
OR EXPECTS TO CREATE PLANS FOR AND “BRING YOUR OWN DEVICE"
INTERNET OF THINGS WITHIN NEXT ARE EQUALLY RISKY
12 MONTHS
e INTERNET OF THINGS WORKPLACE BYOD POLICY
CONCERNED RISK VS. BENEFIT ADDRESSES WEARABLE TECH

IT'S DECREASING |

CONGERNED 35% = —
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: m @ o
CONCERNED ‘ S/ DONTHAVEA
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ENTERPRISES  INDIVIDUALS

®9%
UNSURE

I CPAK
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Internet of Things

The risks to loT are:

Insufficient testing and updating

Brute-forcing and the issue of default passwords
loT malware and ransomware

Data security and privacy concerns (mobile, web,
cloud)

Home Invasions

nsecure communication

Device updates and Device management

'Sialaam



Internet of Things

Controls expected on loT are:
 |dentify information
* Prioritize the devices
« Evaluate data loss risk
« Evaluate IoT access risk
* Perform loT incident response planning
 Formulate a big data strategy to manage the
vast amount of loT data generated
* Devise policies for privacy of sensor data
* Protect loT devices
'Sialaam



Mitigation of cyber attacks

Credibility. Professionalism . Accountability

- O
BB Cbersccuity ramework. sstegy ond polces g
B csimentin human esouces and oo, —— 8
B Coersecury incdent managemen 8

I: Cyber security awareness and training ]
Regular and independent compliance audits




Organizational risk
assessment

Asset vulnerabilities are identified anc
documented.

reats, potn INternal ana external, are iaentitiec

and documented.

Potential business impacts and likelihoods are
identified.

reats, vulnerabilities, likelthoods and impacts are
used to determine risk.

Risk responses are identified and prioritized.
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Cybersecurity Investment

Advanced

I

Security Aspect Initial Developing Defined Managed Optimised
Patch Management Inconsistent, Automatic Some automation & Documented & consistently JLY/Z S ETLEEN N Continuous
and Anti-Virus updates, No reporting reporting applied Enforced by end-point improvement and
management tools innovation
Firewalls & Network | Simple firewall atinternet | Dedicated firewall appliance Multiple firewalls and Centralised firewall Continuous
Segmentation boundary, ad hoc use of and/for DMZ network segmentation configuration mgmt. improvement and
desktop firewalls innovation
Identity & Access Adhoc withnoprocess | Domain users & computers, |  Documented repeatable Analysis, visualisation and Continuous
Management some access restrictions / |  change control processes reporting tools improvement and
structure and JML processes innovation
Asset and None Register of assets and Asset discovery and Configuration Change Continuous
Configuration deployment documentation reporting Management and License  [ELTIOITL I ETL
Management Management tools deployed innovation
Information None Ad hoc file / disk encryption, | Structured & unstructured Discovery, Data Loss Continuous
Classification and inconsistent visual labelling | data classification, defined | Prevention / Rights Mgmt. RGN &)
Protection meta-data / templates innovation
Monitor, Alert and None Some logging, inconsistent Basic SIEM deployed SIEM tools integrated with Continuous
Incident Response monitoring Embryonic continuity plans | most areas. Regular reviews, LTINS TLIENN)
response and recovery tests innovation
Risk Management None Ad hoc risk assessments, Regular risk assessments Regular policy reviews. Continuous
and Governance developing security policies | and mitigation planning, Training and compliance  EEIVITITIEND
ad hoc awareness training tracking innovation

CPAK
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Incident Response Phases

Containment,
Eradication
and Recovery

N

Postincident
Activity

Detection

Preparation and Analysis
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Training and Awareness

All users are informed and trained.

Privileged users understand roles and responsibilities.

Third-party stakeholders (e.g., suppliers) understand roles
and responsibilities.

Senior executives understand roles and responsibilities.

Physical and information security personnel understand
roles and responsibilities.
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Mitigation - Governance

BOARD OF DIRECTORS
Board of Directors

EXECUTIVE COMMITTEE
Executive Committee

SECURITY MANAGEMENT
Cybersecurity Practitioners

CYBERSECURITY PRACTITIONERS
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Cyber Resilience

Asset Business

. Governance
Management Environment

Awareness and

Access Control ..
Training

Security Continuous

Anomalies and Events L
Monitoring

Analysis

Mitigation

Recovery Planning Communications

Data Security

X Credibility. Professionalism . Accountability

Risk Risk
Assessment

Management

Information
Protection
Processes and
Procedures

Detection Processes
Communications

Continuous Improvements
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Questions?

I Raymond Bett I

+254 720983 411
raymond.bett@salaam.ke

I www.salaam.ke I
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