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Creating a Risk Intelligent Organization

Date: 3 October 2019
Venue: Sarova White Sand Hotel Mombasa

TIME: Ilam to 1pm

Uphold public interest




Hello world!

X Cradibility. Professionalism . Accouncabiliry

My Name 1s Barnabas Chirombo




Learning Objectives

Business Disruption

Principled Performance
Technologies for Risk
Intelligent Organization

Integrated Data Driven GRC



Velocity of Disruption X

Velocity of Disruption is Increasing....Yet
Risk Is Still Managed in Outdated Ways

1 2% /9% 909 17

Of S&P 500 will churn by
remain since 2027 Global data created < 2 years

1955 of S&P



Velocity of Disruption X

IBM: 108 years
Disney: 96 years
Microsoft: 44 years
Apple: 43 years
Amazon: 25 years
Netflix: 22 years

Google: 21 years
Alibaba: 20 years

Tesla: 16 years

Facebook: 15 years

Twitter: 13 years
Airbnb: 11 years

Uber: 10 years
Snapchat: 8 years



Digitalization X

Where does big data come from?
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Vehicles of the future




Vehicles of the future I

- Impact of Digitalization and automation... Lollll

This is your pilot speaking. ~
I'm working from home today e
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Disruption

Al B

“Do you think your business will be disrupted by digital technology in the next 12 months?”
(on a scale of 1 [not disrupted] to 5 [massively disrupted])

Insurance

Education and social services

Banking and financial services
Government and nonprofit

Media, entertainment, and leisure (excluding travel)
Retail and wholesale
Telecommunications

Utilities

Professional and business services
Healthcare

Transportation and travel

Consumer packaged goods

Technology products

Pharmaceuticals and medical equipment
Oil, gas, mining, and chemicals
Construction and engineering

Industrial products

® Massively disrupted Moderately disrupted Somewhat disrupted

Base: 1,254 executives in companies with 250 or more employees
(respondents may be counted in multiple industry groups)

Qniirre Farractar/Riicasll Revnnlde 2014 Nintal Riicinece MNinline Siirnvev

No industry will escape digital uwlup tio

Total
86%
83%
82%
82%
82%
81%
T7%
77%
77%
75%
74%
73%
71%
70%
65%
64%
60%



The balance sheet ratios

COMPONENTS of S&P 500 MARKET VALUE

83% 68% 32% 20% 13%
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Where is the risk?

Looking for Risk in All the Wrong Places

Risk management has historically focused more than half its time on legal, compliance,
and financial-reporting functions. That’s starting to change as companies realize
that most big hits to shareholder value come from strategic and operating risks.

THE PROPORTION OF SIGNIFICANT LOSSES IN MARKET VALUE
CAUSED BY EACH TYPE OF RISK OVER THE PAST DECADE

86%
Strategic

THE PROPORTION OF TIME AUDITORS SPENT ON EACH TYPE

6%

SOURCE CEB
FROM “HOW TO LIVE WITH RISKS,” JULY-AUGUST 2015 © HBR.ORG



GRC Defined I



Data Driven GRC

I Credibility. Professionalism . Accountabiliry

* “Data Driven GRC” represents a consolidation of
methodologies, both functional and technological, that
dramatically enhance the opportunity to address emerging
risk landscapes and, in turn, maximizing the reliability of
organizational performance.

 “Data-Driven GRC” is a methodology for Ileveraging
technological tools to evaluate and monitor strategic risk at
an executive or board level, in real time, by analysing
transactional level business data.



Data Driven GRC

X Cradibility. Protessionalism . Accouncal

GRC is the capability, or integrated collection of capabilities,
that enables an organization

1. to reliably achieve objectives,
2. address uncertainty, and

3. act with integrity,

including the governance, assurance and management of
performance, risk, and compliance.(www.qgrcqlossary.orq)




Federated GRC

Credibility. Professionalism . Accouncabiliry

EFFECTIVE CVERSIGHT

FUTURE STATE
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INFORMATION

2012 OCEG, Permission by OCEG is required for reproduction andfor use of material
woww DT EGuorg -- Derived from the OCEG GRC Hlustrated Seres



Use the acronym “GRACE-IT”

x Credibility. Professionalism . Accountabiliry
Roles that must work together to achieve

Principled Performance

Governance R|sk Internal Compliance Ethics ITS
& Strategy Manage hent  Audit Management & Culture Security




Accomplishing this requires

ability to...




Skills of the future

Credibility. Professionalism . Accouncabiliry

@ Data analysis @ Artificial intelligence @ Agile auditing @ Robotic process automation

9.52% -

23.28% — 41.80%

25.40%



Data Analysis

Diagnostic Analytics

Data

Business
Intelligence

(Insight)

Prescriptive Analytics

Descriptive Analytics

Predictive Analytics

Forecasting

(Machine Learning)



Artificial Intelligence

X Credibility. Professionalism . Accountabiliry

Al deals with the following

ISsues

v Reasoning and Problem
Solving

v Knowledge
representation

v Planning

v Learning

Robotic process automation (or RPA) is an emerging form
of business process automation technology based on the
notion of metaphorical software robots or artificial
intelligence (Al) workers

@ |don't know a lot about it, but willing to learn.
'L:J' It's really cool and I'm trying to convince my company to imple...
@ It's a buzzword.
@ We already use it and it's great.
We already use it, but I'm not yet convinced.
MNever heard of it. Don't care.

3.05%

8.12% —— NN

T 57.87%

18.78%




Machine Learning (ML)

X Credibility. Professionalism . Accouncabiliry

“Hey SI”, What IS MaChIne @ | don't know a lot about it, but willing to learn.

@ Iit's really cool and I'm trying to convince my c...
’ ? ” @ It's a buzzword.
Leal’nlng . @ We already use it and it's great.
We already use it, but I'm not yet convinced.
Never heard of it. Don't care.

Machine Learning is concerned with giving
machines the ability to learn by training algorithms
on a huge amount of data. It makes use of
algorithms and statistical models to perform a task

1.02%

. . oy . 761% —
without neeaing explicit instructions. ,
8.63% A
x
There are three types of learning here:
v Supervised and semi-supervised learning
4 Unsupervised learning T 59.90%

. , 1878% —
v Reinforcement learning




Credibility. Professtonalism . Accountabiliry

NeENcer

Systems

Clustering

Unsupervised
Learning

ture Image
Classification

Feature Idenity Fraud

Elicitation Detection

METIE
Learning

Supervised
Learning

Population
Growth

Predicton

Customer Retention

Dagnostics

Advertising Popularity
Prediction
Weather

Forecasting
Regression

Markec
Forecasting

Estimating
life expectancy



Multiple data sources

v

' salesforce (DI?A\Cl_E®

DATABASE
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Robotic Process Automation

X Credibility. Professionalism . Accouncabiliry

Robotic process automation (or RPA)
IS an emerging form of

business process automation
technology based on the notion of
metaphorical software robots or
artificial intelligence (Al) workers



Robots that automate. Robots that
. Robots that . Robots
that



Data-Driven GRC — Improve
Processes and Manage Risks X




Current Approach to ERM
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End-to-end DD GRC

Strategic Risks

m

Data
Extraction

Data Prep/
Validation

m

Log

Cradibility. Professionalism . Accouncabilicy

Reports/
Dashboards

Exception
Investigation

Visualizations



Risk & (_qntrols

Response



Integrated DD GRC

X Credibils
Import DEE]
Scripts Connector
Raw Data
Tables

I Transform Common

| Scripts Data Models

Objectives Tables
. _ Analysis

Risks Actions Scripts
People

hbaliry

ogf &

Control
Tests




Integration/Convergence

Credibility. Professionalism . Accountabiliry

Compliance

International
Operations

Knowledge
C Mg t

External
Auditor

Shared
Services

Whistleblower

-y
Internal
Audit

COO

Operations

Audit
Committee

Controllership

Investigations

Linked [T}



Thank You




