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1 
The Theories 

of Fraud 



The four elements of fraud: 
 A false representation about 

a material fact, 
 And made intentionally, 

knowingly, or recklessly, 
 Which if believed and acted 

upon by the victim, 
 Can cause the victim’s harm 

or unfair advantage to the 
perpetrator. 

 

What is Fraud? 

Fraud is an intentional deception 
made for personal gain in 

order to obtain unauthorized 
benefits (money, property, etc.) 



Theories of Fraud – Is it mission 
impossible? 

Psychologists and sociologist always use analogy of the following 
three fraud theories for the factor of  the occurrence of frauds. 

Potato Chip  Theory  
Committing fraud 

and getting away with 
it becomes very 

addictive 

Tip of the Iceberg 
When first 

discovered, very few 
frauds yield their 
true extent, along 

with the actual 
amount of the loss 

Rotten apple  Theory 
Unchecked fraud in 

the org. can infect the 
group until it becomes 

the expected way of 
doing business 



Theories of Fraud – Is it possible? 

• Is it possible to unfreeze the hidden bottom of the 
iceberg?  Is it mission impossible to prohibit human 
to go to nature of the iceberg as dangerous area?  

• Is it possible to avoid someone eating more potato 
chips and became addicted? Or Is it mission 
impossible to eliminate the fraudster’s habit?  

• Is it possible to remove rotten apple inside the nice 
basket/box at a large warehouse? Or is it mission 
impossible to avoid a good apple from become a 
rotten apple?  



Fraud 
Triangle 

 
Fraud 

Triangle 

Incentive – The 
financial or 

emotional reward 
pushing one to 

fraud. 

Rationalisation – 
Personal justification 

or wrong action. 

Opportunity – Ability to execute plan 
without being caught. 

The Key Drivers of Fraud 

Fraud 
Diamond 

Capacity – Ability to perpetrate. 
(*iceberg theory of dishonesty) 



Iceberg theory of dishonesty 

• The capability of a person to commit fraud has direct links to 
the honesty of that person, the iceberg theory of dishonesty, 
whereby the mindset of a fraudster can be seen as either covert 
or overt. 

 Overt/Visual aspects of an individual’s 
characteristics would include such 
considerations as his position in the 
organization and the structure of that 
hierarchy and how that structure is 
managed, the skill and technical 
capabilities of the person and those 
who surround him, the financial 
resources. 

 Covert considerations do, however, 
present more challenges with respect to 
their examination and the 
understanding due to the nature of 
human behavior and the way it can be 
camouflaged and hidden when 
necessary or required. 



Iceberg theory of dishonesty 

• So how is the examination of overt and covert aspects 
of human behavior? 



2 
Fraud 

Offender 

Profile 



The typical Fraudster 
  

Well respected (38%), 
nearly 4x more likely than 
someone with a low 
reputation  

36 - 55  
years of age  

79%  
male  

Has a sense of  

superiority  

Autocratic,  
3x more likely to 
be regarded as  
friendly as not  

Has unlimited  
authority  

44%  

Holds an executive or  
management  

level position (66%)  
 

65% of fraud 
lasted between 1 
and 5 years  

Type of Fraud: 
Misappropriation of Assets 
(47%) Financial reporting 
fraud (22%)  

Cost of Fraud: 
Cost to company 
exceeding  

$1M (27%)  



• Between the ages of 36 
and 55. 

• Predominantly male with 
the proportion of women 
on the rise. 

• A threat from within that 
holds an executive or 
director level position. 

• Employed in the 
organization for at least six 
years. 

• Described as autocratic 
and most likely to be 
regarded as friendly as not 
esteemed, describing 
themselves as well-
respected in their 
organization. 

• Likely to have colluded 
with others. 

• Motivated by personal 
gain, greed and the sense 
of ‘because I can’. 
 

Fundamental Characteristics of a 
Fraudster 



Fundamental characteristics of a 
fraudster 



Fundamental characteristics of a 
fraudster 



Gender of the fraudster 

Alone or in Collaboration 
Alone  

Level of Seniority 
Staff member  

Primary Function 
Finance  

Has debt  
20%  

Alone or in Collaboration 
Collaboration  

Level of Seniority 
Executive  

Primary Function 
Varied  

Has debt  
8%  



Behavioral red flags of a fraudster 



Behavioral red flags of a fraudster 



Behavioral red flags of a fraudster 



1. How do red flags help us catch fraudsters? 

2. Is it management’s role to manage fraud risks in an 
organization? 

3. What are the red flags in the following? 

• Cash/Accounts receivables 

• Payroll 

• Purchasing and inventory 

• IT systems 

 

Red flags within the office system 



3 
Enablers of 

Fraud 



Technology enables and weak 
controls fuel the fraud 



Enablers - Technology 

Was technology used as an enabler to perpetrate the fraud?  

 

16%  

8%  

Yes, the fraud could not  
have been perpetrated  

without using 
technology  

Yes, to a large 
degree technology 
was used to enable 
the fraud  

Somewhat, but the fraud could  
likely have occurred without  

technology  

26%  

47%  
Technology was not 

used to perpetrate 
the fraud  



Enablers - Technology 

3%  

24%  
CH: 27%  

13%  
CH: 9%  

Other  

Provided false 
or misleading 
information via 
email or other 
messaging 
platform  

Obtained access to 
organization’s 
computer systems 
without permission  8%  

20%  

Created false or 
misleading 

information in 
accounting records  

Abused 
permissible 

access to 
organization’s 

computer 
systems  



Enablers – Weak Controls 

In accordance to the ACFE 
2018 Report to the 
Nations, the primary 
internal control weakness 
that contributed to the 
fraud they reported were 
noted to be a simple lack 
of controls was the main 
factor that enabled the 
fraud to occur and because 
the perpetrator was able to 
override the controls that 
had been put in place. 



Enablers - Consequences to 
Fraudster 



Enablers - Consequences to 
Fraudster 

• Disciplinary action. 

• Enforcement action, including regulatory, legal and 
police involvement.  

• Civil recovery.  

• Resignation or voluntary retirement.  

• No action or sanction.  

• Out of court settlement. 



4 
Anti – Fraud 

Controls 



Anti- Fraud Measures 

Be vigilant with internal threats  

— Investigations — 
Forensic D&A  
— Whistleblowing programs/outsourcing  

Know your business partners & third parties  

— 3rd Party Risk Management                        
— Corporate intelligence 

Fight back with technology  
Forensic technology  
Cyber security                          
Data Analytics  

Perform risk assessments  
— Fraud Risk Management  
— Regulatory positioning services  



Would you identify the fraudster 
here? 



5 
Questions? 


