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Risks

are part of business, but

business doesn’t need
to be risky. -




Speaker Background

)GARP

13years — Banking, DPFB (Meriedien Biao, Pan African Bank,
EuroBank, Trust Bank, Delphis Bank, Bank Supervision,
Internal Audit, Finance and National Debt Registry

6.5 years — Enterprise-wide Risk Management,
specialization on Non-financial Risks

Todate — HELB — Board Leadership
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Membership

Analytics
Training

The Institute of Risk
Management Kenya (IRM-K)

isaNON - profit
professional, education

and research

Institution established and
registered in Kenya to
answer the growing need for
risk management education
in Kenya and wider Sub-
Saharan (SSE) region.
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Our Proposition

* We passionately believe in the importance and relevance of risk
management

* Advocate for enterprise wide risk approach

* Understands that risk management is as much about the people
as it is about processes

* Risk Management efforts must be linked to the needs of the
business communities.

= Our mission is to raise latent risk management, entrepreneurial
and managerial competency of Kenyan and regional businesses,
communities and organizations to become increasingly
competitive and to seamlessly integrate into regional and
international arena.

Our vision —

" To be a leading and professional firm in business and management

trainire and corsaltine i Africa and Developing world™
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http://www.gsk.com/index.htm
http://www.fhok.org/index.php
http://www.ifc.org/
http://www.agakhanhospitals.org/nairobi/index.asp

“The Institute's Vision Is

ToLead And Inspire
Sustainable Value

Adding Enterprise Risk
Management.’

@ Vision Statement, IRM (K)

“Promote Organizational

Effectiveness, Professional Growth,
And Economic Development Through

Integrated Enterprise Risk
Management.’

@ Mission Statement, IRM (K)



Collaborations

o (1S
NOVEL
150+
implementations

accelerate

Technologies

Creating Markets. Unlocking Valug®



http://www.ftindia.com/

Credit Risk

Market Risk

Operational Risk

Pillar 111z

—Market Disclosure

Pillar 1l
Supervisory Process

) G AR P Global Association
of Risk Professionals
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Qualitative | Quantitative | - oorer OR

Governance s

&F K —~RCSA & |-Loss data | . A
ramewor KRl e ie

DRP etc.

| Governance & Capital
Policies Calculation

Capital '
— Measurement & : :
Pricing Enterprise Risk

Capital
Allocation
Management (ERM) . .
Market Risk Rlsgﬁgjlrlsted
Models < ¢]

Portfolio
Analysis

Funds Transfer
Pricing

Estimate &
Governance Risk Validate Capital
& Policies | Mitigation Risk Estimation
Params

The Consulting and advisory services provides clients with solutions to the issues faced at every stage of the
risk management process. We look to provide value based services by using our cutting edge skill sets to
put clients on par with globally suited best practices.

. Solutions provides the backbone of implementation of the risk management goals ensuring that activities
Solutions
are process dependant rather than on a person
. Analytics forms the risk / business interpretation of the risk management vision leveraging the
Analytics Y P 8 sins

technological platform and is result oriented




Location & Contacts

9 CPA CENTER, BLOCK A
THIKA ROAD
P.O Box 79084 00400 Nairobi,
Kenya

. +254-20-2632180

¥ info@irmke.org

000
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ERM DEFINED
“... a process, effected by an entity's board of

directors, management and other personnel, applied in
strategy setting and across the enterprise, designed to
identify potential events that may affect the entity, and
manage 1isks to be within its risk appetite, to provide
reasonable assurance regarding the achievement of
entity objectives.”

Source: COSO Eunterprise Risk Managemen
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Evolution of Risk

“Enterp

nterprise Risk

Management
_—

Organizational

Business

FFinanc

inancial Risk Operations

- J &nagement Market
/
Insurance
. _—_—
Insurance
1970s 1980s 1990s

Deregulation)



Linking strategy to ERM

Strategy Development
Develop corporate strategies ) ]
Maximizi wth : Enterprise Risk Management
R SR T e aximizing growth in economic
and Rewards

profitability Ensure adequate capital levels are

. . Improved risk/ return positioning maintained to protect the rating,
Measure business units on a Identify over-capitalization trustworthiness and brand value of the
comparable nsk-adjusted basis ] _ , firm
_ Improve management signalling to _ -
Rev-ar;lmg managers base on these shareholders Risk transparency as precondition for
risk-adjusted retums effective management of a firm's risk
Encourage managers to focus on profile
maximizing firm's value Provide management with consolidated,
Mofivate managers to optimally manage comprehensive and consistent
risk/return trade-off information
Value-Based Evaluates both frequent and infrequent
probabilities

ERM

Customer Value Management Product Pricing

Utilise behaviour information to Enable business and product portfolio
influence and optimise overall customer decisions that are fully reflecting the
profitability over a long term relationship costs of nsk

horizon Ensure proper product pricing, ie, put in
Consider nsk and eamings volatility for the equation of nsk-retumn

customer market decision (solicitation, Maximising growth in economic
product and channel choices) profitability




28 ERM and Strategy are intertwined
Best Practice
Model aims at
creadling av
comprehensive
view of the

’ of ERM

and business risks
@ strategy
formudation and

executli



http://blog.a1enterprise.com/2010/05/15/risk-management-software--risk-management.aspx
http://www.derwinlgray.com/2012/05/

Customer
Centered
Leadership

Delivering on the Customer

SUSTAINABLE
DEVELOPMENT

OALS bt 7063 : BIGA
:ll‘g Me AFRACA | .t AGENDA




Rish & Capability: a core relationship

Low

>

4 Operational
$ LR B
2° Capability
o
oo
olo High Low

These relationships are strong to
achieve operational efficiency




Enablers to ERM - Best Practice Model Mmckinsey 2010

Risk strategy, organizational culture, =«
and business strategy N

Avail resources and ensuring the existing risk
Risk Management

culture gaps are addressed and understood ~
Resources
clearly by all individuals.
How can management take advantage of
Look @ risk and . . e . 2

Business processes embedding risk context on various
operational processes in the most optimal way

Reputational risk avoidance, insolvency/
Bankruptcy due to errors of evaluation then
Tinker to align with the market conditions.

Define risk
appetite & strategy

Identify all risks, Understood by all

Risk employees @ BU, define relationship
Transparency R A E ORI e
Individual risk reports

L

mmh




Global Financial
Crisis




wy Performance Shortcomings of immense proportion

The Great meltdown 2008 Financial encecs



file:///C:/Users/cmringera/Videos/Credit Crisis.wmv
file:///C:/Users/cmringera/Videos/Credit Crisis.wmv
Credit Crisis.wmv

Lessons from the Global Financial Crisis

Wake up Mr. Regulator

“Too Big to fail”

. The general consensus is that
the failure to understand the true
nature of  enterprise-wide risk
‘ S Y oxposures was one of the core
‘oG KonG MoETARY AuTHoriTy SRR reasons bebhind collective downfall

' FEemEHER . .
of organizations.
anaging
of Investor Reduction Risk profile ¥ Making now
Behavior - In margin Now a must Purely based

RISK Of error 2l
survival

Regulations
Regulations

Regulations



http://rd.vru.ac.th/
http://www.apra.gov.au/
http://en.wikipedia.org/wiki/File:US-FederalReserveSystem-Seal.svg

Balancing Risk dg:nd Rewards

0
.
A



http://www.enisa.europa.eu/activities/risk-management
http://www.logisticapanama.com/es-momento-de-introducir-risk-management-a-sus-estrategias-de-supply-chain-en-panama/

@ Need to
c understand
risk return
]
8 |
\\‘ N\ f = Accuracy in
‘ :—3 = Legal risk
ams Risk . ea:
/ Corporate y O S definition
| 2 / f_
Technolo . .
1° Risk i Timeliness
on risk
- response
Reputationa
Risk J—
Understood
Human risk appetite —
Capital reflective of
Risk mkt dynamism

“We remain prepared to lose $6 billion in a single event, if we have been paid
appropriately for assuming that risk. We are not willing, though, to take on even
very small exposures at prices that don’t reflect our evaluation of loss

. probabilities....\Warren Buffer



Common Tendency for most Boards is to avoid

Risks IV isionary Boards

are part of business, but || Jowever know “there
business doesn’t need can be no rewards

to be risky. 0 ithout risk”

These Boards are able to distinguish, successfully,
between LISKS that need 1o be mitigated and

risks that can be Célpj ta]ized on or

optimized. They know which RISKS o focus on
Sfor maxcimnm and effect. What gives them this
advantage is, to a large extent, the quality of

risk int e]]igeﬂ CE/ information that

.

=ny .
Sddoll recerve.



nterprise
2 ¢
Intelligence

Evolution

8 step process to best practice ERI

 eacion D S i

4

Integration of all risk
categories - permeation
of the compliance process
across all obligations
(internal/external)

Top Risks —manage
significant risks,
I,A,C,M = ISO 31000

Introduction of risk - risks identified
from investigations & auditing of
control framework

=

3 Compliance process to audit/
2 . test control frameworks/
Corrective corrective actions

actions to
prevent further
events from
occurring

Investigate
Notify of events
events

— SNOILVSINVYOYO 404 aav INTvA —>

TIME —>

« KEssential to Institutions

R Mgs Cop

RisK Appetite 1s now prominent in
the Board

- Institutions must now consistently
speak of their largest risks, &
%\‘ present facts that facilitate
M . .
S8 dialogue on risk.

Reduce Risk

Boards must now understand
deeply their organization risk
profiles — this improves decision
making and maintains firm
competitive edge.


Home - Risk Intelligence.wmv

THE ROLE OF THE
BOARD IN ERM



file:///C:/Users/cmringera/Desktop/Risk Management/Operational Risk/Focus of OpRisk.avi
0101061088.mp4

Building a Risk
Intelligence
Programme

“... Even though the need for risk intelligence in strategic
deciston making is critical, the actual practice of providing
relevant, timely and forward looking risk information requires
meticulons planning and seamless execution of an integrated
ennterprise-wide risk management program’

.
O
IRM
WA 1 7

T



10 develop a risk program that 1s efricient and
effective in providing information to the board —
consider the following steps

Develop a strong risk awareness program to
Awareness supplement the risk management process.
This will build a culture within the org.

Manner and with sufficient rigor — COST Reduction

-~
Automate the risk mgt information process to r
Automation Ensure that all risk efforts are conducted in a timely -

Break down silos to create an integrated risk

Information repository. This would aid in sharing of
Information across the org, risk aggregation and ensur 2
Inclusivity in risk information across the org.

Define a single risk taxonomy across the organization, 7
Such that everyone understands and reports risk in a pa
Risk Common language. This would help board level 1

Taxonomy Comparative analysis across, products, processes,
Businesslines and organizational elements.

~N




Frameworh Structure

eporting

Measurement and Modeling

Extgrnal Iintgrnal : Key Risk H
Loss|Data Loss| Data
Incigents Incidents — . Indiclators

rolicies and Proceddures

Culture and Awareness

Risk Appetite, Strategy,

and Objectives

>
E
-
o
=
<
=
=
cu
o)
|
o

0
e
=
\
()
=
e
\
h
@
[°)
=
1"
=
-
0
>
8
RM
1%

[



CAUTION

YOUR
WORDING HERE

Go short of nothing but

International best practice -

BS 31100:2008 31000
AT, International

A RSO
It must be a consultative document
Win the mind and souls of people

Senior Mgt must approve it and
adopt the implementation road map

Internal Audit must give
concurrence about resiliency of the
framework

BOD must approve




7 Your Risk Universe

they reflect business realities — both quantifiable or non-quantifiable

NON-TINar . ¢

Business &

Operational Environmental

Corporate
Funding

Collateral
Requirement
s

Contingency
funding

~x
S
o
S
)
£
©
S
Ll
~
=
o

inicions

Ability to
generate/obt
ain sufficient

cashina

timely
manner to
meet
demands as
they arise

Framework Def

Mkt factor
sensitivity

Volume Risk

Mkt Liquidity

Investment
Performanc

Potent(

arising from
adverse
movements in
external
market
valuables

Systemic

Inflation

FX Risk

Global
financial
crisis

Risk of fatlure od
market
intermediaries

People

Process

Financial
Reporting

System

External

Risk of loss from
inadequate or
failed internal

processes,
people, financial

reporting,

systems or
external events

Law Changes

Non-
Compliance
Environmen

tal Impact
Environment

al Positioning

associated harm
due to the
company’s

interaction with

the environment

Strategic

Industry
Changes

Demand
Changes

Competition

Political Risk

performance due to
potential threats,
actions or events
adversely affecting
the organization’s
ability to achieve
objectives

Reputational

Unethical
behavior
Crisis
Manageme
nt

Association
Risk

negative publicity
regarding
business practice,
regardless of
validity




Why Risk Universe Description is Key

Risk Taxonomy

Assct and Liabiltiy Clarity

Hanagement

Consistency
Focus

Relevancy

Resonates with
Corporate strategy

Training
Culture

Automation




LGP Implementation Building Blocks

“ .

Operational Risk — .
Reward
LEVEI all operations

Implement
Risk Mgt
process

Develop Spread the
An ERM Governance Gospel —
Framewor' Structure Culture

Formulate
Implementatioy
JEL

Understand/
Appreciate
ERM

Develop
Risk
Strategy




------------------- Are we succeeding? — Measuring success

1.1

Creating awareness
& set tone on
Importance of Risk
Management

T
-

2.1
Risk Identification
& Risk Maps

2.9
Risk Governance
& policy design

2. Risk
Identification

5.1
Integrate with
existing systems

3.1

Self Assessment
Tools - CRSAs

5.2
Risk Return
Metric

3.2
Key Risk
Indicators (KRIs)

3. Qualitative
Management

5.3

Management
Controls &
Corrective Actions

5.4

Reporting to
Management and
Stakeholders

5. Integrated
Management




Formal risk
management
processes




Training and Awareness

RCSA

Capital

LDM Calculatiog

Building ORM Culture

Risk
Register

NN 414 Inherent” Inherent
DI dalslale sl impact Likelihood

Description of
Standard
Controls

Responsi
ble
Person

Control BE:ES[e[VE Action Due

Rating Impact plan

Date
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Objective Setting

Deepen Capital Markets
*Profitability
If we succeed, D
how will we look | *Growth mi
to our *Shareholder B
shareholders?” Value

Effective Capital Mkts regulation

N

like?”

To achieve our
vision, how should
the market look

*Stability
«Safety
«Strong

Integration with EA CMAs

\U

“ASk What are the most urgent risk
objectives?” - strategic, compliance,
iinancial, and operational. =
Repuiational

LN

[
1

&

M

&
-

“To satisty Govt. *MOUs

Integration agenda?/.single mkt
*Cost
«Controls

et goals that align with the institution’s

jon and its risk appetite.

in with strategy. A good time to review strategic
initngtives is during the planning and budgeting process.

Consider the organizational
tructure. Buy in is critical at
a\ levels.

Employees at all

must our

Employees - Learning and Growth
“To excel in our *New Skills
processes, what «Continuous

administrative levels of
the institution also

organization learn | 'Mprovement need to understand
and posses?” *Intellectual how they fit into the
Assets strategy.




Risks Identification Process - Risk » Strategy

/ Start with

Identifying
Corporate

\Objectives

Strategy-
based
approach

o

are covered

Analyze capacity of
firm to meet goals




Identify activities that

may impact its ability to g Distinguish risks from
achieve objectives &, opportunities

g Jani10 o £

Egypt/Tunisia/Ba


http://pictures.reuters.com/c/C.aspx?VP=Mod_ViewBoxInsertion.ViewBoxInsertion_VPage&R=2C0BF1ZVMXKL&RP=Mod_ViewBox.ViewBoxThumb_VPage&CT=Album&SP=Album

Risk Assessment




Risk Assessments

Inherent risk would be identified on the basis of the likelihood and
impact of risk event — No Controls considered

The control effectiveness would be assessed in terms of design
effectiveness and operating effectiveness

Residual risk would be identified on the basis of the likelihood
and impact of risk event after considering overall control effectivenes:

o e ' "R
°- | o el

—
N

[
/d



Controls Evaluation

Residual
Impact

Risk Event Inherent Inherent Description Of COI’]tI"Ol Rating

Description  Impact Likelihood Standard ContrOIS

Efficient

% Acceptable
ffect
-SE(EtIW Maker To Improwe
.COI"IrIg Criteria
® EfflClent Defective
® Accepta ble

To Improye

Defectiye

Each Control or a set of controls effectiveness is /are rated on a four point scale of

Efficient - The internal control system is efficient and adequate
Acceptable - A few corrections should make the internal control system satisfactory

To Improve - The internal control system has to be enhanced and the process monitored more closely

Poor - The internal control system of the process has to be reorganized




Organizational Risk Heatmap - Profile

0
IT Risk
8,
8 Legal Risk OPGII;?StLonal
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Political risk
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Adopting the various blocks
y

Corporate Governance

© Strategic Objectives 2 8
0
\ : c
_ <
<
' ()] _
Risk A tit '?"
18 etlite
) - % S
. -
Risk Mgt Framework 2 D
’ 0 >
) 3 c
Policy & Methodology 0 o
- m -— e
) =
Policy & Methodology fab
0 — 3
) =
! -
5 Business Execution
® - =

Your Corporate Governance structure sets the scene for all risk activities
resulting into the organizational risk profile

4



L

Desired Actual
Risk .
Profil Risk
Aoz Profile

Perceived
Risk
Profile

pend time to think what the Risk profile means



Impact of Risk profile

Risk Universe

h _—Which Risk
-
Impact more on
_ income | expense Ny P&L

MARKET RISIK OPERATIONAL

RIS

CREDIT RISK

What are the

LIQUIDITY RISK

BALANCE SHEET

ASSET LIABILITIES

_—Dothave the sruscocrs: | s

right

o — ASSET/LIABILITY
X : infrastructure -




Risk Response

Responsible
Person

RISK/BREAKDO WN/BREACH RANKING

Action plan

Treat
The 4T Response
plan -‘
Terminate
Transfer



http://www.google.co.ke/imgres?imgurl=http://tracktable.files.wordpress.com/2011/01/men-at-work.gif&imgrefurl=http://tracktable.wordpress.com/category/uncategorized/&h=265&w=300&sz=8&tbnid=VzvzE9DK0ZakdM:&tbnh=102&tbnw=116&prev=/images?q=photo+of+men+at+work&zoom=1&q=photo+of+men+at+work&hl=en&usg=__XoX8eZzTTJ0LlF-npa18u49iEQM=&sa=X&ei=o5JiTayuC4ep8APRo73xCA&ved=0CBYQ9QEwAg
http://4.bp.blogspot.com/_9I96Kbqixmo/SRpjY3dQayI/AAAAAAAAAjE/aQlIOBl0_S4/s400/men_at_work.jpg

Training and Awareness

RCSA

Risk
Monitoring

Actioning
Carmiran

Building ORM Culture

Tracking

i

o

29. 10. 2001



http://www.google.co.ke/imgres?imgurl=http://www.littlestomaks.com/blog/wp-content/uploads/2008/10/traffic-lights1.jpg&imgrefurl=http://www.littlestomaks.com/2008/10/traffic-lights-and-food-labeling-is-this-a-joke-not-really%25E2%2580%25A6/&h=437&w=380&sz=18&tbnid=IWw_ErbeXPj1WM:&tbnh=126&tbnw=110&prev=/images%3Fq%3Dpicture%2Bof%2Btraffic%2Blights&zoom=1&q=picture+of+traffic+lights&hl=en&usg=__rdaPQ3PZ16tMgVHnkUILIWXzMVQ=&sa=X&ei=YkVQTefFIZKU4QbujfyoCQ&ved=0CB4Q9QEwBQ
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The VisIOl ™

Deepen Capital Markets

to our

If we succeed,
how will we look

shareholders?” Value

*Profitability
*Growth
*Shareholder

Effective Capital Mkts regulation

N

To achieve our . "
vision, how should Stability
«Safety

the market look
like?” «Strong

v
l‘ﬁb\
L4

Objective Setting

Integration with EA CMAs
“To satisty Govt. *MOUs
Integration agenda?/.single mkt

*Cost
+Cross listings

Employees - Learning and Growth
“To excel in our *New Skills
processes, what «Continuous
must our
organization learn | 'Mprovement
and posses?” *Intellectual

Assets




Deepening
Financial
Markets”

e,
| TS

Market Stability
/* Growth v\

Profitability

Develop Cross
New

Products I—iStingS A te Channel

=

Develop
Strategic
Skills

The Productivity Strategy

Deepen Capital

Markets “Improve

operating

Shareholdek
value

Effective Capital
Mkts regulation

Stability

Integration with
EA CMASs

Provide
Rapid
Response

./ Shift to ~\/Minimize
Appropria | Problems

Increase Learning
Employee

i Perspective
Productivity ‘\

Align
Access to Personal
Strategic Goals
Informatio

o1

performance”



Deepening
Financial
Markets”

Market Stability

Revenue
Streams

# of
MOUs

MOUs
signed

rStaff

Turnover

Talent

LDev

The Productivity Strategy
Deepen Capital

" GFOYVth ~ Markets “I mprove
Profitability # of mkt E Shareholder @ Ope rati ng
| \ value ’
players A efﬁczency 7

Effective Capital
Mkts regulation

Stability

N # of | Integration with
Cross M EA EMAs
isting .

Develop Cross \/Shift to Minimize \/ Provide

New - Appropria | problems | Rapid
Products /\ LI1StINgs A te Channel Response

Increase
Employee

/ Productivity ‘\

Develop Align Produc-
Strategic Access to Personal tivity

Skills Strategic Goals
Informatia

Learning
Perspective
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KRI - Rlsh Monltorlng

Internal Limit Violations

Electronic Security Breaches
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Sample selected KRI

Figure 3: Trends in Average Daily Turnever at the USE (July 2011-July 2012)

H.\q'l'agq' [')ailr'. Turnoy cr i[fch M illinnj

Jul-11
Mow=11
D11
]an-l.:'
Feh-12
Apr-12
Jun-12

Sep=11
Oee-11

&
<

Mar-12
May=12

Source: USE Market Reports,

Figure 1: Trends in Market Capitalization for the DSE, NSE, RSE and USE’
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Figure &: Percentage Change in the USE All-share, DSE All-share and N5E-20 Share Indices®
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Figure 3: Trends in Average Daily Tumewver at the USE (July 2011-July 2012)
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Risk Reporting

Board/Senior Management Oversight

Audit Risk
Committee Committee

GRC Evolution

e
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NAVIGATING
CORPORATE
POLITICS

TOM SPEARS
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Linking - Rish, internal controls &

enterprise value

Three communities:
Different roles / Different
disciplines / Different risks

1 - 1 1
Risk % b
I 1 1

___________________________________________________________

[GRC processes

L i [SRC processes QRN
1L

E Single Database :I

A Strategic GRC Framework




Communication Barriers

R~ <Turf battles:

S8 +Developing a risk
communications process
and taxonomy;

*Making risk management
relevant and meaningful for
the business




Inte

How quickly can this manage-
ment and cultural change take
place?

You can’t change it overnight. When
VO Eet to be a CRO, the hkehhood is
that vou have a pretty sizable organi-
zation. Manyv traders understand risk,
and with all the traders unemployed
right now, you might say there are
plenty who can do risk management.
That’s probably true at some level. But
the other prece of the job 1s managing

the people, having a strategic frame-

work f[or 1||i|'||~:it'|:;'_' about the kind of

I_-:'-:_'||1|::-]u!¢."_-.' -=1_L]]}]u::-|'|_ 1_||.l|'-=|.' ]_.11'1||}|1' |;'|L'-:'-:j|
to do their jobs well. You also have a
massive data collection problem, and
once the data is collected, it has to be
distilled into something that is usable.
And yvou have to use influencing skills
to reach the conclusions that allow the
institution to take enough risk to de-
liver a return to sharcholders, but noi
s0 much that 1t becomes dangerouns or

too concentrated. It’s a blend of past

experience, some quantitative skills,

the ability to ask tough questions and to
challenge and to manage people. You
also have to be something of a diplo-
mat — and a dictator if all else fails after
vouve done vour best to facilitate an
outcome. On rare occasions you may

end up having to go head-to-head.

ration -Rrisk Language & Culture

Develop a Common Risk and Control
Language:
*Take an inventory of all current
risk practices and taxonomies.
‘Determine which ones best meet
our business needs.
*Align remaining practices and
taxonomies with the ones we
determined are best.

N D > N\
Train Train Train Train

v ) b /



1ties

il

1
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Respons




Who does what?
-
o

Board

Senior
Management

T -

Risk Management

Ownership &

-

Management

Business Units

Assurance -

Internal Audit




The Holy Trinity

Risk
Management

BOD/
Regulators

.
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The S Lines of Defence
“Fit for purpese”’

‘ Ist Line of Defence 2" Line of Defence 31 Line of Defence
Senior Risk Committee (s)‘ Internal Audi

Asks whether the risks

identified are the right
Deployment of EMRF risks; & are the right
Group wide controls chosen

[ CPAK

Manages & owns risks Drives consistent
Executes Risk methodologies

Reviews overall
control

Ensures right governance

Effective Assurance Check self assurance is appropriateness and
_working as designed effectiveness




Best practice Governance Arch_ _

s 81
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Board
Risk

Comm

EXCO

Specialized Snr Mgt Comm

ALCO ORCO Mkt Stability

Dependent BUs Risk
meetings

Mrs XXX
Mr YYY
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Critical

) Minor 2

— :1% Not Likel Highly Expect
te Likely y Likely ed

LIKELIHOOD

CORPORATE RISK SCORECARD REPORT
Top 20 Risks (Nett)
Seoracard Name | Financa Dapartmant
Seorecard Ownar | Ganeral Managar, Financa
Rapart Date t 08-Naw-2006
No Risk Facter Ref  Possibility Impact  Gross  Mett Hitt Melt Targst  Target  Target Current  Accepted @ QP .on [T NNl NNt 7\ gl 7
Gcora Possibility Impact  Score Possibility Impact  Score  Status Risk  Action” T P
1 Gevarnmirt policles EiLidn Very Hgh Ve i .Q.-\ Very High Major .QA Midwm  Maje .Qn May Nead N i [] "’3:
Sqgnificant mprovemant o

2, Clearance of Contributions With Gc1108 Very Hgh  Vary .Q-‘. Very High Major .Qn‘. Hah Mafor .Qr\ May Newd il 2 []

Incomplete Infermation (ETML) Significant mprevemant
1 Managemant Information Gel1il Very Mgh Vary .::.-\ Very High Major .Q.-\ Wnlikely  Maje QB May Newd N i []

Syitar Sgrihizany mprevimiit
& Manpawir plassing Hel10% High Mager .-..:"5\ Madium  Major .QA Midim  Majer QA Withia N i} []

Evpactation

Risks

are part of busimess, but
busuness doesm’'t meed
to be risky. —
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Board’s Oversight Role - ERM

Risk &
Strategy
converged

Tone @

The top Culture

¥ Risk
Risk policies Assessments ncnl;:l;egl;g.: ent
& Frameworks Are bein
w h On ERM

done

Risk Appe Consider
Compared to Current Risk
Current Profile vs

Risk Review
philosophy Direction
& Appetite

. Specializec Of KRis

On significant BOD Sub-com
Risks & enquir- to manage

Mgt respor- risk
Internal

Control
Environment

Testing

- results




accelerate



Chase Cooper Introduction 2012.ppt

In a competitive, fast-moving business or industry, the
organizations that make the best use of Operational
Intelligence will be the market leaders. a competitive, fast-
moving business or industry, the organizations that make the
best use of Operational Intelligence will be the market leaders.

Board

Risk & Audit

g

“* ﬁOI Platform

¢




Action Owner Internal Audit

. Business Unit
Control Owner , A L Manager

Intelllgence
Network -

thl‘amﬁf:‘

‘Control Libra / -‘

Asmmod.#’ @ Risk & Audit o Mal:"'at::;sem
luthentlcation Management :
Platform

Operation Status

Dynamic, real
time
Operational
Intelligence
about a
company s
exXPosure 10
1Sk 15 an
essential tool
for leaders of
large

organiations



New Concept in Risk Management

GRC is the umbrella term covering an organization’s
integrated approach to governance, risk and compliance.

W CRC typically encompasses activities such as governance,

GRC Evo

enterprise risk management (ERM), internal controls,
regulatory compliance and internal andit.

GRC technology helps improve financial performance by
embedding cost-effective consistent and sustainable risk
management practices into daily business activities, while
unproving managements ability to make decisions.

GRC activities are increasingly being integrated and
embedded into organizational structures, processes, Systenis
and data structures in order to avoid redundancies, as well
as identifying and closing gaps

GRC acts as “assurance as a whole” for the entire
organigation.



Technology-enabled GRC transformation

A Enhanne Embed r5e
Performance Performance e masagemest
. r|Sk Strategy  qurning
Integrate governance, risk and e
compliance to create an management e Optize ¢
end-to-end, enterprise-wide

risk performance improvement Future focus

Centralized and enterprise-wide risk assessment
management

Top-down and bottom-up risk integration
Consistent and real-time reporting

Expanded focus

Risk insight and Centralized and consolidated heat map
performance Consolidated end-to-end risk management processes
improvement Ability to manage risks at multiple organizational levels
Automated and integrated risk activities across business
T T T T functions

Historical focus

Historical focus
Fragmented, manual and ad-hoc

Inability to produce a consolidated heat map

Risk identification High instances of segregation of duties violations
and reporting Inconsistent and fragmented approach to capture and assess risks across the
Compliance organization
Value Value
protection creation



What'’s happening in the Marketplace?

Segregation of Duties continues to be a top contributor in fraud activities

“A lack of internal controls, such as segregation of duties, was cited as the biggest

deficiency”
Control Weaknesses That Contributed to Fraud -
Report to the Nations on Occupational Fraud and Abuse, 2010, ACFE

Access
Risks
Ahead

iy
N
L 1.r'f




B2 Accelerate Analyser - Retail Banking RaM
File ‘indow Help aCCelerate

IMPALCTS: Critical Critical
show: [ &

Annual Loss Threshaolds:

Medium High (3) Critical
==1,000,000 USD -
(2,500,000 USD}) 10,000 USD Megligible

100,000 LISE Minar

Medium Low (2)
>=100,000 USD
(500,000 US0)

Low (1) Hegligible Hegligible
>=1,000 USD
(50,000 USD)

HiA (0)
»=0) USD
(0 USD)

Low (1) Medium Low (2} Medium High (3} High (4}
>=0.00 (0.20) >=0.33 (0.50) >=1.00 {2.00) =>=4.00 (6.000) ‘

LIKELIHOODS:

Save Edits Cancel Edits

aHd




File Goals Contrals

Actions  Assessments  Linked Risks

ﬂ Accelerate Analyser - Operational Risk Assessment
Limked KIs

Log  wWindows

ISK

Help

wWinaow

-JoJEd

aCCelerate

Entity: |ENTDDD¢15 FinanceCorp Retail Banking = Risk Ref: RSKOD052
Operational Models: Division: Al; Mega/Major Process: All; Minor Process: All; Micro Process: Al; Location: &ll; Legal Entity: All; Linked Rizsk: Mone
CR Dezcription: [CRR 00005 Inability ko retain, recruit and retain keyp staff FleaElue] Sowaiy Minar
Description: |Failure to attract, recruit and retain key staff JULE = Residual &nn Exp: 250,000 USD
. Risk &ctions: 4 [3 Open)
Risk Category: |EMF' Ermployrent practices and workplace safety L
Causal Category: |Not Set L]
.} General o Goals % Controls P Actions [E=]Assessments @ Rizk Focus % Linked Items @ Log
Ref Date |Attested| I | R | T [ Assessment:
ASMO0Z47 *  28(02/2010 D ate: 28/02/2010 NOT ATTESTED  Due or: | 25/02/2010
ASMO0Z44 2gf02/2010 Azzessed by |DBA Database Administrator
ASMODZ41 | 28{02/2010 | ] Commentary:
ASMO0238 | 28f02/2010 | ]
ASMO0235 | 30009/2009 - | ]
ASMO0232 | 31j03/2009 - | ]
ASMOD1S4 | 31/01/2009 v [ | Fiu: Retail Banking Rt =
Head Office Currency:  Rate Date: Fate:
Ush 25/02/2010 1
IHHERENT RESIDUAL TARGET
Likelhood: bdedium High 2.00 bl edium Lows 050 Lo 0.z0
SR A A e (T 2T AN I A Lol e PR Y
Impacts [loss per event]:
Financial tedium High 2,500,000 Mediurm Low 500,000 Len 50,000
Financial [Extrerme]  p (w2 7 A i i 7
Fieputation LIS IS I
Total Exp (USD): 2.500.000 500,000 G0.000
Annual Exp (USD]: 5,000,000 250,000 10,000
Severity: 4 ajor Firnor Megligible
£ >

8 Close window




B3 Accelerate Analyser - Operational Risk Assessment

File Goals Controls Actions Assessments  Linked Risks  Linked KIs  Log  Windows Help aCCelerate

Entity: |EMTOO04E Retail B anking _~| Risk Ref: RSKO0052
Operational kMaodels: Divigion: Corporate Banking: MegafMajor Process: N/%: Minor Process: MN/A%Y Micro Process: MN/4; Location: LE; Legal Linked Rizk: Hone

CR Dezcription: [CRROD00S] Inability to retain, recruit and retain key staff _ Residual Severity: Moderate
Description: |Fai|ure to attract, recruit and retain key staff _g = Residual &nn Exp: 1,851 852 USD

Rizk Actions: Mone

Risk Category: |EMF' Employrent practices and workplace safety

Causal Categorny: |N-:-t Set

% ., General o Goals 5 Controls i Actions |Aszsessments & Rizsk Focus 1}: Linked Items @ Log
Add Control
— Ref Description Key Ctrl |Last Assess. Date |Last Assess. Design |Last Assess. PFmnce |Last Assess. Creator |Last Assess. status
oo CTRODO13 | Salary surveys 03/03/20039 Average Average DB Database Admini: MOT ATTESTED
Amend Caontrol|| | CTRODDZ0 Training and mentoring zchemes 03/03/20039 Good Average DB& Database Adminiz NOT ATTESTED
s CTRODD21T HRetention packages for key staff 03/03/20039 Good Good DEA Database Adminiz MOT ATTESTED
et
Delets Contral Details History (1) Actions KIs Documents Test Plans Test Results e
Cantral CTLOO0Z0 . . Operation:
Library Ref: Compensation § Remuneration Frequency: IW'

Conkrol Categary @ Prevenkakive
Lazt Operate:

Cescription:  |Retention packages far key staff N
Sign Off

Personnel: Mext Operate: 03,03/2009
» | —Assessment:

Frequency: Semi Annually

MNext Azsess: 31/06/2009

Review Date: Sign Off J add Mext

Mokes:
Retention packages far key staff

L KaziD
Mominee:  |KaziD

Rewviewer: |DBA Database Administrator




File  Goals

Entity:

CFR Description:

Description:

Risk Category:

Controls

Operational Models:

B Accelerate Analyser - Operational Risk Assessment

Actions

Assessments  Linked Risks  Linked KIs

Log ‘Windows

Control Histor

Help

| EMTO004E FinanceCorp Retail Banking

[CRROD00S] Inability to retain, recruit and

retain key staff

Division: Al; Mega/Major Process: Al; Minor Process: &l; Micro Process: Al Location: 4l; Legal Entity: All;

|Failure to attract, recruit and retain key staff

Risk Ref: RSK00052
Linked Risk: Mone

Residual Severity: Iiror
Residual &hn Exp: 250,000 USD
Risk Actions: 4 [3 Open)

|EMP Emplayment practices and workplace safety

Causal Category: |Not Set

Attest Aszess

4 General

° Goals

Ref Description

B Controls

Key Ctrl |Last Assess. Date |Last Assess. Design |Last Assess. Pfmnce |Last Assess. Creator

', Actions

=|Assessments

f Risk Focus

% Linked Items

@ Log

Last Assess. status

CTROOD20 | Training and mentaring schemes 03/03/2009
CTROO021 Retention packages far key staff 2840252010
CTROODET | Salary Surveps 29/01./2010
Details History (2) Actions

Date Notes Design | Pfmnce
2540272010 Average  Good
03/03/2009  Retention packages for key staff | Good Gaood

Good
Average
Good

Kls

Good
Good
Good

Documents

DBA Database Adminis
DBA Databasze Adminis
DBA Database Adminis

Test Plans

NOT ATTESTED
NOT ATTESTED
NOT ATTESTED

Test Results

Control Focus

Performance:

Design for Risk:  |Average Cost:

Assessed on:

Assessed by

Mokes:

|Good

25/02/2010

J EFficiency: |D-Not Aszessed J

o B

Due on:

DBA& Database Administrator




Risk Query Tool

= Accelerate Analyser - Risk Query E]

File Queries Export HeatMap  Grid  Windows Help aCCelerate

By Qusty By Relerence By Keywords 4 Query Results Graphs Heat Map

Query Type: R Show Series
o Residual . _ Ik Rizk Factors: Fies Rizk Factors
v Shav items with values Contral Factars [] Risk Exposure

Huen: |Hisk Expozure ﬂ Query Date: |Latest &z & - [] DELTAZ
Attested:  |All - B b 11A722010 =

Achive: Yes -

Approval of Financial Promotio Retail Assel Management

C0 - Manage Accounting Process Operations

E:-:pu:usure>=| 5000 |GBF' ﬂ

Selection Criteria:
R Categories 0 - Regulatory Complige EM Inherent Risks
"Causal Categories :
# Entities
o Location
= Basel Business Line
E: Divisions
o Legal Entity
Ez Process
. owners
L Mominees
Reviewers
@ Risk Focus
E,?T Control Focus 3
[k Central Risk Register My Group

MUL - Manage Market Risk

ML - Implementatit Document services

ALI - Manage Joink Yentures . % Print services

MUL - Manage Joink Yentur g : Mail processing centre

O B R

MUL - Operational

Group By: Impact Type
B ‘i' P yp Group - Manage Liquidity Risk
[Enticy ~ | & Hard

then |N Fhi - China - Manage Performance Aga Group - Manage performance aga
otk ;
J Impact Category: Asia - Manage Performance,figai

|Overall ﬂ

Manage perfarmance again

Manage perfarmance %giﬁ
(Range @ fo 100}

& Load ] [ B0 Save l [ ¥ Reset ] [ Refresh l Total time=2.08s




¥ Accelerate Analyser - Risk Query
File Queties Export Heat Map Grid ‘Windows Help
By Query By Reference By Keywords 4 Query Results Graphs Heat Map

Query Type:

Inherent Assessments on Retail Bank 09 GBP
Inherent

Gueny: |Hisk Exposure j Query Date: |Latesths &t =
Aftested: | Al A A A 24406420010 |7

Active: Yes -

2(3%)

Exposure>=| 500000 | UsD j )

Selection Criteria:

=

Risk Categories
Causal Categories
{1\ Entities
=2n Division
= Mega/Major Process
‘_EE Minor Process
‘_% Micro Process
Er!'": Location
2 Legal Entity
E Owners
& Nominees
& Reviewers
Risk Focus
o
)= Control Focus
,}./ Central Risk Reqgister

10 (16%)

Impact

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

Group By: Impact Type

Mathing | | # Hard " Soft
then |Hothing j' Impact Category:
|Overall j

1im 25yrs 1 in Svrs Annually Semi Annually Tonkhly

Likelihood

[‘;—.‘_’lLoad ll [%’]Save ll @Heset H Heheshl Total time=2.16s




B2 Accelerate Analyser - Operational Risk Assessment

File Goals Controls  Actions

Entity:

Operational Modelz:
CR Description:

Descri

Risk Category:

Causa

Assessments  Linked Risks  Linked KIs  Log  ‘Windows Help

|ENTDDD4B Retail Banking

Divigion:
[CRROO005] Inability to retain, recruit and retain key staff

Corporate Banking: Mega/Major Process: N/ Minor Process: N/4; Micro Process: N/4; Location: UK Legal Entity: Retail Bank Plc;

ptil]n: |Failure to attract, recruit and retain key staff

|EMF' Emplayment practices and workplace zafety

I Category: |Mat Set

b General
dd Action

4 Actions shown: [3 Open including

Action
Ref

° Goals % Controls i Actions |=:|Azsessments

Description

" Risk Focus

2

ACTO0021

ACTOOOZ22

ACTOO023

ACTOO024

Implement a process for Succession Planning far key staff
HR to be internally audited this quarter
Review HR recruitment procedures against FSA regulations re: legal dept

HR recruitment policies to be updated as per new Employment Legizlation 0

B Accelerate Ana lyser - Operational Risk Assessment

Recipient(s):
Subject:

Meszage:

Attachment:

|iane.usher@x_l,lz.com

|Dperati0nal Rigk RSKO0013 Action ACTOO01 [target date 20/05./2008)

Fieview standby communications faciiies to zee if more resiience can be built-in,

l [ d Cancel

26/02/2010
14
31/03/2010
30%
0z2/02/2010
B0%

31/03/2009
0%

Rizk M anagement
1: High
Internal Audit
3 Low
Compliance
1: High
Legal

.9_. Linked Items @ Log

Action Ref. ACTO0024

Action State:  Yoided

B f=1[%

aCCelerate

Risk Ref: RSKO0052
Linked Risk: Mane

Residual Severity:
Residual Ann Exp
Rizk Actions: 4 [3

Moderate
:1.500.000 USD
Open)

Originating Event Ref: None

Source: |Legal

Commentary

Progress

Completion %s: £

Personnel:

Pricnity:

Reference:

Cwner: DB& Database Administratar

Momines:  |DEA Database Administrator

Revigwer:

Review Date:

T arget Date:

> ‘

/0242009

03/01/2010

Cost:
50,000

Documents

[Ger =]

m LCloze Window




Risk Events (Basic Flow

ﬂ Accelerate Analyser - Risk Event E]@

File Windows Help aCCelerate

Event Ref: EYT00001 Current State: APPROVED Current Locks: =
Description: Failing to act in its customer's best interests
Total Losses: 459,488 31 USD External Ref: 5

'y ?Faili:g t.o ERATR 1 GUEtERS Gt i) ik Details £ Financials Eommentary @Additional Info
+- 1 Actions

- Loss Enles Event Date: |01/04/2002 e I

=% Comporate Investments

- 5‘5 2 Improper buziness or market practices Recorded By: Database Administrator, DB&  On 10/04/2008 at 16:50:42
Dielete Event 1070472009 16:50:43
E— s 1170472009 14:00:35
. 25/03/2009 121511 b .
ik I EA2008 121835 Enfity: |ENTDDDDI Corporate Investments 7| | Entiy: |ENTDDDDS Deal signing
Unlock Origin o
—— = 270142010 03:37.01 subEntity: | ] | subentity: |
- + & Funds

ik + ﬁ Conrect/mprove Detection Date: | 01 /04/2002

Cloze Event Matifications

Area of Detection Area of Origin

& Description: |Failing to act in its customer's best interests

EErint Egngle Detailed Description:
LEvent Report Morgan Grenfell was fined by the Financial Services Authorty [FSA) for breaching F54 Principles by faling to act in its customer's best interests and failing to manage its conflicts of interests in the course
af a blind bid principle program frade.

The FSA found that Morgan Grenfell commenced proprietary trading in seven of the constituent securities of a client's programme trade, prior to its award, baged on limited information provided ta enable
the firm ta quate far that buziness. The proprietary trading resulted in the clisnt paying more for the pragramme trade than they would atherwize have done.

Thiz financial penalty was imposed in respect of the fim's conduct towards a customer and the management of conflicts of interest in the course of a blind bid principal programme trade in April 2002
which was in breach of F54 Principle 6 and Principle 8. The fim's programme trading desk engaged in trading in some of the component securities of the customer's programme trade between the
provizion of limited information to enable the firm to provide a quote for that trade and the strike time of that trade. The customer paid more than they would othenwize have done for thiz trade due to the
firrn's trading in these securities. The firm had previously caried out programme trades with the customer who wag clagsified by the firm ag an intermediate client. The customer was an experienced fund
mahager with in excess of GBP 30bn funds under management a3 at June 2002, The firmn failzd either to natify the customer in advance that it may trade in the component securities bazed upan the

information supplied by the cust

Personnel:

Approved Date:
e MUY Cwner: | DBA D atabase Administratar

Closed Date: ) —
Nominee: |DBA D atabase Administrator

Revigwer:

Documents E] Review Date:




[ CRAK

Risk Events (Aggregation
B Accelerate Analyser - Risk Event

File ‘windows Help aCCelerate
Event Rel: EVTO0001 Current State: APPROVED Current Locks: E #k

Description: Failing to act in itz customer's best interests
Total Losses: 459 488 31 USD External Ref: L]

J -1 ak EFaiIi:g t.o act i its customer's best interests; 4\ Details £ B Eommentary @Additiunal Info
+- [0 Actions
Amend --% Loss Entitiss
=& Comporate Investments Head Office Currency:  |UISD View Currency:  |USD v
- | =& 2Improper busingss or market practices
Delete E vent = 10/04/2008 16:50:43
— s 11/04/2008 14:00:35 Hard Impact Matrix Soft Impact Matrix
\ = 25032003 121511 )
" o 25/03/200912:18:35 B
Unlack Drigin s 27400 2010 03:37:01 Compensation| Regulatory Fines| Legal Fees| Interest & Charges| Other Total |*
- + @y Funds Actual Loss 0,00 459,148.90  1,449.75 339.13|  0.00 460,937.31
a AE t * E”t’,?':t’:!mp'we Expected Loss 285,000.00 0.00 0,00 000 0,00 0.00
lose Even 4 Matifications
_————— Actual Insurance Recovery 0.00 0.00 0.00 0,00 0.00 0.00
= Expected Insurance Recovery 0.00 0.00 0.00 0.00 0.00 0.00
E%g’:ts'q";g';l Actual Other Recovery 0.00 0,00 1,449.00 0,00 0.00  -1,449.00
_LveEnt hieport
Expected Other Recovery 0.00 0.00 0.00 000 0.00 0.00
Potential Loss 0.00 0.00 0.00 0.00 0.00 0.00
Total 0.00 459,148.90 0.28 339.13 0.00 459,488.31 -
< >

Indirect For Event

Other Indirect| Staff Time| Total i
Actual Loss 0.00 0.00  0.00
Expected Loss 0.00 0.00 0.00
Actual Insurance Recovery 0.00 0.00 0.00
Expected Insurance Recovery 0.00 0.00 0.00
Actual Other Recovery 0.00 0.00 0.00
Expected Other Recovery 0,00 000 0.00
Potential Loss 0.00 0.00) 0.00
Total 0.00 0.00 0.00
Fund Losses 0.00 v

ﬁ Cloge Window




KRI Dashboard

File Import Export  Wiew  Print  Windows Help aCCelerate
— - . Trend alz Shaow Comments
= 4
|.JUL o7 ﬂ |DIVISIDHS j |Dcn::ument Services J Show amaunts in |GBF' j@l 1.0 volatily: [T Threshulds
& KPI: Monthly ] KPI: Year To Date KRI: Key Indicators \
Bsfresh Group |5tatus | Trend |Link |Indicatur | JuL u'.r| JUN 07 MAY 07 3m Avg| —R| | Tar
@R = K.2.2: Temporary skaff {pcent tokal) L] 1} L] L]
R ecalculate R @ K.2.3: Average audit clear up days L] o L] L]
J @R @ K.2.4: BCM untested 1] o 1] 1]
R K.3: Technolo 11 0 0 4
Amend [~ @ @ <
— & R @ k3.1 Key system service exceptions L1} 1] L1} L1}
J @G = b K.3.2: Key system outage costs 1} 0 1} 1}
Mew Month & R @ k. 3.3 Key systemn outage reputation L1} 1] L1} L1}
E Mumber of 0 1] 0 0
Charting T ool @R @ K.3.5: Weighted Business Impact 0.0 0.0 0.0 0.0 98.0 <
— @R 2 K. 3.6 Critical Applications adhering ko Policy 80.0 0.0 0.0 6.7 95.0
[ @ K.3.7: Security breaches and incidents i) 1} i) i)
I= @R = K.4: People 0 1] 0 0
[ @R =) K.5: Fraud 1} 0 1} 1}
I= @R = K.6: Change Execution 0 1] 0 0
[+ @R = K.7: Regulatory Compliance L] 1} L] L]
[ @R @ K.8: Financial Reporting/Budgeting i) 1} i) i)
-
< >
Status R,/C Description Entity -R Targekt +R
K.3.4: Number of Inadequate BCP plans
Commentary: Mo commentary entered for thiz KR E
ll Cloze “windaw




KRI Dashboard Charts
B2 Accelerate Analyser - KI Dashboard =)o)

File Import Export  Wiew Prink  ‘Windows Help aCCelerate

JaM 08 - |Departmenls j Enterprize-wide ¥ Show amounts in Uso - |@ 1.0 Trend 5 &% 11 Show Comment!
| J | J Walatility: x Threshalds
Al |
=5
Befresh Group |Status | Trend |Link |Indicator JAN 08 DEC 07 NDY 07 3m Avg R Target +R| Chart
- oR * C1: Client Satisfaction a ] a ] ]
Recalculate > G f C1.1: Client Complaints 1] 1] 20 7 6 10
@G f C1.2: Average waiting time for telephone 0.00 0.00 0.30 0.10 0.25 2.00
J @G * COY1: Size of fund transfer vs Size of 1] 1] 1] 1] 60
&mend
— eR mp 01: Compliance 1] o 1] o 1]
o - erR 51: Attendance o 0 0 0 0
Hetkany oR 4 S1.1: Skaff Turnover 0.00 0.00 0.60 0.20 0.50 4.00 10.00
E - aR * 52: Satisfaction 1} 0 1} 0 1]
Chatting Tool @G * 52.1: Employer Survey Ranking 1] 1] 1] 1] 20 200%

Accelerate Analyser - Trend Analysis @ s
&Chﬁrt 2{iData

Company wice

55 st TUrNOVER
Employer Survey Ranking
50 Size of fund transfer v Size of Client portfolio

45
40
35

< ¥
30

Walue

Status |R/C |Description |Entity | -R Target +R =

20

C1.1: Client Complaints

a

04/07 0507 0607 07407 0807 09,07 1007 1107 1207 ﬁ
Titnedine

Commentary: Mo commentary entered for this KR

indow

- d|C1.1: Numeric Ind=Mone Ew=5um Decs=0 [Thresholds: , ,, &, 10]

m Close ‘Window




Top rishs and their KRIs

15.2

Risk/Risk Cat Inherent! Loss Loss Elndicato 'Direc“tioné KRI Breakdown - Number per Risk/RiskCat
Risk {NUMBER | VALUE i :
6.2 Business Disruption & System Failures - Internal Tech. Infrg . 2 1.2 L\ 10
3.2 Internal Fraud - Unauthorised Activity 1 0.1 - e
4.1 External Fraud - System Security [ ] P2 1 o3 Q ™ 7 | 3
8.1 Business Process Failures - Account Intake / Acquisition - 7 2.0 < 4
5.2 Financial & Regulatory Reporting - Internal Reporting D 18 3.3 - ¥ 4 I 12
8.4 Business Process Failures - Third Parties | P2 1 os l = 10 | 5
6.3 Business Disruption & System Failures - Internal Non-Tech. D 0 P00 e 4
4.2 External Fraud - Theft - 5 4.8 D L 10 5
7.2 Damage or Loss to Physical Assets - Controllable Events (In - 2 0.0 - ¥ 7 | 3
8.1 Business Process Failures - Account Intake / Acquisition D P 0.0 - ¥ 4 12
1.1 Client/Regulatory obligations - Regulations - 1 1.5 A 10 | 5
8.5 Business Process Failures - Other D 3 1.0 . o~ 10
Other P2 0.3

RISK CATEGORY 2 - INHERENT RISK V5 AVERAGE CONTROLS SCORES

LOSS EVENT DATA FOR THE PERIOD

1.1 Client/Regulatory

obligations -
Regulations
, 16.0
8.5 Business Process
Failures- Other
120

8.4 Business Process
Failures- Third Parties

8.3 Business Process
Failures- Back Office

8.2 Business Process
Failures - Customer

Service
8.1 Business Process

Failures- Account
Intake / Acquisition

e |ntherentRisk

Control

3.1Internal Fraud -
Theft

4.1External Fraud -
System Security

4.2 External Fraud -
Theft

6.2 Business Disruption
& System Failures -
Internal Tech....

6.3 Business Disruption
& System Failures -
Internal Non-Tech....

Data

Risk Event Category

By

MNum Loss

Loss Gross

1. Failure to Meet Client or Regulatory Obligations 12 45,000
2. Failure to Meet Employee Obligations 1 0|
3. Internal Fraud 3 228,064
4, External Fraud 4 1,315,025
5. Financial and Regulatory Reporting Errors a4 10,058,125
6. Business Disruption & System Failures 3 220,367
7. Damage or Loss to Physical Assets of AXP 1 0|
8. Business Process Failures Including Outsourced Processes 13 3,309,074
Grand Total a6 15,175,655
. 120 20
S 18
2
E 510.0 ,’/’ 16
580 14
\ 12
56.0 N 10
/ 8
4.0 ré 5
520 A 4
‘\.//—-—" — ;
500 0
1. Failure to2. Failure to 3. Internal 4. External 5.Financial 6. Business 7. Damage B. Business
Meet Client Meet Fraud Fraud and Disruption& or Lossto Process
or Employee Regulstory System Physical Failures
Regulstory Obligastions Reporting Failures  Assetsof  Including
Obligations Errars AXP Outsourced
Frocesses

Loss Gross

—#—Num Loss



Reports (Parameter selection

B2 Accelerate Analyser - Standard Reports

File ‘Windows Help

oy

aCCeIerété

Accelerale 2.63 - MyCapia

vt te
aCCelerate” oo°

CRO08 Single Risk

Rizsk Ref: RSK00034:Fraudulent fund transfers through SWIFT.
Release of funds through SWIFT: ENT00040

¥ Risk & Control Reports {CRO .}
CROD3 Risks by Goals.rpt

[ CROD4 Risk Log.rpt

CR004 with mod date Risk Log.rpt

CRO05 Risk Categary Chart.rat

I8 CRO0S Single Risk.rpt

CRO10 Contrals Listrpt

[ CRO11 Actions Listrpt

CRO12 Risks by CRR Id.mt

CR013 Risks by Risk Focus.rpt

CR014 Risk Contrals by Contral Focus.rpt

Key Indicator Reports (CR1.__)
Loss Reports (CR2__)
Combined Reports {CR3..)
System Reports (CR4..)
Configuration Reports (CRb5__}
Other (CRn. )

Spooled

Operational Models:

Divizlon Legal Entity Location MegaMajor Process  Micro Procass Minor Procags

Corparate Al Bahraln Funos Transfers Relzase of funds Deal funding
Managemsnt trough SWIFT

Central Risk Description:
Detailed Description: Fraudulent fund transfers through SWIFT. (Causes:Motive 1o embezzle Conseguences Cash loss
Risk Category: F.1. - Internal Fraud, Unauthorised Actvity
Causal Category: MIS. - Hot Set
Personnel: Assessment:
Cwner: OBA Catbase Adminisirasoe Emall Crarmar: M Freq:
Mominas: DEA Database Admin Maxi Review Data: Remind on-
Rizk Is Actlvarr

Revlewar: DBA Databasze Admisisiraser

Latest Risk Assessment: ASMOO100

Parigd End Data: O4-Bep-08 NOT ATTESTED
Commentary:

RAM: MyCapital 23

Impaci{Losa per Evantl INHERENT RESIDUAL

Likgilhood Medium Medlum Low

Ty Once a year Once every 3.33 years
Likglihood Scors:
Impact Score:
Risk Score:

Financial Highc £,000,300 Melie-diurs: 2,800,000 00,330

Financial (Extrame| NiA: D WiA: D N D

Faputation Medium: 0 Medlum: 0 MiA: D

Total Expoaura [USD): 2,600,000
Ann. Exposure jUSD): 2,500,000

Savarity:

Awerage Confrol Deslgn: 2.0 Avarags Confrol Parformanca: 3.0 Average Confrol Score: 6.0

Goals:




[ CRAK

[T ——

aCCelerat

RSKDDITE OQFI Opersting mode! - usage of 3rd parly Cuoia

RSKDDZTO  MC China Ltd CONract renewa

REKDOZT1 Succession planning

REKDD10E Poor quallty dat3 (BPFS)

-

RSKDD344 Dependancy on key peopie - Risk & compllance.

REKDOILI  INaDIIRY t0 KESD UD WITN CIDILN IORqUACY TImEworks

RSKODOSO Loss of chant in hadge funds - manufasiunng

*

RSKDD2cs proporiion of revenue fom China Sroducts

RSKOU2ST  QFI COUNtEparty Sxposurne

iiiiiiilll

RSKDOOZE Dealing amor

-

o of flisas

Printed by: DBA Database Administrator on 08/11/2008 10:45:31




xample of Dashboard Reporting

Comoanyy Narme v 009 verson 1om 2atabase - will be overariien Dy apoicaton

.D=.
aCCelerate go°

CR066 Goal Performance(DD)
Data for DBA Database AdmINISIrator's Permissions aters D82 Datatase Admnaialor At Sermuiann 10 wenw

e By Resduel Risk Asses

Pridralie prog Y ade g

loctease revenees Yoo L200m o
2004 %0 (299 n 7997

2-To achieve %9 Rtveryefy cur cheot Dave prodiect
oferingd & mardhel oreerade
LR S0 of D maal xaluabie
et anaatorer? Marshaes
Tt ST AL

The Chacily o prpwede $Y Megs

o pewd ! ~t
oo srw) Ve ) glanmng

T aatiewn 1% share of UK
a0

coRots by the end of
e

2100 J SMDInN Pl
1 Profealse grop

2S00t ARAIRITCH Mt xEys
TR Y

Ot 3
Oty 3

Grpd Create one of 1

Grp 3 Diversdy owr ¢

‘ B Risk B Control

verert Rab -

Frinded by CEA Database Adminestrator on 26-Mar 07



B Accelerate Analyser - Workflow Diary

File Day ‘Windows Help

# 4 Jan 2010
on Tue “Wed Thu Fn Sat

1
4 &5 B 7 @
n 12 13 14
| 19 20 A
2 27 28 29
1
Today: Tuezday 26 January 2010

Selection Criteria | E-mails

2]

Workflow Diary

aCCelerate

B | Mamines equal to

|DB#—'« Databaze Administratar

A\ Risks

4k Risk Events

13 Actions

¥ Risk Cortrals

£ Dashboard Thresholds
CI Memos

E-Mail Status:

E-mail Trigger: [0 | w days

Refresh

Tue 26 Jan
Wed 27 Jan
Thu 28 Jan
Fri 29 Jan
Sat 30 Jan
sun 31 Jan
ton 01 Feh
Tue 02 Feb
Wed 03 Feb
Thu 04 Feb
Fri 05 Feh
Sat 05 Feh
=un 07 Feh
ton 05 Feh
Tue 09 Feb
Wed 10 Feb
Thu 11 Feh
Fri12Feh
et 13 Feh
=un 14 Feh
ton 15 Feh

CTRO0O026/R5K00032 Dual Contral
CTRO00D2E/R5K00092 Dual Contral

RSKO003Z Failure to present/present ...

R5KO009Z Failure to present/prezent ... CTROD08E/RSKI0092 Dual Contral

ACTO0020/RSK00092 Improve communication ines between Deal Funding ar...

ACTO0020/RSK00092 Improve communication ines between Deal Funding ar...

Tuesday 26 January 2010

o« CTRO0086/R5K00032 Dual Cantral

o ASKO0032 Failure to present/present accurately deal information

Failure to prezent/present accurately deal information;Cauzes: Enars/...

Right-click on item to set email status

l Jgdd tema ltem l lEgpnrt ﬁ.ppointmentsl 2 ltems




Risk culture is sponsored from
the top and cascaded throughout the
organization

Comprehensive risk assessment
performed to identify all risks —

responsibility for risk coverage is
clearly defined

Gaps in risk coverage are identified

Common risk management
technology platform aligns all risk
functions

Risk reporting is provided to

Perform
Better

Risk overlaps and redundancies
are rationalized or eliminated

Risk coverage focused on high
priority risks versus low
risk areas

Technology and knowledge
management is leveraged to
improve productivity

Proficient resources minimize
the time required to assess,
test and report risks

Technology can improve ERM: -

Protect
Better

Risk functions provides confidence
to take risk as opposed to avoid risk

Risk provides process improvement
suggestions to improve security,
privacy, availability

Risk function provides identification
of risks and assists
in determining boundaries

Risk function contributes to
oversight and ongoing assessment
of the most strategic initiatives
(e.g., new systems, acquisition

stakeholders to support decisions and integration, etc.)

enable performance

Dvaww Gaps in
& Yoy progranme
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