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Introduction and 
Background



Natural Operational

Socio-
Political

Others

Your Business:
► People 
► Technology
► Site
► Utility

► Arson
► Accidental/Deliberate Fire incidents
► Hardware Failure (Mechanical)
► External Power Failure
► Transmission failure
► Unavailability of Vendors/suppliers
► Software failure
► Loss of water supply
► Loss of records or data

► Act of sabotage
► Cyber crime
► Mass absence/strikes
► Contamination and environmental hazards
► Health Hazards
► Labour disputes/Industrial action
► Oil spillage

► Earthquake
► Flood

► Epidemic/Pandemic
► Heavy Rains
► Heat Waves
► Lightning/Cloud burst

► Political Unrest
► Neighbourhood Hazards
► Acts of Terrorism
► Workplace violence
► Regulatory / Governmental Actions
► Act of war
► Legal/Compliance issues

Disasters do happen.. Threats are real..



…and they impact various aspects of an Organization...

Data Loss Loss of 
communication

Loss of 
supplier/vendor 

Reputational 
damage

Loss of Stakeholder 
confidence 

Loss of 
market share

Unavailability of data and 
personnel
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Focusing on the foundations of enterprise resilience to enhance enterprise agility 
in response to unforeseen challenges and disruptions arising today

Supply Chain 
and Global 

Trade

Insurance and 
Financial 
Recovery

Technology 
and 

Cybersecurity

Government
and Public 

Policy

Employee 
Health and
Wellbeing

Customer 
Safety and

Brand
Protection

Talent and 
Workforce

Risk 
Management

Financial and
Investor

COVID-19 is currently disrupting 
enterprise operations across the 
globe. Building confidence and 
trust will be a critical differentiator 
as organisations respond to and 
rise from global disruption. 

Whilst a global pandemic is a 
unique challenge, organizations 
can identify, assess, and effectively 
respond to pandemic related risks 
using well established enterprise 
resilience frameworks.

A pandemic can result 
in possible staff 
absenteeism exceeding

40%
for extended and 
sequential periods

Gartner

A pandemic is not a 
one-time event, 
and periods of 
illnesses may come 
in 2 or 3 waves 
anywhere from 3 to 
12 months apart.

The total duration 
of a pandemic is 
likely to be 12 to 
18 months.

Pandemic Resilience

Leadership and
Communication

A quick look at COVID-19
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Evolution of Business Continuity Management

Covers business requirements, 
minimal management process

BCP with verifiable 
management process

DRP Focused on IT/Network

BCP

BCM

C
o
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si

ve
n
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s

Effort

Business Resilience 

1
Market Leader

Value mindset

► Focus is on creating business value rather than

compliance, regulations or technological failure

► Prevention and recovery are dealt with

Auditing mindset

► Increased focus on the protection of business activities, mainly driven by

external regulation

► Complex causes of business disruption are identified and understood

Technology mindset

► Basic disaster recovery approach focused purely on the technical

aspect of recovering from disasters

► Assumed that disaster recovery should focus on technology aspects
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The Key Elements of 
Business Continuity 
Management 



What is Business Continuity?

The ability and readiness to combat identified business disruptive incidents to 
ensure continuity of Time Critical Business Processes at an Acceptable level and 
limit the impact of the  unavailability of People, Site, Technology, Suppliers and 
Vital Records on the processes.
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Business Continuity Management (ISO 22301:2012)

What is BCM?

The ability and readiness to combat 
identified disasters to ensure continuity 
of critical business processes at an 
acceptable level and limit the impact of 
the  disaster on people, processes and 
infrastructure. 

• Business Continuity Management ( as per ISO 22301:2012 ) :

Holistic management process that identifies potential threats 
to an organization and the impacts to business operations 
those threats, if realized, might cause, and which provides a 
framework for building organizational resilience with the 
capability for an effective response that safeguards the 
interests of its key stakeholders, reputation, brand and value-
creating activities.

• Business Continuity Management System (as per ISO 
22301:2012 ) :

Part of the overall management system that establishes, 
implements, operates, monitors, reviews, maintains and 
improves business continuity

NOTE The management system includes organizational 
structure, policies, planning activities, responsibilities, 
procedures, processes and resources.
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Why Business Continuity?
Key Pillars of the Organization

Data

Organization Vision / 

Mission / Mandate

T
e
c
h
n
o
lo

g
y

/ 
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y
s
te

m
s

▪ Core 
Business 
Systems 
e.g. ERP, 
Core  
Business 
Systems

▪ Local Area 
Networks

▪ Communicat
ion Systems 
e.g. Email, 
Telephony 
Windows 
Applications

▪ Infrastructu
re

P
ro

c
e
s
s
e
s

How the 

organization 

operates, the 

process flow 

ensuring the 

organization’s 

mandate is 

fulfilled.

P
e
o
p
le

Human 

Resources that  

work on 

Processes, 

technology and 

data to 

produce 

outputs.

Some aspects of 
the key 

organization pillars 
are managed by 

key vendors/ third 
party entities 

which also need to 
be considered.
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Organization’s Products 

and Services

Customer 

Expectations

Disaster

Business As Usual

Customer 

Expectations

Crisis

Service Equilibrium requires 

Business Continuity

Business
Processes

People

Technology

Why Business Continuity?

Customer 
expectations 

remain unchanged 
in case of crisis. 
Hence, business 

continuity is 
required to ensure 

resilience in key 
pillars like 

technology, people, 
site, utilities etc.
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Study shows…

Disasters can 

43%
of businesses72%

of all businesses

93%
of businesses

Significantly
impact

A business
Impacted by disaster

never re-open
Impacted by disaster

do not exist within 
3 yrs of the disaster

that suffer a significant 
data loss are out of 
business in 5 years.

1The US Bureau of Labor
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Time

L
e

v
e

l 
o

f 
b

u
s
in

e
s
s

Critical recovery 
point

Fully tested 

effective BCM

No BCM –

‘lucky’ escape

No BCM – likely 

outcome

Why Business Continuity?
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Are you Prepared? 

If your organization was impacted by a disaster right now, what 
would happen? In the case of COVID-19 what is happening?

Which teams are trained to RESPOND and RECOVER to any crisis, 
emergency incident, or disaster? 

Do you have your BUSINESS CONTINUITY PLANS DOCUMENTED?

What group(s) have responsibility for crisis response, business 
continuity, IT disaster recovery, and/or organizational resilience?

How are these groups working together? 
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A Phased Approach to 
Business Continuity 
Management 



Phase 1:

Phase 2:

Phase 3:

Phase 4:

Phase 5:

Understanding the 
context  of the 
organization

Risk Assessment & 
Business Impact 
Analysis

Recovery Strategies

Business Continuity 
Plans Development and 
Implementation

Plan 
Validation and 
Testing

Business Continuity Management is a continuous assessment and review program (not a one time project).

Key Phases of BCM 



Phase 1: Understanding the context of the organization

▪ Organization

▪ Stakeholders

▪ Product & Services

▪ Processes and Tools

▪ Business Locations

This phase is very 
Critical as it sets the 
stage for the other 
phases. By 
understanding the 
business, the risks 
that should be 
considered become 
clearer as the plans 
are being developed
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Phase 2: Risk Assessment and Business Impact Analysis

What are the priorities for recovery 

and why? 

What can cause a recovery failure?

Outcomes:

► Prioritize recovery of business 

activities 

► Identify dependencies

► Determine systems/applications 

Recovery Time/Point Objectives

► Identify and manage risks to 

recovery capabilities

Likelihood or probability of a specific event

Impact that event will have, direct and 
indirect 

Preparedness for that event

Accept 

Eliminate 

Transfer 

Mitigate 

How do I know 
which risks to focus on?

What do I do about risk? 

Staff 
Unavailability 

Unavailability 
of Data

Safety and 
Security of 
Physical Sites

Single Points of 
Failure

Application 
OutageThreats?

Likelihood?

Impact?

Key Questions:
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Phase 3: Developing Recovery Strategies

Outcomes:

►Determine recovery 

requirements

►Develop response 

and recovery 

strategy for: 

1.Building Outage

2.System Outage

3.Regional Disaster

4.Pandemic

What is needed in 

order to recover?

Key Question:

Some Key Factors to Consider:

Facility
Applications

Business Process

Vital Records

Security

Procedures
People

Third Parties

Equipment

Time is 
Money!!!! 

▪ Short recovery times cost more money
▪ Longer recovery times cost less money
▪ Continuous, redundant operations require 

changes to production environment and money
▪ RTO: Recovery time objective
▪ MAO: Maximum acceptable outage
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Phase 4: Business Continuity Plans Development & Implementation

Outcomes:

►Document/Integrate 

Plans

1.Crisis Management 

Plans

2.Business Recovery 

Plans

3.Technology Disaster 

Recovery Plans 

4.Incident Response 

Plans

►Integrate with Key 

Stakeholders’ Plans

How do we recover?

Key Question: Crisis Management Plan

• Incident response structure;

• Emergency response and escalation matrix;

• Defines pre-crisis, during crisis and return to normal scenarios;

• Identification of interested parties;

• Communication and crisis management responsibilities.

IT Disaster Recovery Plan

• Incident Lifecycle;

• IT failure recovery steps as per different incident scenarios;

• Define and list of dependencies and enablers; and

• Defines pre-crisis, during crisis and return to normal scenarios.

Business Process Recovery Plan

• Steps to be performed for pre-crisis preparation;

• Defines priority of recovery for the activities/ processes;

• Step-by-step procedures against recovery strategies; and

• List of vital records/Resources.

BCM plans are one stop 
documents, which 
need to be followed in 
the event of a disaster. 
Functional/Process 
Business Continuity 
Plan;

 Crisis Management;

 IT Disaster Recovery 

Plan (ITDR Plan); 

and 

 Business Process 

Recovery Plan.
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Phase 5: Plans Validation and Testing

Will this plan really work?

Outcomes:

►Train teams on plans

►Conduct exercises 

►Provide ongoing exercise 

and maintenance capability

►Institute a BCM Monitoring 

Program

Key Question:

Maintain 
exercise 
schedule 



Phase 5: Training and Awareness

Awareness and an understanding about responsibility is the key factor to attain
success. Conducting stringent and more in-depth training sessions will ensure that the
stakeholders are aware of their responsibilities and possess in-depth knowledge of
their domain. The following practices can be adopted to conduct effective learning
sessions, in order to achieve 100% training and awareness metrics.

Conduct training 
sessions with 
reference materials 
so that trainees can 
refer the same for 
better 
understanding.

Sessions should be 
conducted in an 
interactive manner 
focussing 
participation of the 
trainees in the 
training.

In-between 
assessments should 
be performed to 
make the learning 
easier and 
motivating. Also, it 
will ensure maximum 
coverage of the 
Program

Final assessment 
Should be conducted 
on scenario based 
questions to build up 
decision making 
capability and 
confidence of the 
stakeholders.

Reference 
materials

Interactive 
sessions

Progressive 
assessment

Scenario based 
final assessments
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Phase 5: Monitoring Program - Keeping BCM alive

• Periodically Review and analyse the
pre-defined metrics and KPIs for BCM
effectiveness measurement

• Periodically Provide inputs in terms
of addition of new KPIs and / or
optimizing the pre-defined KPIs in
order to ensure that measurement of
BCM program effectiveness is
accurate to a large degree and that
appropriate and timely actions can be
taken to make necessary
improvements

Initial Defined Managed Optimized

Ensuring that the BCM program undergoes year on year 
improvement
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The Bigger Picture -
Business Resilience



Business 
Resilience 

Within each resilience quadrant, successful organisations need to consider their 
ability to actively manage resilience through identifying the issues, and building
the flexibility to adapt should circumstances change beyond their control.

Stakeholder Resilience: Identification of and active 
engagement with the broad base of material stakeholders of 
the organisation based on a clear understanding of their
agenda and ability to articulate a robust strategy for the 
business. 

Operational Resilience: The flexibility in operational 
capacity to adapt to rapid shocks and longer term
changes whilst continuing to effectively execute the 
business strategy.

Market  Resilience: A clear understanding 
of current and future dynamics in the 
market and the ability to positively react to 
evolving trends to protect and enhance 
value. 

Capital Resilience: 
Appropriate capital 
structure  and liquidity 
to provide flexibility to 
allow the execution of 
the strategy and 
react to business risks. 

Business Resilience Framework

We have identified four key pillars of business resilience, which are vital to protecting and enhancing an organization's value and providing a 
broad framework to effectively consider resilience across the organisation
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Resilience characterises 
how well an individual or 
organisation sustains its 
performance pre, during 
and post disruption. 
Having plans on how to 
operate during disruption, 
acting on those plans, and 
reporting on performance 
of those actions are the 
foundation elements of 
Resilience. This maturity 
scale rates an 
organisation’s execution 
of those foundation 
elements. 

Nascent

Inconsistent

Defined

Managed

Optimised

Resilience is continuously 
improved for sustainability

Resilience is 
measured and 
managed

Resilience processes 
and technology are 
documented, then 
consistently 
executed 

Resilience is 
intermittently 
considered and 
executed

Resilience is not 
considered 

Assessing Business Resilience Maturity
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The Next Steps and Key 
Takeaways



Next Steps:
Review and Enhance your BCM framework to achieve resilience

Update recovery plans to consider:

• Changes in recovery priorities
• Up-to-date vendor contacts
• Staffing changes
• lessons learned from any disruptions experienced

Enhance testing and exercises:

• Test backup mechanisms (DG/ 
UPS)

• Update test scripts post 
changes to technology infra

• Test notification procedures
• Examine test performance 

against set objectives

People focus:
• Communicate to staff about 

their BCM responsibilities
• Update company directory to 

reflect new staff 
personal/emergency contact 
information

An updated BCM 
framework is 

critical to fortify
your business 

during this 
Pandemic and 

any other 
emergency

Key areas for
consideration…

…to ensure the framework is 
updated and understood by all 

who need to implement and 
follow
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Next Steps:
Review and Enhance your BCM framework to achieve resilience

An updated BCM 
framework is 

critical to fortify
your business 

during this 
Pandemic and 

any other 
emergency

Key areas for
consideration…

…to ensure the framework is 
updated and understood by all 

who need to implement and 
follow

Business Impact Analysis alignment to 
changes in:

• business functions and business 
processes

• internal & external dependencies
• required technologies
• required vital records
• other minimum operating requirements

Update risk assessment methodology to:

• The Changing risk landscape
• Threats imposed by new technologies
• Changing risk appetite of the company

Business continuity policy alignment to 
organization’s overall business strategy 
and objectives



Business Continuity Management:

► Is a process that mitigates and/or reduces risks 

► Is a process that touches every part of the organization and is not a one time project

► Is woven into the fabric of the organization's  business culture

► Is integrated through every part of the business

► Is a requirement to continue business in case of a disruption of any kind (its not just a nice to have)

► Everyone should know what to do both before, during, and after an incident

► Integration is key to the success of the BCM program

► Board of Directors and Senior Management Support and Commitment is Key to ensure success 

► It is not a One-Off Process, the program should be kept alive through the monitoring program, tests and 
trainings 

Summary and Key Take Aways:

Page 31



In Conclusion:


