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The New Normal
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Business Continuity

definition
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What is Business Continuity?

‘Capability of an organization to continue the
delivery of products and services within
acceptable timeframes at predefined capacity
during a disruption.’
ISO 22301:2019, Clause 3.3

[nvolves;

= A culture of building resilience against
disruptions to business operations.

» Ability to restart critical operations in a
timely manner after a disruption.



Organization Resilience
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Emergency Response Recovery / Restoration

&

Capability

Time
Proactive BCM Activities Reactive BCM Activities Proactive BCM Activities
P
Prevention and Preparedness Response, > Prevention and Preparedness
Risk Avoidance / Mitigation / Acceptance Recovery & Restoration Risk Avoidance / Mitigation / Acceptance
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Business Continuity Policy
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Roles
Policy Objectives Responsibilities Scope
and Authorities
e Overall e Details what e Answers the * Boundaries of
Commitment you aspire to question who the Business
Statement achieve will do what Continuity
e Answers the Plan

question why




Business Impact Assessment
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Business Impact Assessment

IMPACT

Cumulative Impact

Possible point in time at which organization
decides that impacts would be unacceptable

Contractual Penaltes
Finanial Loss
I Reguistory Fines

B Reputation

Minutes Hour Hours Day Days Week Weeks

 impact over time in

case of unavailability
of the critical
activities.

% ldentify and analyze

the critical activities of
the organization.

&N

Headlight

Lorem ipsum dolor sit
amet, consectetuer
adipiscing elit, sed diam
nonummy nibh
euismod tincidunt ut
laoreet dolore magna.

et

Engine

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit, sed diam
nonummy nibh euismod tincidunt ut
laoreet dolore magna aliquam erat
volutpat.

# Starter

Lorem ipsum dolor sit
amet, consectetuer
adipiscing elit, sed
diam nonummy
nibh euismod
tincidunt ut
laoreet dolore.

Lorem ipsum dolor sit amet, consectetuer adipiscing
elit, sed diam nonummy nibh euismod tincidunt.

&

*

¢ Sparkplug
Lorem ipsum dolor sit amet,
consectetuer adipiscing elit, sed diam.

Radiator

Sed diam nonummy nibh euismod
tincidunt ut laoreet dolore magna.

. Transmission

Tincidunt ut laoreet dolore magna
aliquam erat volutpat.

Steering wheel

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit, sed
diam nonummy nibh euismod
tincidunt

Control
panel

Lorem ipsum dolor sit
amet, consectetuer
adipiscing elit, sed diam
nonummy nibh
euismod tincidunt

volutpat

[ 4 # Seats

Lorem ipsum
dolor sit amet,
consectetuer

adipiscing elit.

Car
glass

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit, sed diam
nonummy nibh euismod tincidunt ut
laoreet dolore magna aliquam

Brake

Car wheel

Lorem ipsum dolor sit amet, consectetuer
adipiscing elit, sed diam nonummy nibh euismod
tincidunt ut laoreet dolore magna aliquam erat
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Doors

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit, sed
diam nonummy nibh euismod
tincidunt ut laoreet dolore magna.

Fuel
tank

Lorem ipsum dolor sit
amet, consectetuer
adipiscing elit, sed diam
nonummy nibh
euismod tincidunt ut
laoreet dolore

Exhaust

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit, sed
diam nonummy nibh euismod
tincidunt ut laoreet dolore magna
aliquam erat volutpat

sed diam nonummy nibh euismod tincidunt ut laoreet
dolore magna aliquam erat volutpat

Shock absorber

A4
3 3
3
b: s 3 Lorem ipsum dolor sit amet, consectetuer adipiscing
j; j‘ elit, sed diam nonummy nibh euismod tincidunt ut
-

laoreet dolore magna aliquam erat volutpat.

Lorem ipsum dolor sit amet, consectetuer adipiscing elit,

Chassis

Lorem ipsum dolor sit amet,
consectetuer adipiscing elit, sed
diam nonummy nibh euismod
tincidunt ut laoreet dolore magna
aliquam erat volutpat



Business Impact Assessment

outputs
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Requirements
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Delivery Requirementsf§  to justify BC

& priorities requirements

Identify Determine
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« Employee Unavailability

» Cyber Security

» Unavailability of
systems

» Equipment failure

* Third-Party
Unavailability
* Natural Hazards Operation

al Risk

4 Quadrants

) Financial =
€0)
of Business Risk Ifg

Risk

» Customer/Industry » Cost of Capital

Changes » Market Risk
» Competition » Bank failure



Strategy Selection x

5. Train, test and 1. Risk
maintain Assessment

4. Plan
Development

3. Strategy
Selection



Strategy Selection
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Business Impact Business Continuity

Assessment Risk Scenarios Strateqy |

G ———————————————————

Process 1

Process 2 Unavailability of People

Disaster Recovery, Backups, incident
management

Unavailability of Systems

Succession planning ,Health and safety
planning, Job rotation and reskilling,
outsourcing

Remote working, alternate site,

Unavailability of Building

leEsss < reciprocal arrangements,
o _ Supplier redundancy, SLA monitoring
Process 4 Unavailability of Suppliers and enforcement,

=L B CUSETEDS Customer and product diversification

Process 5

]

Business Continuity Strategy Enablement




Plan Development x

+* Execute the strategies
that have been
identified.

5. Train, test and 1. Business
maintain Impact Analysis

4. Plan
Development

3. Strategy
Selection



Plan Development
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¢ |nvoke the crisis

* Emergency management plan in
Evacuation and response to the
Response impact

e Event driven :
response Emergency “ e Event escalation

p - Crisis response
: & Incident y,
o Cyber Security Managemen
Incident Response t Plan
\—Response Plan Plans
Function Technology
Business Disaster
Continuity Recovery
r N
MES Plans
e Manual procedures » Redundancy for our
« Alternative locations Key systems
e Technology driven
. J




Exercising and Testing x

5. Train, test and
maintain

1. Business
Impact Analysis

4. Plan
Development

3. Strategy
Selection



Exercising and Testing

fhac i

STEP 1 STEP 2 STEP 3 STEP 4
Plan Activities Develop Conduct the Debrief and
exercise exercise post exercise

objectives and report

scope



Exercising and Testing

Measurement
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( A
Actual execution of predetrmined tasks versus planned
. J
a4 )
Amount of work performed versus planned
G J
 Quantity of trasactions performed with success versus A
Number
_planned )
- (Precision of the data input at the standby facility compared )
Precision
_to normal vs planned )

[dentification of mistakes and ommissions

Recommendations

What needs to be implemented to improve the disaster ]

recovery plan




Key Focus areas for Your

Restoration Planning x

1. Employees
2. Work Area

3. Business Development

/Customer

=N 4. Finance and Stress Testing

5.1T /Tech

6. Supply Chain



Employees
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Issue How to React

1. Employee Review and Re-examine your Business Impact Analysis

RS INTUR I EVaYalte il Review and examine work area specifics (Home, Other
Branches, Head Office)

Review and analyse the need to review to your ¢
arrangements (Shift working etc)
Succession Planning
Redundancy planning

2. Employee Analyse transportation needs
Welfare and Analyse staff mental-health needs
Support Family responsibility

Travel policies

Control the communication
Ensure only trusted and verified information is b
circulated to staff

5. Productivity Support managers in redefining and monitoring staff to €
productivity
Do more with less




Health and Safety

Issue

1. Sanitaion

2. Health and
Safety

4. Incident
Management

5. Stigma

How to React

Enhance sanitation measures

Screening and detection procedures
Work area social distance needs

Communicate enhanced saniation measures
Communicate reporting requirements

How to handle suspected sick cases at the workplace
Contact tracing at the workplace

Liaising with authorities for testing

Tracking recovery and back to work procedures
Fumigation procedures

Manging stigma for COVID patients
Reintergration to the workplace
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Customer

Issue

1. Immediate
customer needs

2. Medium to

long term

stabilization

How to React

Analyse immediate needs
Communicate new ways of working
Re-assure

Keep customer close

Analyse longer term or changing needs
Re-evaluate strategy

Innovate to survive

Minimum viable products

Communicate to customers on new products and ways of
working

Collect and analyse customer feedback

Re-work and improve
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Customers
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HUMAN RESOURCE IN
BUSINESS CONTINUITY
EXCELLENCE

m ONLINE INSTRUCTOR g Ksh. 2000
e LED TRAINING

)

Target Audience, HR Managers, HR Officers, Admin
Officers, Persons interested in Business Continuity

E

Paybill: 600100
Acc. No. 0100004443308

For more information:
training@sentinelafrica.co.ke
WhatsApp: +254 715484888

** A certificate of attendance will be provided



Finance stress testing
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Issue How to React

1. Statutory Review and analyse statutory obligations
Obligations Cash-flow planning

ST M e e [dentify scenarios
Liquidity Analyse aariables that will affect cost or revenue

Analysiss Model cash flow, Profit an Loss, balance sheet
Analys possible breach of covenants
I[dentify trigger based moves to stabilise organisation

Review budgets for cost reduction, cost optimization
Analyse budget for new requirements bought on by Crisis

Planning




Finance and stress testing

LOAN
DEFERRAL




[T/Tech

Issue

1. Working Tools

2.Cybersecurity

4. Enhanced

Monitoring

5. 1T and Digital
strategy

How to React

Laptops (Consider BYOD)
Printing and binding
ETR/Tax machines

Bandwidth Requirements
Training and awareness
Remote working basics
Confidentiality of information

Backups of data
Disaster recovery tests

Redundant ISPs

Security incident management
Suspicious activity monitoring
Dashboard and Management reports

Document an IT strategy
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[T/Tech
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LOG
MANAGEMENT

I%g I<n Be4 -

SECURITY Test Over 19 Infection Scenarios Now
%

SERVICES

NETWORK & ENDPOINT
PROTECTION




Supply Chain

Issue

1. Critical
Suppliers

2. Immediate

Stabilization

How to React

Analyse your critical suppliers (tier 1,2,3)
Supplier Inventory levels

Effect of the crisis on critical supplier
Communication and assurances

[nventory review

Stock planning

Ration critical parts
Deferment of obligations
Support supplier restart
Evaluate alternatives

Analyse and onboard alternatives
Solve for cash
Drive resilience
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Supply Chain

Flexible

e PAYMENT PLANS
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Supply Chain
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Six strategies for supply
chainresilience

‘@

Platform,
Manufacturing Supply product
network —> chain “— or plant

diversification resilience harmonization

/N

Inventory

and capacity Ecosystem

buffers partnerships

gartner.com/SmarterWithGartner

Gartner



Key Takeaway and next steps

' Sentinel Africa
Risk Management Consultants

dd There are

opportunities even
in the most difficult
moments

Wangari Maathai
@O ® ® 3 ‘




Thank You

[ CPAK

Uphold Public Interest

Stella Makona Simiyu, Chief Operating
Officer
Sentinel Africa Consulting
Cell : +254 20 2484888

Email: info@sentinelafrica.co.ke

www.sentinelafrica.co.ke
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