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Resilience definition



Business Continuity 
definition

‘Capability of an organization to continue the 
delivery of products and services within 

acceptable timeframes at predefined capacity 
during a disruption.’

ISO 22301:2019, Clause 3.3

Involves;

§ A culture of building resilience against 
disruptions to business operations.  

§ Ability to restart critical operations in a 
timely manner after a disruption.

What is Business Continuity?
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Business Continuity Policy
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Business Impact Assessment
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v impact over time in 
case of unavailability 
of the critical 
activities.

v Identify and analyze 
the critical activities of 
the organization.
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Business Continuity Risk 
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Operation
al Risk

Financial 
Risk

Strategic 
Risk

Hazard 
Risk

• Cyber Security 
• Unavailability of 

systems
• Equipment failure

• Cost of Capital
• Market Risk
• Bank failure

• Customer/Industry 
Changes

• Competition

• Employee Unavailability
• Third-Party 

Unavailability
• Natural Hazards

4 Quadrants 
of Business 

Risk



Strategy Selection

Train, Test 
& Maintain

Risk 
Assessmen
t

Business 
Impact 
Analysis

Plan 
Development

Strategy 
Selection

1. Risk 
Assessment

2. Business 
Impact Analysis

4. Plan 
Development

5. Train, test and 
maintain

3. Strategy 
Selection



Strategy Selection
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Assessment Risk Scenarios Business Continuity

Strategy

Process 3

Process 2

Process 1

Process 4

Process 5

Unavailability of Building

Unavailability of People

Unavailability of Systems

Unavailability of Suppliers

Unavailability of Customers

Business Continuity Strategy Enablement

Remote working, alternate site, 
reciprocal arrangements, 

Succession planning ,Health and safety 
planning, Job rotation and reskilling, 

outsourcing

Disaster Recovery, Backups, incident 
management

Supplier redundancy, SLA monitoring 
and enforcement, 

Customer and product diversification
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Plan Development
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• Redundancy for our 
Key systems

• Technology driven

• Manual procedures
• Alternative locations

• Invoke the crisis 
management plan in 
response to the 
impact

• Event escalation      
response  

• Emergency 
Evacuation and 
Response

• Event driven 
response

• Cyber Security 
Incident 
Response Plan
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Plans
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Function 
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Exercising and Testing

Train, Test 
& Maintain

Risk 
Assessmen
t

Business 
Impact 
Analysis

Plan 
Development

Strategy 
Selection

STEP 1
Plan Activities

STEP 2
Develop 
exercise 

objectives and 
scope

STEP 3
Conduct the 
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Time

Amount

Number

Precision

Lessons Learnt

Recommendations

Actual execution of predetrmined tasks versus planned

Amount of work performed versus planned

Quantity of trasactions performed with success versus 
planned
Precision of the data input at the standby facility compared 
to normal vs planned

Identification of mistakes and ommissions

What needs to be implemented to improve the disaster 
recovery plan



Key Focus areas for Your 
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Employees
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Issue How to React

1. Employee 
resource planning

Review and Re-examine your Business Impact Analysis
Review and examine work area specifics (Home, Other 
Branches, Head Office)
Review and analyse the need  to review to your current work 
arrangements (Shift working etc)
Succession Planning
Redundancy planning

2. Employee 
Welfare and 
Support

Analyse transportation needs
Analyse staff mental-health needs
Family responsibility
Travel policies

3. Communication Control the communication
Ensure only trusted and verified information is being 
circulated to staff

5. Productivity Support managers in redefining and monitoring staff to ensure 
productivity
Do more with less 



Health and Safety
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Issue How to React

1. Sanitaion Enhance sanitation measures

2. Health and 
Safety

Screening and detection procedures
Work area social distance needs

3. Awareness Communicate enhanced saniation measures
Communicate reporting requirements

4. Incident 
Management

How to handle suspected sick cases at the workplace
Contact tracing at the workplace
Liaising with authorities for testing
Tracking recovery and back to work procedures
Fumigation procedures

5. Stigma Manging stigma for COVID patients
Reintergration to the workplace



Zoho Back to Work
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Customer
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Issue How to React

1. Immediate 
customer needs

Analyse immediate needs
Communicate new ways of working
Re-assure
Keep customer close

2. Medium to 
long term 
stabilization

Analyse longer term or changing needs
Re-evaluate strategy
Innovate to survive 
Minimum viable products

3.Communicatio
n and awareness

Communicate to customers on new products and ways of 
working
Collect and analyse customer feedback
Re-work and improve
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Finance stress testing

Train, Test 
& Maintain

Risk 
Assessmen
t

Plan 
Development

Issue How to React

1. Statutory 
Obligations

Review and analyse statutory obligations
Cash-flow planning

2. Stress Test and 
Liquidity 
Analysiss

Identify scenarios
Analyse aariables that will affect cost or revenue
Model cash flow, Profit an Loss, balance sheet
Analys possible breach of covenants
Identify trigger based moves to stabilise organisation

3. Budgeting Review budgets for cost reduction, cost optimization
Analyse budget for new requirements bought on by Crisis 
Planning
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IT/Tech 

Train, Test 
& Maintain

Risk 
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1. Working Tools Laptops (Consider BYOD)
Printing and binding
ETR/Tax machines

2.Cybersecurity Bandwidth Requirements
Training and awareness
Remote working basics
Confidentiality of information

3. Business 
Continuity

Backups of data
Disaster recovery tests
Redundant ISPs

4. Enhanced 
Monitoring

Security incident management
Suspicious activity monitoring
Dashboard and Management reports

5. IT  and Digital 
strategy 

Document an IT strategy 
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Supply Chain
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1. Critical 
Suppliers

Analyse your critical suppliers (tier 1,2,3)
Supplier Inventory levels
Effect of the crisis on critical supplier 
Communication and assurances

2. Immediate 
Stabilization

Inventory review
Stock planning
Ration critical parts
Deferment of obligations
Support supplier restart
Evaluate alternatives

3. Long Term 
Stabilization

Analyse and onboard alternatives
Solve for cash
Drive resilience
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Key Takeaway and next steps
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