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Important message:

The contents in this presentation is the proprietary information of Seven 

Levers LLP. This presentation has been prepared for the sole use of the 

participants of the ICPAK ERM Conference. The details included in this 

presentation shall not be disclosed to any other party, used or be duplicated 

for any other purpose without the written consent of Seven Levers LLP. 

This confidentiality clause applies to all pages and contents included in this 

presentation.
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Introductions – Bernard Kiore

Name: Bernard Kiore

Organization: Seven Levers LLP - Management Consulting and Risk 
Assurance Services

Position: Director, Risk Assurance and Business Resilience

Qualifications: 

 MBA (Finance) 

 Bachelor of Chemical Engineering

 Diploma, Enterprise Risk Management – IRM (UK)

 Certified in Risk and Information Systems Control

 Certified Project Manager (PMP®, PRINCE2®)

 Lean Six Sigma Practitioner

 Graduate Member - Institute of Risk Management

 Member - ISACA

Sector experience: Financial services, energy, agriculture, healthcare, 
manufacturing, telecommunications, non-profits and government.

Bernard Kiore
Email: bkiore@sevenlevers.co.ke
Tel: +254 (0) 720 999 067 

: Bernard Kiore
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About Seven Levers – www.sevenlevers.co.ke

At Seven Levers, we have hypothesized that the best performing organizations consistently get the following 
levers right:

1. Strategy

2. Operational excellence

3. Enterprise risk management

4. Enterprise resilience

5. Sustainability and ESG

6. Project management

7. Assurance

Key results correlated with lever maturity

1. Increased probability of achieving strategic objectives;

2. Access and allocate capital more efficiently; 

3. Captured opportunities and managed risks;

4. Enhanced enterprise resilience; and

5. Achieved operational sustainability.

…to provide you with a detailed, pragmatic roadmap to maturity.We apply management science techniques…
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Risk – Effect of uncertainty on objectives, ISO 31000:2018

Risk management – Coordinated activities to direct and control an organization with regard to risk.

Governance, Risk and Compliance – Process aimed at creating synergies between the risk, compliance and 
control functions of the organization.

Risk management concepts: What is risk management?

Identify risk Assess risk Plan responses Residual risk Monitor risk

1 2 3 4 5

Start

Report risk levels

• Strategic

• Financial

• Operational

• Compliance

• Likelihood

• Impact

• Connectivity

• Velocity

• Avoid

• Transfer

• Accept

• Control

• Residual risk

• External events

• Control env’t

• Risk clusters

• High

• Medium

• Low

Typical risk management process
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Risk management concepts: Risk nomenclature

Risk nomenclature – How to describe and codify risk by its components:

=>As a result of <root cause>, <risk> may occur which could lead to <effect on objectives>

Root Cause Analysis

Risk Event

Root Cause 1

Root Cause 2

Consequence analysis
Consequence 1

Consequence 2

Preventive Controls Detective Controls

Illustrative risk mapping
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Risk management concepts: Risk nomenclature – Bow tie analysis

Example of a hazard risk - Fraud

=>As a result of <failed procurement policies>, <fraudulent transactions> may occur which could lead to <loss of 
funds and negative perception among our stakeholders>

Root Cause Analysis

Fraud event

Root Cause 1

Root Cause 2

Consequence analysis

Financial

Consequence 2

Reputational

Share price 

Market share

Perception (NPS)

Consequence 1

Loss of funds

Forensic intelligence

Corporate intelligence

Manual systems

Failed policies

Override of controls

Inadequate systems

Bow tie illustration of risk
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• Cyber fraud

• Vendor fraud

• Asset misappropriation

• Financial reporting fraud



Risk automation – Benefits and key considerations

Key benefits:

1. Quick retrieval of risk information

2. Saves time and cost in risk assessments

3. Facilitates risk aggregation

4. Sets the foundation for risk intelligence

5. Leaves a verifiable audit trail

6. Demonstrates risk maturity to stakeholders

Consider the following first:

1. Do you have it right on paper – Revisit risk 
management process and nomenclature

2. Integration with core business systems 
including roles tasked with governance

3. Internal resources to run, manage and 
maintain the system – Lifecycle costs

4. Ability to facilitate decision making

5. Confidentiality, integrity and availability of 
risk information

Note: Automated GRC systems does not replace management accountability for risk taking activities. 
Outputs from GRC systems should be used together with risk analysis techniques such as Monte-Carlo 
analysis, SME advise and behavioral analysis to facilitate informed decision making.
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Organizations make decisions all the time. More often than not, these decisions have underlying assumptions 
about future business performance, expected cash flows etc. These future assumptions are the sources of risk 
and present a key functional challenge for traditionally reactive GRC systems.

Some of the risky decisions organizations make include:

1. Investment selection
• Return on investment

• Opportunity cost

2. Expansion into new markets
• Culture fit

• Political risk

3. Outsourcing operations
• Supply chain stability

• Reputational issues – slave labour, conflict minerals

Key business decisions – can these be automated?

Expected value (Earnings, retention rate, market share)

Quantitative risk analysis

Threats Opportunities

Modern risk management requires more sophisticated analytical capabilities.
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GRC system functionalities – what should you ask for?

Content management:

1. Collect and manage risk, compliance and 
regulatory data

2. Collected data is user created or sourced from 
vendor

3. Automated logging and assessment of 
business risks

4. Embedding of GRC requirements and findings 

Reporting capabilities:

1. KPIs and KRIs performance against targets

2. Integrated GRC reporting capabilities

3. Data analysis capabilities

4. Data analytics capabilities

5. User access management

Dependencies management:

1. Mandatory dependencies- relationships 
among various business processes

2. Internal – RACI configurations, Business 
Intelligence

3. External – Signal scanners, systemic risk 
indicators, regulatory reporting

4. Other systems – Financial reporting, ERPs

Workflow management:

1. Notification and escalation of GRC processes.

2. Communication of risk policy to stakeholders. 

3. Creation and change of workflows.  

4. Managing & ensuring compliance of workflow 
approvals

GRC

Key GRC system functionalities
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Key milestones in the risk automation journey

1. Project planning

1. Project teams constituted

2. Project management plans finalised

• Quality management

• Issue management

2. Procurement and configuration management

1. Due diligence then procurement of selected solution

2. Hardware and software configuration

3. Customization to meet user needs and business requirements

4. User acceptance testing

1. Gap analysis – Attained vs Expected performance

2. Identify defective, ineffective or non-functional modules

3. Scenario analysis for future performance 

3. Capacity development

1. Capacity development strategy developed

2. User training for the following groups:

• End users

• Governance roles

• IT support department

6.  Cutover and roll out 

1. Phased implementation

2. Pilot implementation

3. Post implementation support

4. Benefits timeline – 3 to 5 years

5. Go live

1. Ensure gaps are corrected and sign-off obtained

2. Obtain exemptions for issues that will not be 
resolved before go-live

3. Prepare go live go/no-go decision making criteria
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4.

6.

Quality 
Assurance

Projectized GRC Implementation

Continuous improvement



Some resources you could use…

The Failure of Risk Management: 
Why It's Broken and How to Fix It.

Compare and review risk management systems in the market
https://www.softwareadvice.com/risk-management/erm-comparison/
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Summary and Q&A

Optimize manual processes before considering automation

Automate for the right reasons

Conduct proper due diligence

Projectize implementation

Manage expectations

Provide continuous assurance on benefits realization
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