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• Financial Crime in perspective

• KYC and Screening Overview

• Your obligations

• Regulatory exam – How to prepare and what to expect

Agenda



7 minutes

43,000 Staff

$321B





What proportion of 
money laundering is 
detected and stopped? 
a. 21.7% 
b. <1% 
c. 13.4% 



Hypotheses:

• Financial crime is a global and growing problem

• Criminals are in it for the money and depend on (witting & unwitting) 
professional facilitators, including accountants, bankers and lawyers.

• One of the best ways to combat global crime is to disrupt financial 
crime – follow the money!

• Putting K back into KYC can make a difference.





Counterfeiting $923 billion to $1.13 trillion 

Drug trafficking $426 to $652 billion

Human slavery & trafficking $150.2 billion

Illegal logging $52 – $157 billion

Illegal fishing $15.5 – $36.4 billion

Illegal mining $12 – $48 billion

Crude oil theft $5.2 – $11.9 billion

Illegal wildlife trade $5 – $23 billion



$1.6 to $2.2 trillion 
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White Widow Case Study – South Africa, Kenya, UK

• Samantha Louise Lewthwaite (Natalie Faye 

Webb)

• The widow of 7/7 UK suicide bomber (2005) 

Germaine Lindsay

• Fugitive from justice in Kenya and member of Al-

Shabaab

• 4 Jan 2012 Kenyan arrest warrant – WC profiled 

the same day on media reports with fraudulent 

South African passport number

• Nairobi Mall attacks - Interpol Red Notice – Sept 

2013

• Client of SA Banks 



14

Closer Home – Accountants in Kenya 
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What can we do?



Collect sufficient 

information to 

manage your risk. 

For customers, 

this includes 

source of funds, 

nature of business 

and UBO. Not 

just ID&V. 

For suppliers this 

includes UBO, 

directors, fourth 

parties, supply and 

cyber risks

Customer / 

supplier 

onboarding

Determine any 

corruption, 

AML/CFT, 

political, 

geographic, or 

sectoral

risks associated

with your client or 

supplier.

Understand

the risks

Conduct due 

diligence by 

screening clients / 

suppliers / directors 

against global PEP, 

sanctions, law 

enforcement, and 

investigate  

negative media 

data.

Screening

Conduct detailed 

background 

checks on any 

heightened risk 

individuals or 

entities to further 

investigate and 

document any 

regulatory, 

supplier or 

reputational risks 

they may pose

Further due 

diligence

Continuously 

monitor clients for 

any change in 

status and risk 

levels. This 

includes re-

screening and 

transaction 

monitoring. 

Ongoing

monitoring

Take steps to 

mitigate risks 

identified, 

including by 

exiting 

relationships and 

reporting to 

regulators where 

appropriate

Risk 

management & 

reporting

Roll out a detailed 

compliance 

training program to 

all staff. Being 

able to identify 

possible ABC and 

AML/CFT risks is 

a key job 

requirement for all 

staff.

Ensure a culture 

of compliance 

exists, including 

the right “tone 

from the top”

Train and 

educate
Y/N

A Risk-Based Approach to Managing Customer & 3rd Party Risk



AML Guide for Accountants in 

Kenya

• The guideline is designed to 

reduce the possibility of the 

accountancy profession being 

knowingly or unknowingly used 

for purposes connected with an 

offence involving proceeds of 

crime, fraud, theft or money 

laundering as defined under 

POCAMLA.



AML Guide for Accountants in 

Kenya

• Triggering activities.

• Definitions and Regulatory 

references.

• Obligations.

• Customer Due Diligence.

• Suspicious Transaction 

Reporting.

• Record Keeping.

• Training.

• Regulatory Examination.

• Risk Based Approach.
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Screening – Putting the “K” 
back into KYC
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Screening - KYC

…Use global Structured Risk-related intelligence with secondary IDs & de-
duplicated profiles that use Public domain data and comply with Data Protection 
Act 2019, UK Data Protection Act & European Union Data Use Regulations 
including GDPR.

Used in customer due diligence (CDD) programs to comply with Know Your 
Customer (KYC) legislation for:

o anti-money laundering (AML)

o countering the financing of terrorism (CFT)

o anti-corruption, organized crime

o 3rd party risk

o other financial crimes control.
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KYC systems – Inclusion Criteria

o Aircraft Hijacking / Aviation Crimes 

o Arson 

o Arms Trafficking

o Bribery & Corruption

o Counterfeiting and Piracy of Products   

o Currency  counterfeiting

o Cybercrime / Hacking / Phishing  

o Environmental Crimes 

o Extortion

o Falsifying information on official documents 

o Forgery 

o Fraud / Embezzlement / Theft / Cheating

o Tax evasion / Tax fraud

o Hostage Taking / Kidnapping (Political or Terror related)

o Human Trafficking

o Illicit trafficking in stolen and other goods

o Insider Trading & Market Manipulation

o Migrant Smuggling / Slave Labour

o Money Laundering

o Narcotics Trafficking (production and distribution)

o Organised Crime 

o Pharmaceutical Product trafficking / Illegal distribution / Illegal production / Banned / 
Fake medicines

o Piracy (sea)

o Price fixing / Illegal cartel formation / Anti-trust violations

o Racketeering

o Robbery (only high value) 

o Securities Fraud

o Sexual Exploitation of Children (for financial benefit)

o Smuggling (incl. in relation to customs and excise duties and taxes)

o Terrorism / Terror Financing

o War Crimes 

Most KYC / Screening system employ strict inclusion criteria. 
Has to relate to the prevention of financial crime
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Sample - World Check – General Inclusion Criteria
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Sample - World Check – General Inclusion Criteria



24

Sample - World Check – General Deletion Criteria
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Obligations
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Obligations – For Institutions

..to implement AML systems and controls that meet the requirements of the Kenya AML regime. 
Institutions must ensure that employees are aware of these systems and controls and are 
trained to apply them properly. In addition:

o Undertake money laundering risk assessments

o Develop and implement board approved policies to manage identified risks.

o Implement mechanisms to monitor the D&I and OE of controls.

o Update risk assessment policies and programs regularly (at least once every 2 years)

o Take reasonable measures to prevent the use of new technologies for money laundering 
purposes e.g. conduct a money laundering risk assessment before introducing a new 
product, new business practice, new technology, a new delivery mechanism for both new 
and existing products and services.
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Obligations – For Institutions (additional obligations)

The POCAMLA Act places the following additional obligations for Institutions :

o Monitoring and Reporting.

o Verification of customer identity.

o Enhanced Customer Due Diligence (EDD) and counter-measures.

o Appropriate record keeping.

o Internal reporting procedures.
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Obligations – For Board and Senior Management

The POCAMLA Act places the following requirements for the Board and Senior Management:

o Approval for policies, controls and procedures adopted by the business.

o Approval before entering or continuing a business relationship with a Politically Exposed 
Person (PEP), Prominent Influential Person (PIP) and their family and close associates.

o Appointment of a Money Laundering Reporting Officer (MLRO).

o Undertake appropriate continuous professional development (CPD) on financial crime risk.

Where appropriate to the size and nature of business, a board member or member of senior 
management should be appointed to be responsible for compliance with AML/FATCA/GDPR 
regulations. 
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Obligations – For Auditors report on financial statements

Where it is suspected that money laundering has occurred, the auditor need to apply the 
concept of materiality when considering whether the audit report needs to be modified, taking 
into account whether:

o The crime itself has a material impact on the financial statements (FS); 

o The consequences of the crime have a material effect on the FS; or

o The outcome of any subsequent investigation may have a material effect on the FS.

Materiality should also consider materiality for Terrorist Financing (TF) risk where the sums may 
be low value but have a high impact. 

• Be aware of the risk of tip-off where directors or senior management are knowingly involved.

• Timing is critical – Delay in issuing audit reports may alert a money launder of your suspicion.



Scope of the Guide

Regulatory Examinations
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Examinations – How to prepare

To prepare for an FRC / ICPAK AML examination:

o Assemble all your documentation – provide ALL documents and interactions requested. 

o Review past FRC / ICPAK interactions.

o Ensure all relevant staff are available.

o Observe deadlines noted in the information requests. 

o Answer all questions honestly and have resources available at hand during examination.

Cooperate. Cooperate. Cooperate.
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Examinations – What happens after an examination?

o A letter summarizing deficiencies noted. 

o Details of further actions being considered by FRC / ICPAK (administrative / civil actions).

o You should develop and implement an action plan to address the deficiencies.

o FRC / ICPAK may send additional correspondence with their final decision.

o Beware : FRC / ICPAK may conduct further follow up examination to confirm that you have 
addressed the deficiencies per your action plan.

Document. Document. Document 



Questions?

Gilbert Ouko
Financial Crime Compliance

gouko@diligence.co.ke
gilbertouko@gmail.com
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