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Overview of successful ERP
Implementation Processes - Key
milestones expected by C-Suite
Executives before signing off




Overview of a Successful ERP Implementation Process
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Planning & Research
» Define the vision,

requirements and scope
of system

» Set specific goals and
objectives

» Constitute the
implementation team

Installation
» Define which

processes should be
automated or kept

manual

» Build infrastructure
and install software

Migration

» Define data
migration strategy

» |[dentify classes of

data to be migrated

» Review integrity of
data to be migrated

» Migrate the data
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Overview of a Successful ERP Implementation
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Testing

» Define the system
testing strategy

» Conduct comprehensive

testing of the system
including interfaces
with other systems

» Define user acceptance
testing approach
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Training

» Define the training
approach to cover unit
champions, end-users
and support

» Conduct the training
across all categories
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Deployment

» Define go-live
approach - phased vs
big bang

» Define comprehensive
go-live checklist and

acceptance threshold
» Conduct go-live

» Conduct post go-live
validation checks
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Increasing role of Board and
Senior Executives in
Cybersecurity Governance

Building a better
working world



Why is Cybersecurity important to the Board?

» What are the reqgulatory expectations of the Board in relation to Cybersecurity?

» What visibility does the Board have over the current state Cybersecurity posture of the Organisation?

» What type of questions are being asked by the Board around Cybersecurity?

» What kind of independent assessments of the Cybersecurity programs are being conducted?

» What Cybersecurity audits are on your audit plans?

» What type of Cybersecurity updates is the Board being provided with and how frequently?

» How do you measure the Cybersecurity risk profile of your organization?



Governance: Bringing proper oversight to Cybersecurity and making it a key topic for the Board &
Senior Executives

Does our business
strategy effectively

How do | embed Cyber more
effectively into our business
processes?

consider Cyber?

Are we attracting and
retaining the right Cyber
talent?

Executive
leadership team

How can | more
effectively
communicate our
Cyber risks to the
business?

Chief
Executive
Officer

Chief
Operations
Officer

Chief
Information
Security Officer

Chief Risk
Officer

Is Cyber integrated
into my 3 lines of
defense?

How do | keep the
company compliant
with the latest
regulations?

Do we have
sufficient Cyber
insurance?

How efficient have
our tools been in

protecting against
Cyber attacks?

Chief
Compliance
Officer

Chief Financia
Officer

Internal Audit Chief Technology

Officer

Where should we
focus our time and
resources related to

Cyber?

Are my digital
solutions secure?

According to 76% of respondents to EY
Global Information Security Survey
2019, those responsible for information
security do not have a seat on the board,
thus heightening the need for effective
executive reporting.




Role of Boards and Executives in Cybersecurity Governance

Oversee the cultivation and promotion of an ethical governance, management culture and awareness. Setting
“the right tone from the top” is a crucial element in fostering a robust Cybersecurity risk management culture

Establishing the institution’s vision, risk appetite and overall strategic direction with regards to Cybersecurity
Approve and continuously review the Cybersecurity strategy, governance charter, policy and framework

Establish or review Cybersecurity risk ownership and management accountability and assign ownership and
accountability to relevant stakeholders

Allocation of an adequate Cybersecurity budget based on the institution’s requirements
Adoption of an effective Cybersecurity control framework

Determine the scope and frequency of Cybersecurity reporting



Implementing a Cybersecurity sustainability model

Complicate an attacker’s ability to achieve

their objective.
Threat

intelligence

Establish capabilities to detect the attack before
meaningful business impact is accomplished.

Business
priorities

Effectively and efficiently respond and remediate
an attack.

Risk
tolerance

Maintain a security conscious workforce.

Drive change and sustain improvements through strong Cybersecurity governance
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Technology and the Future of
Work - Future skills for
success at the C-Suite level
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Technology and the Future of Work

= 30% of jobs are
likely to be
automated

= 32% of jobs are
likely to change
significantly as a
result of
technology

=  Some occupations
may become
obsolete; however
new jobs are likely
to be created

Source: OECD Employment Outlook 2019: The Future of Work



Roadmap for the Digital Leader

BE PURPOSE ASSESS DELIVER
LED STRATEGIC FIT OUTCOMES
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RECOGNISE FACTORS OUTSIDE DIGITAL
Short-medium term, e.g. COVID-19 | Long term, e.g. non-linear career paths



Roadmap for the Digital Leader
=

DELIVERING OUTCOMES

v
Meaningful work experiences This is about taking a step Delivering outcomes on a
are closely tied to ideas back and critically analysing day-to-day basis is needed
of fulfilment, well-being and the ‘direction of travel’ of to convert thought to
happiness. one's career path action.

» How does my attitude » What is the value
to technology reflect created for my
my values and beliefs, stakeholders and my
and those of my team? team by the work |

» How am | contributing do?
to a greater good? » What are the

» What are the key
responsibilities
associated with my
role and those of
my team?

» What

competencies are
needed for these
roles?

» How is my team opportunities for my

contributing to the continuing learning
greater good? and development, and

those for my team's
learning and
development?

» How does digital
influence the ways
of working for me
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EY | Assurance | Tax | Transactions | Consulting

About EY

EY is a global leader in assurance, tax, transaction and consulting
services. The insights and quality services we deliver help build trust
and confidence in the capital markets and in economies the world
over. We develop outstanding leaders who team to deliver on our
promises to all of our stakeholders. In so doing, we play a critical
role in building a better working world for our people, for our
clients and for our communities.

EY refers to the global organization, and may refer to one or more,
of the member firms of Ernst & Young Global Limited, each of which
is a separate legal entity. Ernst & Young Global Limited, a UK
company limited by guarantee, does not provide services to clients.
Information about how EY collects and uses personal data and a
description of the rights individuals have under data protection
legislation are available via ey.com/privacy. For more information
about our organization, please visit ey.com.

2020 EYGM Limited.
All Rights Reserved.

EYG no. 001323-20Gbhl

BMC Agency

GA 1015133

ED None

This material has been prepared for general informational purposes only and is not

intended to be relied upon as accounting, tax or other professional advice. Please refer to
your advisors for specific advice.

ey.com




