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Competing Priorities



Evolution of IT

DATA LOCATION DECENTRALISEDCENTRALISED



Evolution of Cyber Attacks



Definition

"Cyber threat intelligence is information 
about threats an organization has or is 

exposed to, their modus operandi, 
motive, and the business impact in the event 

of such attack. This intelligence is used to 
identify, prepare, and protect the 

organization from cyber threats" 

EC-COUNCIL

Threat Intelligence



Threat Intelligence Levels



Conditions Necessary for Fraud

• Malicious, culpable, compromised / motivated 
insider. 58% insider threat. 

• A breakdown in a process or an existing process 
weakness e.g. no segregation of duties, lack of 
privilege access management, IT in ops

• Monitoring technology is not detective, is missing or 
we are monitoring the wrong thing. WHAT ABOUT 
LOGS? 



Compromised Controls

• USB Ports access (Policy violation)
• Processes: life cycle of credit from application 

to approval and disbursement.
• Credit application without uploading scanned 

copies of the physical application forms
• User behavioural analysis: This is extended to 

customers as well (example: debit card 
withdrawal limits changed)



Threat Intelligence Life Cycle

Collect historical and real time 
data (data warehouse, 
database, event logs etc.

Share intelligence with relevant 
stakeholders and business/ process 
owners for decision-making, feedback.

Flag out abnormal user 
behaviour, transactions above 
limit, events outside the norm.

Provide context to the data (from 
policies, processes, normal user 
behavior, transaction limits etc.

1. Collect 2. Processing

3. Analysis 4. Dissemination



Cyber Kill Chain



Approaches in Fraud Detection 



Business Application



Approaches in Fraud Detection 



Machine Learning Approach



Machine Learning Approach



Machine Learning Approach



Monitoring from a SOC



Monitoring from a SOC



Conclusion

Threat intelligence is knowledge that allows you to prevent or mitigate 
against cyberattacks. 
Rooted in data, threat intelligence provides context like 
• who is attacking you
• what their motivation and capabilities are, 
• and what indicators of compromise in your systems to look for 
This helps you make informed decisions about your security.
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Data Privacy

Vision: A world class Professional Accountancy Institute.

Data Privacy is NOT Data Security 

Privacy 
concerns 
itself with 
Personally 
Identifiable 
Information 
i.e. with a 
natural 
person 
(Data 
Subject)

Security 
concerns itself 
with information 
(hard and 
softcopy / 
digital) that is of 
value to an 
organisation. 
(Information 
Asset)



Personally Identifiable 
Information
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Personally Identifiable 
Information
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Global Reach
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1. EU – GDPR
2. Kenya – DPA
3. Uganda – DPA
4. Nigeria – DPR



GDPR-EU
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Kenya Data 
Protection 
Law 

I N  A  N U T S H E L L

The Kenya Data 
Protection Law came 
into force on 25th

November 2019 with 
the aim of promoting 
innovation and 
protecting the data of 
individuals 

01 | PART I - PRELIMINARY
Terms and Definitions, Object and 
Purpose – fails to recognize fairness 
and transparency, storage limitation, 
accountability

02 | PART II - ESTABLISH OFFICE 
OF DP COMMISSIONER
Office and appointment of the Data 
Commissioner

03 | PART III – REGISTRATION OF 
CONTROLLERS AND PROCESSORS
Roles of organization, requirements 
on types of personal data to be 
processed and purpose, office of the 
DPO

04 | PART IV – PRINCIPLES AND 
OBLIGATIONS OF PERSONAL DATA 
PROTECTION
Principles of data protection, rights of 
the data subject

05 | PART V – GROUNDS FOR 
PROCESSING OF SENSITIVE DATA
Grounds for processing sensitive 
personal data, categories of sensitive 
data

06 | PART VI – TRANSFER OF 
PERSONAL DATA OUTSIDE OF 
KENYA 
Data localization, proper safeguards if 
outside of Kenya
07 | PART VII - EXEMPTIONS
Exemptions to regulations on 
processing of data e.g. national 
security, historical, scientific research 
and archival etc.

08 | PART VIII – ENFORCEMENT 
PROVISIONS
Administrative fines i.e.. 5 Millions

09 | PART IX – PROVISIONS ON 
DELEGATED POWERS
Powers delegated to the Cabinet 
Secretary

KENYA - DPA
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Data Privacy Concerns
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Legal Bases for Processing Personal Data
1.Consent – Consent must be freely given, clear, and easy to withdraw. 
2.Performance of a Contract – The data processing activity is necessary to enter 

into or perform a contract with the data subject. 
3.Legitimate Interest – This is a processing activity that a data subject would 

normally expect from an organization that it gives its personal data to do, like 
marketing activities and fraud prevention. 

4.Vital Interest – This is a processing activity commonly seen in emergency 
medical care situations.

5.Legal Requirement – The processing activity is necessary for a legal 
obligation, such as an information security, employment or consumer 
transaction law.

6.Public Interest – A processing activity that would occur by a government entity 
or an organization acting on behalf of a government entity.



Data Privacy Concerns
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Challenges with Legal Bases
1.There must be only one legal 

basis for processing at a time, 
and that legal basis must be 
established before the 
processing begins.

2.Whichever legal basis is 
chosen must be demonstrable 
at all times.



Data Privacy Concerns
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Data Protection Officer
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Data Protection Fines
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Under the DPA we also  
have to compensate 
the Data Subject upto 
and including for 
distress and other non-
financial losses

Breach notification 
to the Data 
Commissioner 
should be within 
72 hours of the 
Data Controller 
being aware



Data Protection 
Compliance
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1. Determine first whether you 
are a Data Controller or a 
Data Processor

2. Conduct a DPA Compliance 
Assessment

3. Conduct Awareness 
(Strategic, Tactical, 
Operations) and Training 
(CDPO)

4. Establish and Implement a 
Framework for Data 
Protection against a Standard 
e.g. ISO27701

https://www.dlapiperdataprotection.com/

https://www.dlapiperdataprotection.com/


Questions & Comments
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My Contacts
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MUSA WESUTSA O’WAKWABI
MANAGING DIRECTOR – SENTINEL AFRICA 
CONSULTING LTD
5th Flr. RAINBOW TOWER, MUTHITHI ROAD, 
WESTLANDS, NAIROBI
musa.wesutsa@sentinelafrica.co.ke
+254716572399

mailto:musa.wesutsa@sentinelafrica.co.ke
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