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The Facilitator ] CPAK

SAMUEL KIBAARA

* Enterprise Risk Management and Business
Continuity professional.

* Certified Fellow of the Institute of Risk
Management

* Director at Pinebridge Training and
Consulting Ltd.

* Over 22 years Risk Management Experience

* Positions held
1. Director - Pinebridge Consulting
2. Head of Risk Management - Kenya Power
3. Senior Risk Consultant - Aon Risk Global
4. Risk Surveyor - Safety Surveyors
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Who is Pinebridge Training and

Pinebridge Training and
Consulting Ltd

— Training
— Consulting

Consulting?

4 R

* Enterprise Risk Management

« Business Continuity
Management

* Risk based Strategic
Management

* Business Process Analysis
* Retirement Planning

\-Crisis Management /

info@pinebridgeconsulting.co.ke
+254 742 929 285
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“Good risk management fosters
vigilance in times of calm and
instills discipline in times of crisis.”

— Dr. Michael Ong
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We have no future because our
present is too volatile. We have only
risk management. The spinning of
the given moment's scenarios.
Pattern recognition.

— (dlcam Gibssn —




Why do we need an ERM

I CPAK

framework

* It brings in a systematic known way for
managing risks

* For Compliance Reasons

* To Build Value for the entity

* To Protect the value for the Entity




 The definition of framework is
a support structure or system
that holds parts together.

* Rules, standards and policies
and in ERM it means:- Risk
policies, Risk Manuals, Risk
management plans, Risk
registers....

The Architecture!

m



Basis of Risk Management in the

[ CPAK

Uphold Public Intenest

Public Sector

* Treasury Circular No 3/2009 .= Development

and implementation of Institutional Risk
Management Policy framework (IRMPF)

« 'MWONGOZO’ Code of governance for State
Corporations.

« ISO 9001:2015 - Quality Management System.

 Public Finance Act.

* Generally the Constitution

pike



The Treasury Circular

MINISTRY OF FINANCE

THE TREASURY
P.O. Box 30007

Telegraphic Address: 22921
FINANCE-NAIROBI

Fax No. 310833 NAIROBI.
When replying please quote

MOF/ IAG/033(75) ﬂ pate: 23rd_.February,
2009 ~
TREASURY CIRCULAR NO 3/2009 /
T0: All Accounting Officers,

All Chief Executives of State Corporations,

All Clerks to Local Authorities.
| DEVELOPMENT AND IMPLEMENTATION OF INSTITUTIONAL ﬁISK MANAGEMENT

POLICY FRAMEWORK (IRMPF) IN THE PUBLIC SECTOR
1.0 INTRODUCTION

f ongoing public financial management (PFM) reforms @ need has

‘ ‘ - . o ' . N— - - -~ - P - L - 1
been identitied tor a more effective corporate governance framework as we

' y fimAans \ \ .y Y Y n ! ) i Yol |
nNiaoile nnar Ql Monagemer ywysien ne g DIC S¢
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Other Guidelines [ CPAK

Banking Sector - CBK guidelines
Capital Markets guidelines
IRA Guidelines

SASRA Risk Management
guidelines

RBA guidelines

NN N X
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ISO 9001 ( 2008 Versus 2015)

What are the major differences ? ..............c.......

The most noticeable change to the standard is its new
structure. [SO 9001:2015 now follows the same overall
structure as other IS0 management system standards (known
as the High-Level Structure), making it easier for anyone
using multiple management systems. More information can

be found in Appese=SEof SO TEL Dirtec rules

for eloping ISO standards).
An§ther major difference is the focus on risk-based think-

ing. Whi iz has always been part of the standard

version gives it increased prominence. More information
on how to adapt to this risk-based thinking can be found
on the Website run by ISO/TC 176/SC 2, the group of experts
behind the standard (www.iso.org/tc176/sc2/public).

I
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Mwongozo sec.3.2

Governance Practice

1. The Board should:

(a)

(b)
" ©
(@)
@)
®

Ensure the development of a policy on risk

management, which should take into account
sustainability, ethics and compliance risks.

Set out its responsibility for risk management in the
Board charter.

Approve the risk management policy and the risk
management framework.

Delegate to management the responsibility to
implement the risk management plan.

Monitor that risks taken are within the set tolerance
and appetite levels.

Review the implementation of the risk management
framework on a quarterly basis.
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PEM Act. 2015 Regulations  §feiyN4
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209

»0th March, 2015
20 et ——

SPECIALISSUE

Kenva Gn.’«ﬂ;_‘}ifﬁ]lélﬁ
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(Lecislative Supplement No. 17)
(Legtsiahve SWPF e

LEGAL NOTICE No. 34
THE PUBLIC FINANCE MANAGEMENT ACT
(No. 18 0f 2012)
ARRANGEMENT OF REGULATIONS

PARTI-
I~Citatjop RTI *PRELIx[[x-_JIR\.

2]

: \‘.;'ML 1hion

,1[;‘]3\;.\%“’1‘.“

£

165. (1) The Accounting Officer shall ensure that the national  The role of

oover nt entitv develop Accountmg Officer
SOVCIILCIN catyy acveiops m nsk management

(a) nsk management strategies, which imclude fraud prevention
mechamsm; and

(b) a system of risk management and nternal control that builds
robust business operations.
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AS/NZS 4360

3.3

Establish contex

5.4.2

Risk Identificatio

5.4.3

Risk Analysis

5.4.4

Risk Evaluation

5.4.5

Risk Treatment
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Objectives
P o -
o =

The Organisation’s gic Obj

Risk Assessment
Risk Analysis
Risk Identification

Risk Description
Risk Estimation

Risk Evaluation

Risk ng
Threats and Opportunities

Decision
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Critical components of ISO 31000

The principles
provide the
foundation and
describe the
qualities of
effective risk
management in
an organization

From AMSI/ASSESSO 31000

The
framework
manages the
overall
process and
its full
integration
into the
organization

Monitoring & review, continual

— improvement and communication occur
throughout

—

groups of 1
their
identificati®
analysis,
evaluation &
treatment

1 CPAK
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ISO 31000 Risk Management :

Princip

les and Guidelines.

I
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a) Creates value

b} Integral part of
organisational processes

c) Part of decision making

d) Explicitly addresses
uncertainty

e} Systematic, structured and
timely

fi Based on the best
available information

g) Tailored

h) Takes human and cultural
factors into account

i1 Transparent and inclusive

i} Dynamic, iterative and
responsive to change

k} Facilitates continual
improvement and
enhancement of the
organisation

Principles
(<l

(Clause 3}

Mandate and

&  commitment
4.2}

!

Design of

managing risk
(4:3)

framework for |

Continual
improvement
of the
framework
{4.5)

Implementing
risk
management
(4.4)

Monitoring and
review of the

framework
(4.5)

Framework

{Claussa 4)

Communication and consultation (52)

v

Establishing the context

¥

(5.3)

Risk assessment (5.4.2)

4

Risk identification

3

L
F

(5.2

}

= Risk analysis

v

{5.4:3) 2

¥

Risk evaluation
{5.4.4)

¥

Risk treatment
(5.5)

&)

Monitoring and review |

Process

{Clause 5)
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COSO Internal Controls Framework s

The framework consists of:
» Three objective categories

« QOperations j

« Reporting j f s

« Compliance p
_ Control Environment
Five components

« Control Environment ‘M“ i
+ Risk Assessment lmu '
« Control Activities MM’ '
« [nformation and Communication "

« Monitoring Activities

17 principles
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Comparison of the ERM frameworks

Differences COSO vs. 1SO 31000 Framework

*  COSO ERM framework is complex S R _ :

* IS0 provides a more streamlined approach :.-': St d_,,—; > Establish tho context «-m
* COSO model is control and compliance g

based
* 150 is based on a management process

*  (COSO was authored by auditors,
accountants, and financial experts

* 150 was authored by risk management

MOABS PUE JOJUORY

Evaluate risks

practitioners and international standards R IS S " Tronk riaks
=2 pe rts Manitaring

*  (COSO focuses mainly on the negative
aspects of risk Sonree: GOS0 Source: 150

* IS0 focuses on negative and positive
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150 31000:2009 150 31000:2018
”@F\
— | . 1 %\\
1o S b e i
|
{ [t
0,
by

L 1 1}
Voo og b coview

Strategy
development

|

Governance Strategy & Performance Review Information
& Culture Objective-Setting & Revision Communication

& Reporting
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Originally formed in
AICPA 1985, COSO is a joint
. initiative of five private
American ) '
v Accounting sector organizations
Association and is dedicated to

providing thought
«\ fei > 600,000 leadership through the
\)) ~ professionals development of
frameworks and
o guidance on
ln]a® enterprise risk

management (ERM)
internal control and

i@ " The Institute of

Internal Auditors fraud deterrence

ey

North America




The Committee of Sponsoring Organizations of the Treadway Commission

Ti m 8| i n e 2004: Enterprise Risk

Management Framework

1987: Treadway
Commuission Report

1996: Internal Control
Issues in Derivatives

2010: Fraud Study 11 -
Frandulent Financial
Reporting: 1998-2007

2009: Guidance on
Monitoring Internal
Control Systems

LGB0 1905 2000

1999 : Fraud Study I -
Fraudulent Financial
Reporting: 1987-1997

1992: Internal Control -
Integrated Framework

2005 2010

2006: Guidance
for Smaller
Businesses on

Internal Control 2010-2015:

over Financial Recent ERM

Reporting thought
papers on

current 1ssues
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A New Title

« Retitled as Enterprise Risk
Management—Integrating
with Strategy and
Performance

* Recognizes the importance

/ \\ of strategy and entity
performance

| |  Further delineates enterprise

‘”—*’/ | risk management from

Internal control

Rl
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STRATEGY F ENHANCED
DEVELOPMENT VALUE

Y Governance I strategy & ﬁ Parformance Roview Information,
» & Culture . Objective-Setting 4 & Revision Communication,

& Reporting

-

N & -
H“-‘éﬁ d‘éo <t T a3

Internal Environment 2

Monitoring
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Details under the COSO

Governance &
Culture

Exercises Board Kisk
Crearsight

Establishes Opearaling
Struclures

Defines Dasirad
Culfre

Demonsirates
Commintment to
Cora Values

Altracts, Develops,
and Retaing Capable
Individuals

Strategy &
Objective-Setting

0. Analyzes Business
Context

I. Definas Risk Appatlita

8. Evaluates Alternative
Strategies

4. Formulates Business
Ohjectives

Performanco

10. ientifies Risk

11. Assegsas Savarty of

Rizk

12, Priaritizes Risks

13. Implaments Risk

Hesponses

14 Develops Portfolio

WView

Review & Revision

15, Assesses Sustantial

Change

16. Raviews Fisk and
Performances

17. Purses improvement

in Enterprisa Risk
Managemeni

[ CPAK
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Enhanced Value

Information,
Communication,
& Reporting

18, Leverages
nformation and
Technology

19. Communicates Risk
Information

20, Keporls on Risk

Cuilture, and
Performance
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Continual

/ Improvement
Value Creation

and
Best Protection
Available
Information

Principles (clause 4)

Leadership and
Commitment

MONITORING & REVIEW

Framework (clause 5) Process (clause 6)



ISO 31000:2009 - 2018 J CPAK

The ISO standard has only been around
for 10 years, its origins dates back to
1995 when the AS/NZS 4360 standard
from Australia and New Zealand was

first published.

[t was then adopted and revised by ISO
and Principles and Guidelines

ot



a) Creates value

b) Integral part of
organisational processes

Part of decision making

d) Explicitly addresses
certainty

e) Systematic, structured and
timely

f) Based on the best
available information

g) Tailored

h) Takes human and cultural
factors into account

i) Transparent and inclusive

j) Dynamic, iterative and
responsive to change

k) Facilitates continual
improvement and
enhancement of the
organisation

Principles
(Clause 3)

pinebridge

Principles

Continual

improvement Hjegratea

Structured
and
compre-

Value creation hensive

and

Best protection
available
information

Figure 2 — Principles
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Mandaie
and

commitment (4.2)
Integration
[
Design of
framarwark
for managing risk
[ 3)
/. .\ Improvement
Continual Iengdermenting b
Imm ent risk I E .I':.‘.'\c Leade r'.sll.ip and
framework mnl'f::h‘m . ..-:E:. Commitment
(48) v
Monitorng
and review
framework
{4.5) Evaluation ]mpIEMEnmuﬂn
Framswnirk

of the
(Clause 4)
Framework (clause 5)
t1
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i 4

._.‘ Establishing the context |
{=5.3)

Scope, Context, Criteria

s Risk assessmaent|(3.4)

- 2 Risk Assessment E

g o Risk ident#ication [S4.2) |.|_._.. 2 g - Risk E

E E ; E E Identification 2

3 } 3 A sS - z
([H ek N 2 Analysis =

e - t
E E § Evaluation E
S - o Eul:w:u;;pnr!.a..u - e :
L Risk Treatment

— Risk traatment [5.5] |q—1 RECORDING & REPORTING

Process

(Clause 5) Process (clause 6)

R g S




RISK GOVERNANCE STRUCTURE

GOVERNANCE LEVEL

g

Board of Directors
Monitor effective risk management procedures
Approve overall annual risk profile and appetite

Audit Committee

Evalution of effectiveness of risk management procedures
Review of overall risk profile and appetite
Review of mitigating activities

EXECUTIVE LEVEL

-

Executive Management Board

Managing risk management framework and effectiveness
Ensure key risks and strategies are appropriately managed
Appoint risk owners on all identified risks

OPERATIONAL RISK MANAGEMENT LEVEL

g

Risk responsible
Ensure that appointed risks are analysed
Underlying risk drivers are defined
Mitigation plans are developed, implemented and monitored

I

CPAK

Uphold Public Interest




ERM implementation [ CPAK
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Develop a risk management framework and policy to
ensure consistency of understanding across the
organization

Establish a communications plan and stick with it

Don’t underestimate the level of effort or shortchange
the planning process

Customize ERM strategy, approach, and methodology
based on the specific requirements of your organization

Ensure support from senior leadership which is critical
to effectively identifying and addressing risks and
opportunities

Train your staff and the Board ’ ﬂ !




The risk management paradox [

“The task of managing risks effectively is confounded by a classical
paradox. That s, if risks are being effectively managed as a matter of
routine, there will be very few surprises. Nobody becomes aware of
just how effective careful risk-management actions have proven to be.
Nobody slaps the manager on the back and congratulates them for a
job exceedingly well done. In stark contrast, however, if risks are
managed poorly, the whole world lines up to say so”.

What does this tell us?

it
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Legin | Magazine | Jobs | Media Centre | Contactus

Institute of Risk Management

Home | Membership | Qualifications | Taining | Events | Knowledge and resources | The risk profession | About us

Training courses

ditation

vert trainers

> Fundamentals of Risk Management (FoRM)

Training Courses
Fundamentals of Risk JURSE IN-HOUSE ACCREDITATION FORM PROVIDER
Management (FoRM)

Upcoming FoRM courses

from our Approved Training

s Fundamentals of Risk Management (FoRM)

Fundamentals of
Risk Management

Senior Masterclass

F 7 127 ] _h Pinebridge Training and Consulting Limited is proud to be the approved provider of the
Or more /anIr/es On ln Ouse Or Fundamentals of Risk Management (FoRM) course for East Africa. FORM is a world renown
course develaped and certified by the Institute of Risk Management, UK.

regLI/ar SChedU/ed ira/nlng FoRM is currently available in: the UK (Glasgow, Bristol, London & Manchester), Republic of

Ireland (Dublin), and the UAE (Dubai), GCC, Lebanon, Nigeria, South Africa, South East Asia
and now in East Africa.

www.form.pinebridgeconsulting.co.ke

1 Anunderstanding of key risk management terminology and
applications in an organisational context

2 Practical risk management tool kit designed for immediate use
in your role
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SAMUEL N KIBAARA;CFIRM,
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Enterprise Risk & Business Continuity professional

Director: Pinebridge Training and Consulting

Contacts: Email -
skibaara@pinebridgeconsulting.co.ke

Samkibaara@gmail.com
Cellphone: +254 722 606 4
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