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Preantble

Data privacy or information privacy is a branch of data security concerned
with the proper handling of data - consent, notice, and regulatory obligations.
More specifically, practical data privacy concerns often revolve around:

1).Whether or how data is shared with third parties.

2).How data is legally collected or stored.
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3).Regulatory restrictions such as the Data Protection Act, GDPR




Allars of a Data Strategy
PEOPLE & PROCESS

deflnesthesklllsand‘ﬂ 1
organization to ensure effective | Data Governance

data management and consistent
use of data across the entire
organization
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Typical data management
capabilities refer to, for exanple,
data processing, data provision,
data nodelling, and data access.

referstothe inpact of data
analytics on the business with
regard to financials, business
processes, customers, and
organizational gronth



The 6 Most Challenging Data Privacy Issues

Embedding data privacy.

Proliferating devices.

Increasing maintenance costs.

Access control is difficult in many industries.

Getting visibility into all your data.

A long list of regulations and documentation




Develop a Data Governance Vision
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Data Protection
Act, 2019



Overview of the Data Pratection Act

» 2019 -The Data Protection Act ,2019 Enacted
» 2020-Office of the Data Pratection Commissioner Established

The Act provides;
- Famework for the nght to privacy as it applies to “personal data”.
- Practices, safeguards, rules, transparency and responaibility
- Sofe collection, processing and storage of personal data
» The Act shifts some contral fromingtitutionsto“ data subject”.
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Sgnificant Developments in Kenya's Data Pratection Regulatory

» Hevated inportance of privacy for individuals
- Ehrphasis on responsible data practices; non-conpliance attract hefty fines/penalties
» Strengthening Individual Control

- Enabling individuals to have better contral over their personal data. Individuals now have a legal
avenues to exercise their data privacy nghts

» Timely response to data breaches

Notifying the Office of the Data Pratection Conmissioner as well as any affected individuals within 72
» Harmonization & applicability to all organizations

Privacy rules will apply in the same way, and in a clearer way, for all organizations

Increased termtonal scope

Act applies to all processing the personal data of data subjects residing in Kenya, rega
lon




Why Privacy & Data Protection Matters - |t is Good for Business:

Regular Data Protection
Inpact Assessments
inproves personal data
security by highlighting
patential areas of
weakness.

Data Mapping exercises
increases transparency of
intermal processes.

Opens up opportunity to
trade with conpaniesin
foreign junsdictions that
have sinilar laws (BJ
GOPR CGalifomia Privacy
At etc)




Why Privacy Matters

Lack of commliance Is punitive.

Office of the Data Conmissioner is mandated to effect sanctions, penalties on vidators,

Data Subjects have nghts to petition the Data Commissioner over vidlations, data brea and seek
conpensation

Non-conpliant enterprises face costly conpliance & reputational nsks

General Penalties (Up to Ksh 3M 2yrs Inprisonment or bath for individual offenders).

Administrative Fines (Ksh 5M 1% Annual Tumover aor Both for corporate offenders).




Key Domains of the Act

A

The Principles of Data Protection
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' The Rights of Data Subjects (consent, right to carrect/ be fargatten, right :
to huran reviewto Al lagic, etc)
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The Ghligations of Data Controllers e!nd Processors (Security, Privacy, \
Reporting)

Oross border Transfers

The Institutional /Establishment/Regulatory Framework

Inrplementation Schedules




The Key Data Protection Principles
a) Faimess and
lawfulness (eg
Consent, Contract, \ital
Public Interest)

g) Confidentiality and b) Restrictiontoa
data security specific
Factual ,
et e

e) Sarage Limitation d) Data minimizati




The Data Subject (Citizen) Rights
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Transparancy Agress Correction Erasure Objection Portability

Data Subject Rights




The Data Controller & Data Processor Obligations

Informthe data subject about the data processing activities
and the nghts of data subject under the law,

Specify the pumoses far which data is to be used

Should only collect and use personal data in accordance
with lawful conditions

Should keep updated recards of processing activities,
meking themavailable to the Office of the Data Pratection
Conmrissioner and to the data subject on request.




The Data Controller/Processor Obligations (b)

Rely on consent as a condition far processing personal data
only where: the data contraller first obtained the data
subject’s spedific, informed and freely given consent.

Notify the regulator and data subject of any data breach

Register with the Data Pratection Regulator,

Designate a Data Pratection Officer to handle all metters
of data protection




The Data Controller/Processor Obligations (c )

Conduct Data Pratection Inpact Assessrents.

Develop intemal data protection policies and
procedures

Provide privacy natices/natifications to data subject
before personal data is collected or used




Key Implications for any institution

Data Privacy & Pratection By Design

- Createinventory of Data Processes & their Life Cycle

- Bvaluate existing data processing systemto establish the extent (or nat) t
they meet the Key Principles (Consent, Purpose, Data Mininization etc)
- Lhdertake Data Pratection Inpact Assessrents




Inplications for Accountants/Finance Professionals

ORACLE
ENTERPRISE
SOURCE PLANNIY
CLOUD
based Contracts gaing forward
Do you have adequate For-cloud mtaggg?-i Have you conducted
- : solutions have you ng .
Insrance cover. to lied witheg Agreerents, Consent ya_rdata mapping
cover cyber nsks, here you have data before sending data to exercises? Do you know
notification processes e third parties, dausesto | Whereall youdatasts
e : sittingin Oracle SASor rdpa
business interruption, |nd|cate data may be and howthey are
: : other ERP systems on




The use of technology to detect fraud

The key to catching fraudulent actions before real danmage is done is having
place to flush out anomalies and report suspicious activities early or in real-ti

This means being equipped with tools like

» 1)- Automatic nonitoring.

» 2)- Machine Learming and Artificial intelligence.
» 3)- Anomaly detection protocals




How s this done?

» Data mning and statistical analysis can be helpful in detecting fraud

» By using sophisticated data mining tools, conpanies can search millions of tra
to spat patterns and detect fraudulent transactions

These todls include:-

» decisiontrees cluster analysis, association rules, and can generate predicti
leaming nodels to predict fraud
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Why is Machine Learming and Al Algorithms better?

» Traditionally, organizations have relied on business rules to detect fraud
was conducted periodically these are if-then logic rules

e.g if account balance=0 and period >180 Days then statusdeactive

» Machine Learming techniques leverage on these rules to build autlier analysis and
anomely detection system

» M_and Al augments these with techniques that introduce pattern recognition,
analysis and synptonatic agpects of accounts asmcards et cetera




What does M_and Al require?

M_essentially relieson:

» (lean verifiable quality data - Quality data is foundational to building anti-fra
systens

» Mudtipliaty - There's no single M_Algorithmor model that best works for fraud
Success comes frominnovations with a mix and match / hybrid approaches

» Integration - an cvious nust-have, but it remains a conmmon roadblocktos.k'xceg
many organizations Integration is key to the success of M_algonthms




What does M_and Al require?

» White-boxing M_methods and nodels are generally black boxes that need t
explained to decision mekers detailing howthe model works and what it does

» Ongaing monitaring: Ongaing nonitoring of M_fraud detection systems is inperati
success. Agood nonitaring programshould register and track the ongoing efficacy ¢
nmodels.




What does M_and Al require?

» Bxperimentation Successful M_programs have an element of ongaing
where data saientists and industry players can freely experniment varous
combat fraud




Exanples

» Predictive nmachine leaming algonthms that predicts whether for exanple a
claimis fraudulent. The analysts can then have a closer investigation for t
have been marked by data mining software as autliers




Exanples

» Detects the fraud activity and minimzes the nsks of the intrusion intoa
For instance, machine leaming can analyze the accidental false positives inf
detection, thus preventing loss

» Respond to the unusual aspects of payments. For exanmle, ask for double authenti
to confirmand conplete a sale transaction in the area of e-commerce arganizati




Binging it all together

» Hraud detection is a challenging problem While fraudulent transactions
amall fraction of activity within an organization, a small percentage of activit
quickly tum into big financial losses

Thus, the nght toals and systens should be in place. Advances in M_have
systes to leam, adapt, and uncover emerging pattems far preventing fraud
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