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[ CPAK

Uphold Public Intenest

All of life is the management of risk,
not Its elimination.
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1.Risk Assessment &
Modelling Tools
2.Risk Automation



Module 1 CPAK

Uphold Public Interest

Tools for Risk
Assessment and

MOdE"ing e



Tools-Risk Identification CPAK
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1. —listing of possible risks (no
ﬂ n wrong risks)

2. \ulnerability assessment—points of failure/opportunity arise.
T. 3. —scenario
modelling & possible

outcomes/risks. What if analysis

4.Questionnare/Survey




Tools-Risk Identification
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5.Events/risk inventory—

0
N

\

6.SWOT & PESTEL Analysis—points of failure/opportunity
arise

A —
process from input to output

8.Benchmarking—industry, similar organization 0/
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CAUSE AND EFFECT DIAGRAM
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Tools-Risk Assessment
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(Cont’'d)

Risk 1 | I |
Risk 2 ,;I'-ﬁgm of
the experts
Risk 3
Risk 4 Data {69
\ ] analysis
Risk 5
Risk 6
Risk 7
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Risk 8 - effect§))
causes
Risk 9
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Tornado Chart: assess impact of each Failure Mode Effects
risk to specific objective Analysis-- potential

undesired outcomes &
their causes (similar to
vulnerability analysis)
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The Journey Towards
Effective Risk
Automation




Automation Approach

Enhance
existing
system

MNew system
(develop/buy

3
Automation
Road Map

1. Define
System
Specification

ERM
Automation

2. Review
existing
systems
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* Linkto
strategy
Identify,
assess &
treat
Monitoring &
reporting

Preliminary-
generally
supports-ERM
functionality
Detailed-extent
of meeting needs
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Specifications 1.CPAK
Assessment Treatment

Corporate Objective Risk Reference Likelihood Treatment Incident
Directorate Reference Risk Description score strategy Reference
Department gb_]ecpx;; Drivers/Cause Impact Score Lr?atment Incident Type
. escription o Overall score cton Related KRI
Project o KRI Description .
KPI Description : Responsible o
. Effect of Risk Description
Event KRI Limit Person
KPI Target . .
iod Impact of Risk d Unit of measure
Tolerance per KPI Date / Perio _ Due date _
Date / Period Incident Date
Budget

Value of incident

Date / Period

2. User 4. Objective 6. KRI 8. Risk 10. Implementat
Manage Performance Performance Assessment ion Status
ment Criteria

User groups Period Period Risk rating Date
Group rights KPI value {actual KRI Value (actual at factors Treatment
Users performance) the reporting time) Likelihood action
Performance rating criteria implementation
Variance Analysis Impact rating level
criteria

Reporting

Performance Risk reporting™® Performance versus Risk reporting®

reporting®



Existing Systems Analysis
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1. Level 3. Objectives 5. Risks 7. Risk 9. Risk 11.Incidents
Assessment Treatment
6. KRI 8. Risk 10. Implementat
Performance Assessment ion Status
Criteria

4. Objective
Performance




Existing Systems Analysis
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(cont'd)

I

12.Performance Reporting 13.Risk Reporting 14. Performance vs Risk reporting

Reporting
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Automation Road Map I

o be vendor and

20% dered see if
considere madificatinne

Lo Partially can be
meets developed

. Lacks key
20% functionality -
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