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Quote



Outcomes

1.Risk Assessment & 
Modelling Tools
2.Risk Automation



Module 1

Tools for Risk 
Assessment and 
Modelling



Tools-Risk Identification

1.Brain storming—listing of possible risks (no 
wrong risks)

2.Vulnerability assessment—points of failure/opportunity arise.

3.Scenario planning—scenario 
modelling & possible 
outcomes/risks. What if analysis

4.Questionnare/Survey



Tools-Risk Identification

5.Events/risk inventory—example of risks to 
consider

6.SWOT & PESTEL Analysis—points of failure/opportunity 
arise

7.Value Chain analysis—
process from input to output

8.Benchmarking—industry, similar organization



Tools-Risk Assessment



Tools-Risk Assessment (cont’d)

Fishbone Analysis

Logic Tree/
Fault Tree



Tools-Risk Assessment 
(Cont’d)

Tornado Chart: assess impact of each 
risk to specific objective

Failure Mode Effects 
Analysis-- potential 

undesired outcomes & 
their causes (similar to 

vulnerability analysis)



Module 2

The Journey Towards 
Effective Risk 
Automation



Automation Approach

• Preliminary-generally 
supports-ERM 
functionality

• Detailed-extent of 
meeting needs

 



Specifications



Existing Systems Analysis

Not available/can’t configure

Available/can be configured without re-designing the system



Existing Systems Analysis 
(cont’d)



Automation Road Map

System Score
Assessment  
Outcome

Decision
Resources 
(Kes)

Responsible

A 70%
To be 
considered

vendor and 
see if 
modifications

X C

B 40%
Partially 
meets

ERM module 
can be 
developed 

d

Y D

C 20%
Lacks key 
functionality

Drop
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