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• Fraud is an illegal gain.

• Intentional 

• Secretive – Mostly comes to the fore through a tip off.
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• Consider a long time employee who is suddenly struggling with

making ends meet at home.

• Through many years of service in the procurement department, he

has gained the trust of coworkers, established personal

relationships with vendors, and has an intimate knowledge of the

controls system and any gaps that may exist.

• Almost effortlessly, he could approach a vendor to inflate invoices

and direct surplus payments to his personal bank account.

• Such collusion is common in procurement frauds.
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• Technology fraud:  

• Intentional. Happens through the system or with the aid 

of the system.

• Purely technology driven. 

Introduction 



Technology – Intelligent 

Systems 



Internet of things- I.o.T 



• Technology consists of the following:

– Networks

– Databases

– Email and Biometric

– Computers and Cloud systems 

– Mobile phones and Accessories- Recordings 

Technology Universe 



Evidence structure in technological spaces still remain as 

the evidence structure in structured areas namely:

-Relevance

-Reliability

-Sufficiency

-Trace of Evidence: Excel worksheets; Rebooting of machines.

Technology Universe 
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Statistics of Threat Types  in Kenya 



Areas largely exploited by Fraudsters 

-Impersonation : Key Loggers

-Malware Attacks

-Phishing

-System Vulnerabilities 

-Web Based Attacks 

-BOTNET/ DDOS

Technological Fraud trends in 

Kenya 



Impersonation 
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Impersonation 



• Refers to any malicious code or program such as

viruses, bugs, worms, bots, rootkits, spyware, adware,

Trojans, and even ransomware that gives a cybercriminal

explicit control over your system.

– Information stealers- Scanning and password crackers of networks

– email harvesters- Loading email with incorrect password; prompt 

alerts(Number 7 will shock you ) 

– Weak authentication- Learning pattern based on Application  

intelligence and cultural orientation 

– ransomware to devices and systems

Malware 



• This involves a fraudulent attempt by a cybercriminal to 

obtain sensitive data by posing as a trustworthy party. 

Spam is the unsolicited sharing of messages with the 

intention of broadcasting unwanted or malicious content.

• M.D@Madison.co.ke and MD@Madison.co.ke

• Domain Spoofing : Two unauthentic  and Authentic 

websites

• Prices of products e.g a campaigns on products on offer

Malware 

mailto:MD@Madison.co.ke


Malware 



Web Application attacks are executed by leveraging on web application

vulnerabilities such as:

– Misconfiguration in websites application code, that allow cyber criminals

to gain control of the website.

– Adoption of unsecured online platforms,

– Failure to updated plugins, and lack of technical capacity to secure

these platforms amongst users.

Notable web application attacks will include

– Code injection attacks to WordPress sites this vulnerability in the plugin allows

cyber criminals to install payment skimmers, to crash the site, or retrieve

information via SQL injection through brutal force

Web Application Attacks



• Denial of Service(DOS) is the worst as it leaves the organization

vulnerable without service.

• Distributed Denial of Service (DDoS) attack is a malicious attempt to

disrupt normal traffic of a targeted server, service or network by

overwhelming the target or its surrounding IT infrastructure with a

flood of Internet traffic.

• A botnet is a group of Internet connected devices running automated

tasks over the Internet and which can be used to perform DDoS

attacks.

Denial of Service(DOS) 
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- Annual audits (Checklists)

- Annual Pentest and Vulnerability tests

- Authentication mechanisms and Anti 

viruses(two factor levels is encouraged)

- Certifications

Resilience and Technologies

Traditional Approach  
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Resilience and Technologies 





1. Email Security

❑DMARC: Domain-based Message Authentication, Reporting and 

Conformance

2. Endpoint Security (User Machines) 

❑Antivirus

3. Network Security

❑SIEM |SOAR | NAC

4. Access Management

❑NAC

❑Firewall

5. Change Management

❑FIM (File Integrity Manager)

Resilience and Technologies 
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• These regulations set out the procedures for enforcement of

the rights of the data subjects as well as elaborating on the

duties and obligations of Data Controllers and Data

Processors.

• Data Commissioner: This means a natural or legal person, 

public authority, agency, or other body which alone, or jointly 

with others, determines the purpose and means of processing 

of personal data.

• Data Processor: This means a natural or legal person, 

public authority, agency, or other body which alone or jointly 

with others processes personal data on behalf of the data 
controller.

General Data Protection 

Guidelines



• Personal data: this means any information relating to an identified or

identifiable natural person. Includes a person's full name, identity card

number, date of birth, gender, physical and postal address.

• Sensitive data: means sensitive personal data means data revealing a

person's race, health status, ethnic social origin, conscience, belief,

genetic data, biometric data, property details, marital status, family details

including names of a person's children, parents, spouse or spouses, sex,

or sexual orientation.

• Pseudonymisation: This is defined as any form of automated processing

of personal data consisting of the use of personal data to evaluate certain

personal aspects relating to a natural person, in particular to analyse or

predict aspects concerning that natural person's race, sex, pregnancy,
marital status, health status, ethnic social origin,

General Data Protection 

Guidelines



– Consent of the Data Subject

– Collection of Personal Data

– Enabling the rights and processing of data

– Commercial Use and objection to use of Personal 

Data

– Obligations of Data controllers and Data 

Processors 

– Data Protection by Design or Default 

– Notification of Personal Data Breaches

– Transfer of Personal Data Outside Kenya 

General Data Protection 

Guidelines



In obtaining the consent, the data controller and the data

processor shall ensure that the data subject:

-Has capacity to understand and communicate.

-Is informed of the nature of processing in simple and clear

language that is understandable.

-Voluntarily gives consent

-Consent is specific Consent may be oral, in writing or electronic.

This includes data shared during interviews and CVs and

information captured during investigation

General Data Protection 

Guidelines



Collection of personal data entails obtaining personal 

data directly from the data subject or by any means 

including from—

– Any other person 

– Generally available publications or databases

– Surveillance cameras, where an individual is 

identifiable or reasonably identifiable 

– Information associated with web browsing, 

including information collected by cookies

– Biometric technologies.

General Data Protection 

Guidelines



Data Controllers and Processors shall have regard to

the following during data collection:

– Collecting what one is permitted to under the law.

– Ensure data quality and accuracy

– Secure the personal data collected

– Only collect sensitive personal data from the data subject

General Data Protection 

Guidelines



Rights of Data Subjects

▪ Right to access personal data

▪ Right to restrict processing

▪ Right to object to processing

▪ Right of rectification

▪ Data portability request

▪ Right of erasure 

General Data Protection 

Guidelines



Obligations of Data controllers and Data Processors:

– Limitation on the retention of personal data 

– Requests to anonymize or Pseudo personal data

– Sharing of personal data

– Automated individual decision making

– Data protection Policy Agreements between data 

controllers and data processors Engagement of a third 

party in the processing activities. 

General Data Protection 
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– Requirements prior to transfer:

– Legally enforceable obligations;

– Consent to transfer from data subject.

– Cross Boarder transfer Agreements

– Legally enforceable obligations

Any country or a territory is taken to have appropriate

safeguards for purposes of section 49(1) if the country or

territory has:

– Ratified the African Union Convention on Cyber Security and Personal

Data Protection;

– Reciprocal data protection agreement with Kenya

– An adequate data protection law as shall be determined by the Data

Commissioner.

General Data Protection 

Guidelines



Exemptions to Data Laws 

– National Security

– Public Interest

– Permitted General Situation

– Permitted Health Situation 

General Data Protection 

Guidelines




